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7bA1% EAI(VLC, visible light communication)& ¥4 F3<(RF, radio
frequency) & ©] &3 FHF2 VlEHt He T35 g9s ol&str] Wi
of Wdigh o] dlolHE w=EA d&T 4 A3l RF spectrum crunch 1A

e A & v (11 VLCE =9 ZAE o8& &4 7Iss Al

A hat7] wjiol Al~glo] wEsi Aol o U A EEAdo] FdE o] e A o
o [2] 28 a 3 2 FHE = RF Ao =24 HE 948 5 gl
= Ay BEA diEed HeHdol Hojun [3l VLCY FHom:=
LED(light-emitting diode)®} LD(laser diode) S°] AF&E 4 At A
VLC Al&=®loA= AlER S Age] A& LED7F 2 ARSHI glom, A

JolAE 9 wew Wel dolHE A4d 4 9k LD AEER o
LDE oluA &&4, A%, W&, AdRs BAZ o8] 4§ Bop} Adw
e

t} [4]. ¥ LED$ LD 7]4yke] VLCE ~AulE AJE], AntE &S H]E35}0]
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Al Asd 1% A 2~E(ITS, intelligent transport system) 5o A&
At [5].
VLCE A3t AT v 54 difol] dolg dFo] o]FoXa Q&
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ATH3L whE vlolE AF&EE oo st AutE Q32 FIlo A 2~
ntE LEDE o]&3te VLC Al&=gS 75T 4 AAT [8], Bdsle= As
AR A 2ES FEE7] e 9 WA UESA fAA BREsadg
TH EA W =4, A (amming)¥ 22 FZo| FHesttheE Al A o]
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M. VLC A" e

#~utE LED-VLC Al2d" 2d& Fig. 13 #Zt}h VLC Al~="e 34 &

iy

&= 2PtE LED $417], PD7F 9t &~vkE LED $417]1= A4 LED
o]al, PD+= AW (receiver plane) $lo 9 X3t} Fig. 194 x, vy, z&
LED-VLC Al=do] Axd e x5 YeEhal, hi= LEDS FA1% A}
ool 42 Aot} MEROZHEY Hdd AoE FAHAFE T dLst
o LED $4Al7l= ¥ AsE Wxste FAlsiA ¥v. LED= IM/DD(
intensity modulation/direct detection) % HEW2S AF&3tal, LEDO|A
AR& AR Sl MISO 374 & 7Hggtth. Ad VLC Al ="l += LOS 847}
NLOS (Non-LOS) Xt Z3t7] wjite] VLC Ad& LOS v mewk 3

Optical fiber

Receiver plane

FIGURE 1. VLC system model
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TABLE II

Parameters for VLC system components

Components Parameters Values
Room Size (m®) 9x9x3
Source Location (LED 179) (15,15, 3), (45, 15, 3),

(75, 1.5, 3), (1.5, 4.5, 3),
(45, 45, 3), (7.5, 4.5, 3),
(1.5, 75, 3), (4.5, 7.5, 3),

(75, 75, 3)

Semi angle at half power (deg) 45

Transmitted power (per LED) 10

(mW)

Transmitted power (jammer) 50

(mW)

Number of LEDs per array 30 % 30 (900)
Receiver Receiver plane above the floor 0.85

(m)

Active area (cm?) 1

Half-angle FOV (deg) 70

10mWeolH, A1 LEDYE 50mWE $413kt}h, slvbe] LED: 30x309] i<
2 o]Fojx v}, PD7F $1X3% 41 HHE A Ho|A 0.85m Eo]A UL,
PDY &4 99L lecm’elH, FOVe whzhe 70°0] T},
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Optical fiber

Receiver plane

FIGURE 4. Example of jamming attack in VLC system (when LED5
is a jammer)
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FIGURE 5. The receiver plane is divided into 9 equal sections.
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FIGURE 6. BER under jamming attack when the jammer is (a)
LED2, (b) LED5, (c) LED9; Effective data rate vs. Tx power of
jammer when the jammer is (d) LED2, (e) LEDb5, and (f) LEDS9.
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FIGURE 7. Effects of jamming attack for each section
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FIGURE 8. The LED link shuts down as Tx power of

jammer increases.
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TABLE III

Conditions for jamming detection

Conditions Jammers BER
BERI1 BER1(1) LED2 Sectionl = Section3
BER1(2) Section4 = Section6
BERI1(3) Section7 = Section9
BER2 BER2(1) LED5 Sectionl = Section3 = Section7 =
Section9
BER2(2) Section2 = Section4 = Section6 =
Section8
BER3 BER3(1) LED9 Section2 = Section4
BER3(2) Section3 = Section7
BER3(3) Section6 = Section8
Rel-BERI1 LED2 BERI1(3) < BERI1(2) < BERI1(1)
Rel-BER2 LEDbS BER2(1) < BER2(2)
Rel-BER3 LED9 BER3(1) < BER3(2) < BER3(3)

A e dgS FAsA B section 7+ BERS #ho] FdsithE A, Al
o 7M7h&5 BERe| AXIt= F 7FA 9] 54 o] Utk 4 & E5o], LED27}t

7% Sectionl®} 3, Sectiond®} 6, 18] il Section7¥} 92] BERo] &<
&taL(BER1), Sectionl¥} 32| BER®|] @7 Sectiond¢t 6°] BERE U £3iL, v}

Z7FA] 2 Sectiond ¢t 6¢] BER©] Section7¥ 9¢] BERE. U} a4 Avts=E EF
o] 2JthRel-BER1). &# & 18]Z&L Table IS o] &3sle] A% 3=
2% & ~vlE LED 7+e] €8S 58] AT E3e] Yol A FZACA

ool & ARAE EFske Aot e Aty HASAAI N, Table
e &A =gz Aol Asty A vt ozl o3 ds d3=
ddeta, Ae Adt side] & 213 AT A TAolgka

rﬁ,

t3tt}. Table 19 €A =4S LED2, LED5, LED97} Ajm < wje] gx
7S BHoFA vk LED2¢} LED9S] Aol FUd WA o= LED4, LEDS,

BN
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LEDS, 12]il LEDI, LED3, LED7¢] A™Md Afole A =& 8L +
At

de ®HA BEdo Aes H7Ee7] fste] k-random A EEE =9 st
ol 34 ©A AeS v sttt k-random B4 Ede ¥FH oA 2HS
Ag&atA i AA A F kIl ool Ao Aol Astd Bg T4

olebar dAetghe} [37], [38].

2. Ground truth <3
24 9AE Astel TAR FolBel g% 4% Aa dolHE 77

TR 389 th. Ground truth+= 2z LED H =29 AHe d3tE Hr7sk o+ 9+

st dte Je x4 2EdS o] &ty <1y LEDIF A dst 39

Hu g S3 348 §X3 4+ dvh. dF £, BERIY 4§ Ho==
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o] 98-S ZFola SINRS 7/HAe 4

2 Ao thF LED 7IWHe] VLC A€l o8 LEDdA BHulE A%
o] shpe] AgAL A BUlAE MISO Adolr] wj&o] ojn

F el 9% aaEs dxu e Aol B HiAE AW F

Ao o8] PSS vk 8 9 effective data rated} HAHFFTE LS Tol= W

t}. Single LEDE AW #2749 93 v LEDY $4 392 F714]7)
= ol i, dual LEDs: AW 49 9%S Wi LEDS /M4 Q4eln
Aw et 744 W LEDO £ 395 g7 F7FA 7= el Octuple
LEDst= EE LED9 $4 395 Z7MA7lE wyolth. single LEDS]
VLC Alz=gl 2d 3732 LED9 Alvl LED7F 2H7F ahubwk EA41381aL, dual
LEDs: 27w LED 39 #Aw LED, <% LED 37t A3z

TABLE V
Cooperative transmission techniques
Cooperative )
o Explanation
Transmission
) Increase Tx power of LED affected by
Single LED ) ]
jamming attack
Increase Tx power of both LED affected by
Dual LEDs jamming attack and LED closest to the
affected LED and farthest from jammer
Octuple LEDs Increase Tx power of all LEDs
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TABLE 1V
Operations
BERC AND Rel-BER
BER1 OR BERZ OR BER3
Rel-BER1 OR Rel-BER2 OR Rel-BER3
BERI1(1) OR BERI1(2) OR BERI1(3)
BER2(1) OR BER2(2)
BER3(1) OR BER3(2) OR BER3(3)

Final detection condition for classification algorithm

Conditions

Final condition
BERC
Rel-BER
BER1

BER2

BER3
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ABSTRACT

Secure Visible Light Communication System via

Cooperative Attack Detecting Techniques

Sohyun Park

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin University

With the recent development of fourth industrial technology, the need for
a broadband short-range wireless communication system to realize an
ultraconnected, ultra-low latency, and ultra-realistic intelligent information
society has emerged. Among the next-generation communication network
technologies that can fulfill the technical demands, visible light
communication (VLC) is a promising technology that can use illuminated
light as a communication light source, which 1is convenient and
environmentally friendly and has high energy and frequency efficiency.
However, although VLC has a high level of security owing to the
straightness and transparency of visible light, if some of the VLC nodes in
a dense mesh network environment are hacked by external attacks, there
can be critical performance degradation by jamming attacks. Although
several studies have suggested the possibility of VLC jamming attacks,
only a few have studied how to effectively detect and respond to these
attacks. This study proposes a method to -collaboratively detect and
respond to jamming attacks in smart LED-based VLC systems. According

to the experimental results of this study, the proposed cooperative method
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showed 91% attack detection accuracy and 1.82 times better than the
k-random method. The proposed method showed a minimum detection rate
of 84% even in an obstacle-rich environment, proving outstanding attack

detection performance 1.68 times better than the k-random method.
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