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Malicious Extension
Content Script

Website Login Page

I‘I @ DOM modification

Always match Chrome's language

[ []j Elements » B & : x
&nbspj;accotht</span>
¥ <form action="attacker.com" id="lo
gin-username-form" method="post"
class="pure-form" abineguid="7505@
7B770@341E68DFF2A2BFI5BREB
E"> == je
<input type="hidden" name="browse
r-fp-data" id="browser-fp-data"
"language”:"ko-KR","color
4, "deviceMemory":8, "pixel
:1,"hardwareConcurrency":

value=
Depth"
Ratio

B rxx

o —
User’s Credentials

@ Rediirection ﬁ

Attacker’s Server

FIGURE 4.
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3 ed 9y 2%
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Don'tsave Save
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Login
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Password: l ......... ‘

| Login |

External form embed through iframe

3 > Login

LogIn

FIGURE 7. iframe& &3 g #Ho]#] o t& =W 245 B

23
Zb Aol Evitt A Eekar gl HoE F Aol 2t iframel TES W
APl EZE B2 mulQlel A AR = QIEE AT A solAdd WA
& g AT 2y wel G Ho] v Ed ARlES A iframes E 3

Aew @ 4 glon, AagE qUAE A Helxel A4

SN
EH = Alo] oW iframe &9 EFstaA sk AOlEQ AR AHE

=
=

_3']_



3) DOM ®z el 3
Fig. 8014 Hols AAH Hell ®ol o] AdelA 2zl e 2l
g 4 glov, TABLE VeolA Rol= 13 o] DOMe] MAE dojA&
Zrste] HAYE wWUA weA HAES Ayt 1 ARz WA
Aol A HAAgES 4 Ao A7t AAH SN E s g As g

21551k,

g ©) Firefox Web Browser v Nov18 11:33

Modified Site

« c O D 127.0.0.1:5413/modifiedlogi w 8 =

Login

Username:

Test413

Password:

FIGURE 8. 73 ¥ DOM

o
b
of\
o
X
§2
ki
Y
ol
A
i)
o
-
Ogl:’t‘
o
fd
f

_32_



TABLE V

A= Wiy A7 A wel Blaske] gkl H|o]lx] sE A

W7 7 (login.html)

WA & (modifiedlogin.html)

<form method="POST"
action="/login">
<label
for="username">Username:</label>
<input type="text"
id="username" name="username"

required>

<label
for="password">Password:</label>

<input type="password"
id="password" name="password"

required>
<button
type="submit">Login</button>
</form>

<form method="POST"
action="/doublelogin">
<label
for="username">Username:</label>
<input type="text"
id="userid" name="userid"

required>

<label
for="password">Password:</label>
<input type="password"

id="userpw" name="userpw"

required>
<button
type="submit">Login</button>
</form>
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"Test Sending Message."

P <divy e <fdiv>

<4ivy e <fdiv>

<h1>21%1</nl>
<form
action="https://eovptlr77igydhe.m.pipedream.n
t/" method="get">
<label for="id">0}0|C|:</1abel>
<input type="text" id="id" name="1id"
required><br><br>

<label for="puw">HIZH T :</1abel>
<input type="password" id="pw"
nzme="pw" required><br><bor>

<input type="submit" value="Z_10I">
</form>

P <givy e <fdivy
P <div> e </divs

</div>
FIGURE 11. /A2& =79 Edit as HTML $4°% HTMLES ¢¥=
Test Sending Message Test Sending Message
219 Z27o9l
oro|cl; | | oro|cy; |
s | | ST
(=22 ==
Avewoentza || (e )(wauzz ) »ae )

FIGURE 12. HTMLS X335t

Ba wd @3 B2 WA $)
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ABSTRACT

Vulnerability Analysis and Security Assessment

Framework of Password Managers

Jiwon Jang
Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

With the rapid advancement of high—speed information and
communication technologies, Internet users find themselves required
to manage numerous accounts acquired through membership
registrations while utilizing various web services. To efficiently
manage the complexity of diverse accounts, users have increasingly
turned to the use of password managers. A password manager is
software designed to generate and store account information. It offers
users both security and convenience by enabling easy retrieval of
information when needed, either by generating complex passwords or
storing them separately for each site. Despite being widely adopted,
there is a lack of recent research in comparison to the high utilization
of password managers, particularly in addressing this concern for
enhanced security. Therefore, in this study, a comprehensive analysis
of the functionalities of web—based password managers used In
desktop environments is conducted. The aim i1s to analyze
vulnerabilities that may arise from the characteristics of password
managers and demonstrate the potential for account information theft
attacks in commercial web service environments. Furthermore, based

on experimental results, a password manager security assessment
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framework is established to evaluate vulnerabilities. Using the
proposed password manager security assessment framework allows us
to analyze security vulnerabilities in commercial password managers

and identify necessary countermeasures.
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