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M| S (Driver's License), SIS M(PKI

|_|_I_°-I

Certificates) &

Proof-of-Characteristics
(Something you are?)
—physiologically or behaviorally

K| 2(Fingerprints), == 2l&l(Hand Geometry),
A=l Al (Facial Image), 2K 212l (Iris),
ahatolAl(Retina), DNA, £442141(Voice),
Mz ElolAl(Signature Patterns) &

I'

El

AREAE 9159
SFA) 3}

-
1.

2=
ST

a7
Z 25 (Multi-Factor Authentication: MFA)S. & &%t}

ol 22 AEHE

<l 915 (Single-Factor Authentication:

Zo]

ofolt]el sjsgmolt). ofelrie
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HAY= 23] ¢ Malware Attack, Replay Attack, Offline Brute
Force Attack, Key Logger ‘Trojan, Dictionary Attack, Shoulder
Surfing 5 W< FHgAol THAHo BWL 7|HEo tEidFo=
w47k i =g ARAYAANE H/ARAdeR  teddes
A= A7 F7rskan Ak [15]

e Gdeds WHs 23t AFEALE dSste W oE
E3  Fod aARFHY HIoy 9P FE5AH  sdde
Ab&E ool gttt [16] S5 e ARe dhit BE Udss
ATl mhet e 5 9lvk [17]

A

Relative
Security
Level

PIN,

Password

Solutions :

(O=! 7) 2okq|gln} Algslolo] AR (ZEX{: NIST Workshop: July 9, 2003)
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Bl
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7h) = WAl

2121

A E= olo] H(G-PIN)[18], &9

g Fsgo s A AES

(
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of0
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4
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Ir
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ERE R
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7l il -
ﬂ T o0 aY
o = 2 < &
M0 140 hd
K
H H =
RO RO R

R R

b

=

Al
™

= X[E(VISA <F
ISP),

, oFo]l ¥ (1-PIN), 2147}

Payment:

Secure

2] & (Internet

Apg A o]

FoAREA

3
T

o

=
(¢}

A3 Q15 [20]

)ell A

g

EYER-E

g

s

@), A7

ke
T

, AAEAH, w78
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=

o
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(Z 4) MH[AE ALSKt olESsgt
T2 21s oIS uHH
2 221(Optional) ID/PW, OTP
327 AHelE, ofold, FLfERIS
Hrze o
SEEH FUHE
T 57| FUE 2ol5fol
(8 7}X| MEH) HE SIS A
AEE el
MUEIERIS
239l ID/PW, S2leIEM
MAZE AZFOIH | A ZEE+S IS A
MR} FIEE E+Z U2 FA
AR | HAKE | AEFE ZHA| - ol EeE
- AN A H| A(SP)
FHEZM () | FUHEHE+FDHS
23¢9l SIS A, IDPW
S2URASM+OTP L 7|
=872 5= HSM Al oIl S+ otgt=
(23) | A=l SIS M+ o7 E D3 H ol &
25 S2URASM+E HFIE+SMS
3s= SQURASAM+EetFtE
HAbg & 239l 3PS M
(=2Hy) | SARIE SCIRIEM+X|BEOIER
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L

Personal Identification Number: i-PIN)

(3) ool AG-PIN)
o} o] # (Internet

oo o o =
o D_1 X Ma i -
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(6) FRlIFA
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7} 7=t (United States)

n o] OMB 04-04(The Office of Management and Budget)[21]%

dl 7FA] gAle] AR A Q1F BEEEs A gt Azbe] nEE)d
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= ARRAE AlAEE A A (], MR E) Y et TEe A4

=

_20_



(£ 5) Authentication Levels of Assurance(OMB 04-04)

2wl Ay

Level i Little or no confidence exists in the asserted identity;
usually self-asserted; essentially a persistent identifier

Ll 2 Confidence exists that the asserted identity is accurate;
used freguently for self service applications

Levell 3 High confidence in the asserted identity’'s accuracy;
used to access restricted data

Lavell 4 Very high confidence in the asserted identity’s accuracy:
used to access highly restricted data

o]l =
1- O

NIST 800-63 A4 7Fol =2}l (Electronic  Authentication
Guideline)[22]2> OMB 04-04°ll Aej¥l z}zto] s el thdt 7)<
¢l &AME Aledth 7 B dEe ofde Al Hol2AHH A
@ 3rel v (Identity Proofing), E& L£7AMe, 2e]ar, 91=/3¢)
AU S 5o Aol Aoy ook gt
(% 6) Technical Requirements of NIST 800-63

2ll| Identity Authentication Protection
) Token (Secret) .
! Proofing Mechanisms
Requires no | Allows any type of Little effort to protect session
1| identity token including a from off line attacks or
proofing simple PIN eavesdropper is reguired.
. . On-line guessing, replay and
Requires Allows single—factor ,
some authentication eavesdropping attacks are
2| , ) prevented using FIPS 140-2
identity Passwords are the .
. , approved cryptographic
proofing norm at this level ,
technigues.
Requires Multi-factor On-line guessing, replay,
3| stringent authentication, eavesdropper, impersonation
identity typically a password | and man-in—-the-middle attack
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or biometric factor
used in combination | are prevented. Cryptography

with a must be validated at FIPS
proofing 1) software token, 140-2 Level 1 overall with

2) hardware token, Level 2 validation for physical

or 3) OTP device security.

token

On-line guessing, replay,
eavesdropper, impersonation,
man-in—-the-middle, and

, Multi-factor . L
Requires o , session hijacking attacks are
, authentication with a ,
4| in—person prevented. Cryptography in
, , hardware crypto
registration token the hardware token must be

validated at FIPS 140-2
level 2 overall, with level 3
validation for physical security

) 7 vbek(Canada, Province of British Columbia (BC))
Acre] BeEl4 FE48) o} (British Columbia) FolA thex &
gz Ax4 ZedAdy 9% #5(The Electronic Credential and

Authentication Standard[23]) 23 % it}

(X 7) Authentication Levels of Assurance in Canada

Level Description
Credential validated or provision of shared secret/file

knowledge is a maich
Possession of single—-factor credential validated by

2 | Medium | successful log on, in—person presentation or telephone

verification with shared secret
3 High Owner of multi-factor credential substantiated by

1 Low

_22_



successful log on or in person presentation(e.g.
software certificate or OTP; multi-factor physical 1D
card)

4 | Very High

Owner of hard multi-factor credential corroborated by
successful log on or biometric match (e.g. PKI and/or

high quality biometric)

T & AUl A FJIEHALE Bk ARE
A0 we} Felstd (i 8)3 2t [24]

Ol

Fin e Abe A

Authentication Factors: Something You
Know Have Are
S2I9IEA | Scratch-off/Bin e
Text PIN IP Address N . .
(certificate) go card Fingerprint
AMEFI= Phone/PDA Hand
Visual PIN Browser Type
o My w/OTP Geometry
Text 2 =t HZlA
Cookie QTP Z47|
Password He (Face)
Life Email Hobzl= USB Device ZxfolAl
C
Questions Address (Grid card) (Iris)
SMS - Proximity/ aratolAl
Toolbar/Agent FHE
Message g B Smartcard (Retina)
ofo|=l Hole=
MES HYE
(ID/PW) (HSM)
ALEAE Q1FHIRE S ek glojAa] F a3k 7= P (Security) )

A&7 (Usability) ol vkt ARSAF I5viA] 2573bd (2§ 14)9F 2} [25](26]
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® Dual password @® Virtual token

(VT-OTP)

High
c ® Outofband messaging
2 @ Identity Based Encryption
el
;')' @® Site modification ® Watermarks
=
k]
E @ Challenge questions ® Software OTP
w

. @® Hardware OTP

ow

@ Voice Recognition
@ Beacon redirect

® Machine tagging @ Fingerprint

Low High
Security Effectiveness

(OE 14) oHgdnt AlSdel i

4. 32HM B 7Y
SgAu 2o ARWIV|E ESe] Z7tEWA 3l
SgAu 2zl A AR st NIAEE thE SEAH| 20 A

AgEAE Aok gEerd 9 Aol olBy a7t AAgew

CRdasEl AT} o] 3l SRR ES MAA = o
A2 g4 (Credentials)&} F-2tv}, Zg AL 31 7jelo] AL&3E F717)

dodaglFor AHdAE dzstd 1Y)

T A A5 A (Certificate), 2|3 AMF3F= AdF7]F Al AR, 217}
A & X3 G4 AHe FIbolgtar ¥ F T
gl dg o] 8d JheAdol w2 AAe= dA2aF AFHEPO), =EL,

dulelaE  zbel @ Hupelzeld  AgSW AuEE o
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7h AP dd oled A RT3 T

M

A olsd A 7w ZF3= RSAAMNA A AR

¢l PKCS (Public-Key Cryptography Standard)¢} IETEF (Internet Task

kel
N

Force  Engineering)  H.¢Fd < 9] SACRED(Securely  Available
CREDdentials) 2tdytolA] #8i =il Qlv} o] & Q.oFstd (& 9)¥ 2t

(F 9 FAZ|HM= 0| 2 2N B

7| 2 xE HEAZ] F2UyE
PKCS#1 RSA 2t = 93t 27| o Mo
20016 == |
V2.1 b X of
PKCS#5 AQIEE 0|23 2572 MM
19993 | A
V2.0 ste w Il
P Hel7|E osststol MASHE 4
KCS#8 PR IA % 515101 A &St
RSA | vi2 o7&
PKCS#12 AR Jol7] oIZSA Sof M
1999.6 N
vi0 9l 0|52 9B Wy Ao
ols EZo| MAEAHE o5 st
P 1
1K1CS#5 20006 | ZalEMGReIZ|, B3I, oIS,
o 4| 27| S) Hel 7%
EREEREEREE
RFC 3157 20018 | 5ot miol
EREE R EE
RFC 3760 20044 |Folelm o T2EZ maoea
IETF ol
XMLE o|E%t ZE|EHlMd =2 EZE
RFC 3767 2004.6
5 of
RFC 2945 20009 |SRP o1& & 7| wE =g EZ
RFC 2246 1999.1 | Zchzt TS =2 &2

PKCS X2 PKCSHI2E A9sld dF& Zelddde sk xd
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-~

SACRED 9#1F° wAxE 552 53 24

gt ol HAs dAsy] Y TREZES Aedd. [27]
=4, RFC 3760(Credential Server Framework)e F4A <l T2 &=
zygdes AFTFo2H RFC 3157 yEd Zgdde <hdd
WS Y ZREIEY Q7AREC leHol vk [28] A
RFC  3767(Protoco) & AR&A7F AfdH oz AFe szE )
AAE HAzdHolAdE  AREstel  ZYdd AMERE 45 e

AYFAES 48 F e ZEEZS V|Esta vk [29]

1) RFC 3157(Requirements)
RFC 315794 & Ze|dA o5 Al&str] 938 v 2o vl
7EA 9] 8 FARRS A oskar Tk A WA S AMERS AW WAl A

Ag wye] % osbx ol¥d xed9as ®F Adsiel drhe
zg9a BA Aol T, oA RTARE e Qg6 B

—_

A02, AHEA 95 9istel AHgElolor & AZWA o] /&) WA

2% AR bsdiel @el Hydclel A A% TREF Sy

ek ARt vl A e AERe Z2REZY #EEE
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fatge® Agdldoe] 1o oA HiE JEE EASHA FEF
SAC(Securely Available Credentials) ZZXEZo] FAEojof 3lth=
59 oy ARERS rAS gul e Al @ WAl ez
ARZE7E BAHEER Fof v 5o oy AEE tAs ZEdA
AW wkAe S E @ AR, e dlA FAIAE AEdAd SRS
AFe F QojoF dvteE T& AT A Ay W dAw
fAR e R vl AlEE 5 ol

2) RFC 3760(Credential Server Framework)
RFC 376004& Zg5ld AW wk2le] L Qles AAslaL St o|&

g8 vEga A g 2YRd Auel Agsta sk
AHEAUser), AHEAE Q1% Fol gEstdon  okdslAl AdWdE
Adshs 75 Fashs 2ad An, s =2 dE e A8A)

Anel A dEs dEIAeR QHASHA AAelr] 93k ZedA
A& (Repository)  solth o7|Me =Zgdd A== dx =294
U-me Azl Zedd A Azl ZEdd g da 58 ke

AAESITE BgE AREAe] gk AW Q1Fa Aol gk AREAE Q1]
L5, AREANA ZWAES ke Agstr] flste] e
e QT ZREZO FAEZ doxE AXIE AREAS AWt
Ha9s 9z FAoA THaElor dta, b oo mElulde WA

A7 = dEoha 0w SHEA BB HoloF dhibE QARS8 sleH,
olE gt At Hxa9= Q1 Wl(Secure Password Authentication

Protocol)¥} TLS(Transport Layer Protocol)#l= & 7HA] 7|& LREZS
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ol g3tEs Austi gk

3) RFC 3767(Protocol)

RFC3T67S SAC “mwzo] @ale] HAsi 9on, L&A}
Bl AREx #EdE A A glo] ZYdAE AWM EFE A=
A e AZEOE AHAAT JasdHolds ol&ste] duA
ks 3 9rh SAC ZREF9
o]l Z=(Payload)x= XML "2lo=w ATt ZF ALgxE HE
AARS Ao Fu SAC ZRZEFZS AA #e ZTREZ(Account
Management Protocol)¥} AAI7F &2 ZZEZF(Run-time Protocol)Z
aA AR AA #E T2EIL YA ARSATE AF AR A
AQ3d AHAHE AoA L5%= AHH L (Information Request),
AHEAZE R1E Fol AWl AlE2g AARE wrEE AY A (Create
Account), &3 S15(AH 2T = ARERF 2F) Fol 7] AAH ] Q=
AARS 2437 Y3k AA 2FAl(Remove Account), A% ¢15S 483k
Fol e #AHEH AWl AFHo e AEE WAsY] A AA
W (Modify Account) S22 FARACY AAZ7F T3 eI U4

ZoE  Fol =ZYdE Aol ARsy] S =ZeEA
A == (Credential Upload), A3 <15 Fof 3l o]Ae] A dAd S

HZHEH tgdr] 98 agdd g2 =(Credential Download),
o AT Fol Aol AFEo] A= st ool AElE-s A
A3 zZY WA A A(Credential Delete) A3} Toz A )

Aujel Aol e AWA FHe 54 2ANAL s 9@



el Helxl "= PKCS#15 Zdds AA3r] ¢33 XML=
EHEHE Hol2E, HE WAHY, 7Y T& st Advk E=S AEA
A3 AWM 9FL 9@ rEEEz Ed fags W AF
22223 TLS(Transport Layer Security) ZZEZS o|g&3 AL
Aaskar givh HaYg= Nk Q1S TREZE fiafEE VYo
AT AFS AFstn, 9% ZrREZo FAEZ ZguAds <kdst

chewed Bed AM J1E FhR Ag 5 s eIk

g £ 9t v T ‘FEe= Ho 9Ee A Vs
ARt =82 20144)°]  v)|E"® F
TALAe} 7 24 s Hetr]solt. [30]

(2% 10) Cloud Computing Components and Security Technologies

T Hotatd o9
= M™MIZHO: DAC, MAC, RBAC
== | Al2Xtel & ID 2 Password, PKI, Multi-factor,
- SAML(Security Assertion Markup Language), I-PIN,
IAM(Identity and Access Management)
» AM s ASA[AHE: J|ES &5 Jl=3 2o
O Slags wmsea 51 sdce BuE duE 4
N & UEF DoHE T|=
=R * PPDM(Privacy Preserving Data Mining): Hl 0| €|
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>
1

Z2lo|HAIE HollstX| F2H M gt
$§6H e 7=
# =2 M (Checksum), all & (Hashing), PKI(Public
frastructure) =
(Tagglng> HiolEEiZd e 2z Z2|Moz
=70l x| ¢t lo|Eo REIIHEE F7}510
L HZHMOE JHssHA st &Y
F Z2EZ2 ALE: SSL, IPSec

tX|: Application Firewall, Anti-DDOS, IDS(Intrusion
HESQ=Z Detectlon System), IPS(Intrusion Prevention System),
ACL(Access Control List), SIEM(Security Information

and Event Management), VPN(Virtual Public Network)
» TPM(Trusted Platform Module), CryptoCell, SafeXcel IP,

Virtualization Security, Renewable Security

u

—o>ru

ro;'

)
o
_‘T'_

0 b o e o 2 opE f oo
fol

Hoomefid ofn &£ & M ood

>I

2ulEE J)uke] AAFFANE ST o HA J5d 2B S

= FXSSAMH = ol
[ ’.‘JI}%-sfixﬁl' 2|#lol 4 ] [ (Hzal, E_B—!IMHI . 3 ]
= QIEM ME 5)

UI Application File system Platform

i
HENI S R o S TN
(3G, Wi-Fi) (3G, Wi-Fi)
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g}, 2vtE Yutol2E 9% OSMU e -

“Study on the OSMU(One-Source Multi-Use) Management for
Smart Devices(International Journal of Smart Home, Vol. 7, No. 1,
January, 2013)7¢] ={odAE TS AvlE 7]7](Smart  Phone,
CCTV, PC, IPTV S)olA EEHAE Agshs Sqadrd 725
o] HAYE ZAez=FE wx ¥ #gE AEste] dhube] drl=o]

thate] vhFdt AntEZZCdAN ARG 5 Sl TERE AT 9

IPTV Platform WEB Portal

ontent Providers Legacy Conlent Providers Legacy

e

T3
)

y Content Fystem Content [System
+ Large-scale content transmission Evsliﬂ Sanjer Balar

* Storage system of large-scale content
ransmi m

* Intaractive content providing system
* Large-scale content Sync.

S/W technology
* Content management technology |

QALK
sTR

* STB authentication software technology \E
« 5TH's softwa ioqy for

& a
. - & services PC Mul
= Mota data insartion technology for

Intsractive service
* Heaopnane control
» Clant/Servar management technology

| Elc(Wall Panel, £2I&, ...) i P ccrv R

(08 16) s AdH= 22[2E Fx

(ZA: Study on the OSMU(One-Source Multi-Use) Management for Smart Devices)
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. OSMU &Zuie] =My

OSMU 24 ol A Ab&5 = 2= #e 7|¥, M2M B9k, AREA <l
< 714, 294 @ 7 S @4 2 BAR 248 S5t 28

B AFE Ao &dure SOSMU(Secure One-Source Multi-Use)

1. ZHI=x e|Al2He 2HHA

Contents E
Server E

CS%s Cert
VA s
Buy Confé;ms Buy Contents o
,(.- \_q =
(=] [ea] @ =) Ea)) @ USER’s (oo
m m P 5 Contents
Cert
USER’s CertContent USER®s CertContents) - n
. e -~ R e e s 2k Fod e
Terllii]l":ri-..__;_Illf 1 Tc—r;-tmn;tl Unit 2 K Terminal Unit N
Issuehbérq'ﬁfate_@c}

sl
W
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2. M2M(Machine to Machine) 222 E&H

2utEZ|7]e] QlFe g EFEdE, FTEE HeE A " FA
Aulz 7SS ANABBS vgd AvtEr| 7] 7He] M2M
(Machine to Machine)[35] B¢t 59 HOHEA:= AutEZ|7] 7]4ke]
ALgl o] FA R o A= A E [36]

Inner M2M communication
: Cross Authentication, Encrvption, Intrusion Detection

Security Monitoring
and Control Server/

SmartPhone/Pa \  DataServer )

Outer M2M communication

- : Authenfication, Encryption/Decryption,
—— Personal Privacy Protection,
SmartCar Total Security Monitoring and Control

rtTV Smart Rafri :

Machine to Machine
Communication

Human to Human| Human to Machine
Communication | Communication

(O3 19) A0IEZ|7] 7|2te] AtzlolMe] S4 2™
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FAE, AZE A9 AolM B He) Sge] RE 2rpEs] ]
B sgel Absstsl wEel epymsel wE, o Zzay
HAZ bssht old @ BAE s AsiAE Asdeln Rud
MEYD 9xeks S8 wok A3 7]%se] Aasiv

QA MM A0 Folshs 2rbEs]y] o A% 4 ue)
olub By A FSe] oJs) A9 4Bl AL w3 Yk o]
371 9@ 2rkEsllel AgHE A4y W@ s o
Fgol Wasih [37]
A, sehEslvIke] geld AW AEEI 77139
A4 Fad veldel dstel ¢mst sA 2op wEAY
Zolstar gluk ol A/ M AvtES /e BRA AEA
A%, HolE @53, BEIE MM FAelA f7s e Atk

-

PFEZ)Z], WEHAA, Muls gl b FEe] hdk

b

e

off
:ll—ll

AAAl Hors mHEI Qxglyp F=o] QFHo A, o E
MEYA, Aus 5 2ZE FAA

srpET] 7)o o) Eguel lzmebe] FEe] 2 FH T [38][39]
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- What You Are?
- What You Do?

= - What You Know? — FAE 2y 2Me E3l
S - What You Have? ALEAL IS
\\\\ﬁ_ Z ; 3 = 1 &l i
, _

FHol FHHA Fobl duHA Fe= A4 AT AY HEo=
FHoFgol AL o)E HAdy] AsiA Anls, AEF 2
Aol AYF 89, 2AZH, 14 FE, Ade] 9F & T
APHrE 3 Aulad g dF U Adge 9% dA g
NEe Aol dasit

4, A2|HIM EZH(SACRED)NIMS 2HE
A1¢] SACRED Z&9 ntgto =z 2A
Ot 2ok

R AR

o
A
Y
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| InfoRequest or BindRequest _ UploadRequest

\

I

Ok or Emror
DownloadR equest

‘InfoResponse or BindResponse
CreateAccomntRequest

|
: RFC3157
: Ok or Emor 1
|
|
|

DownloadResponse or Emror

RemoveAccoutRequest RFC3760 DeleteRequest
Client [* 0 or Frror — Ok or Emror | Client
Credemiafsg} _\'f.odit“;\'...%ccoutRe_quest RFC3767 1';/ E,")I{g HoZez Hof Cloud 37
Framework G or Enor | —— = *_'::::%%I:I::E:?'ﬁt::::::::::::::::;i |
Fo— M Z2ES HH SignResponse or Eror -

(Og 21) F2|H4 sdol 2T AME

A, Securely Available Credentialoll thdl X <le 2% o
ek AR A Ho ou A FEHE 98 Jlol=s
AlgstAl Fekar vk ol & aldsty] f8 FEhe= S4E adT
BA 2REESE A T4 B&A A Wb AxVE s

4,  SACREDS A o & $1 &= = (Upload) <}
U2 =(Download) TEEFE AolEo] JAT Foh-¢= $H7H o A 9
A o] &8 9% ARRAVE QRES ZYdds o] &8 HY A
ZTEEZES AYHo dA &rh olHdt SAE sAstr] 95k
SACREDe]l Aeod =ZHgeds Z2EZo Q2PAgSE FHI=

=

AAAE  ZHAYS AYsta AYRAE ZEEFS TALLE
A A S ASN.I(Abstract Syntax Notation) 7]¥Fe 2  Aol&lar
Fo¢= 344 e 7] Z9(Key Roaming) % 91849 (Proxy

Signature) X2 E S A7} &3}



IV. SOSMU(Secure One-Source Multi-Use) A|AHE!

1. SOSMU O 7| =l X
7k SOMUS Al =8 %

AQtd  SOSMU A 2¥l2 F3AEA S15S A
wWAYF(CAM: Consolidated Authentication Mechanism), ¢8| W&
AREAE S e AEd F JRE A dste @ AAYS(RMM:

oK

s B3

o|\

Risk Management Mechanism), A A4 A A & #AZE A Y3}+=
AM AZgoldd A WAYZE(PCM: Policy Compliance Mechanism)®
TAEY FrMdes 27HE Auxdd g #eE @it Aux
A #WAYS(CMM: Content Management Mechanism), AF&X}, 7] 7] 9]
A dA%s #este Ady wWAYS(ACM: Access  Control
Mechanism), "ltjo] 332 E Ak vldo] T WAYSMCM:
Media Configuration Mechanism)< AA%] 4] &=

CAM EEL Zet= HF" #HoA One-Source Multi-Use

Almdle 9% Bk Y)es ARESke] AREAE, dntelx, el i

l
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SOSMU(Secure One-Source Multi-Use) Architecture

CAM (Consolidated Authentication Mechanism)
User/Device User/Device
Registration Authentication | brofile

\
RMM (Risk Management Mechanizm) User Authentication
. +— Level Model
‘ Rizk Assessment 4= Mﬂl! : factu;m |
i | Terminal Uit |

PCM (Poliey Compliance Mechanism)

Eﬁ:ﬁiﬁ;ﬁm H = [ Data ][ User ]

MultitUse . —;
ot W W Note Book

o 2
Thin Client/ | -
SOSMU Server /Wn

Ee———————

, S

.
-

‘1.'\

- Tahlet
ACM BC
(Access

Control
Mechanism) Mobile & IPTV

CMM
(Contents

(12! 22) SOSMU Architecture
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AR P o0 B 2% 58

SOSMU A 2glo] ARgAF AWE FE3kal ARgstalal sk @277
SETE AREARE SEE 9RVIE ol&ste] dEv]y] AAlel Add
A ZEdld Ao Add JIFAE o] &dto] mIdls FRIh

AR A BRonsE AdxE Austa old v A% s

i

Heg AW=E Ge2s Wol MAsta of& B4 ALgaeh
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S05MU System

O Registration Request | p——~. ' Login Request
. : - — =
" @ Registration Response ! CAM 9 Authentication
@ Login Request | ) y @ User’s Contents List Request
Contents |« 4 S : Contents
Purchasing @ Authentication I | @ User’s Contents List Response Management
Process ] | Process
|[RMM]—[ PCM ]'
|
oy . I
& Contents List Request s — () Manage Contents
" ® Contents List Response A i >
R | ovm [ ==
@ Payment Request | s | (Moving Delete)
B Payment Response | |
ettt P . || Repacking contents
USER | ¢ by Parformance
A | S Information of T.U
| ACL( ) |
® Download Content | | ® Download Content to other TU
4 I *I MCM [ ] ; >
® Content with metadata — | @ Repacked Content
(O2l 23) SOSMU A|AHI SEZ
th. SOSMU A A" 2] aZ 2 0]
(% 14) Notations and Abbreviation
713 Ay 7= A
TU Terminal Unit 0S SOSMU Server
CS Content Server PG Payment Server
SSN ALEA FOlIHS Key A58 Md7
USER | AHE Xt SN CH7|17] s
R1 RN R2 2 Hu{2
HO Hash Function = H| gk
SO | MEMY VO [ M® 23
EQ et 5 5} D0 5535}
SOSMU  Al=dl& ARRsHY] flsfiAds 2 AAzEe] 27| E4ATA
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' | Termin: Sadal ||
USER's Cerj | 1€ -~ al| | Te minal | |
E | Unitl UnitN | |
\\"“-"------------------;..~'—":--------"‘ CA
RS%s Cert Ri_egis:er
Terminal Unit ol L |
' Issue _— Issue Issue

Tnformation o ’ Y
o Cemﬁm te Certificate  Ceriificate
- o o \

E Relay E‘I Payment Smart
PS's Cort| SEIver EJ Server Phone

RS%s Cert PS*s Cert USER’s Cert

= 278 SEE = HAA ARRAE @Y7 E o] &35
A =g Fujste] g ddr|o) A ALg3hE Aot
O @2 gA = FAAH G2dA AR (Terminal Unit Information) %
TAA= 7

AFg2F A X (User Identification Information)E dE3Fal
A AREARIR] L Y] dEFATE 7] FEE Gl AgRE
=

ﬂJ

sto] $58 BwgA 2 7] AYY AgAeks 2008 BB

AW E Adz 22 ARE QAH3te] Wol o]E vhieax|d
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12
ol
ot
o
2
i
iz
ol
)
2

Sogtsta AAARE ko] ARl A2 FH
@ AEo] duHH FAMME Y Ad2E A= AHERY FA8k
FAE Adzo 71 Ag WeEH o H (Meta Data)E &4 gt}
© FTAAME 7] dEdAe] AeARE f5ste] AeANE AT
Adze] GAE olnAF B}
® FAAME  oluXstd  Zdxel Ggs  wEAXe  FAlstw
A= ols At A ovAE shde] EH gt
(% 15) Definition of Acronym

T My

CHU7|7] d2
(T.I: Terminal Unit

7|71 & S (Electronic Serial Number),
Dot Al HS MSIHS MAC T2,

Information) MEUHAHS S,
AlER 215 HE F 0| 52 H 5 (Social Security Number),
(U.l: User ID/Password, ?1& M (Certificate),

[dentification Information

X -2 (Fingerprint), 22HRetina), =zl (Iris) &

del= B8

(C.I: Content Information)

HHlx 0|2, HH = D, 7+, MZEHAXK}
M AMAHProvider)2F 8 3 AHDistributor) 82 S

A=d=

(P.l: Payment Information)

A= 2 HE@IEIE, A=l

FHE ZHM S), A=A 2 S

HElx ofE}E &
(M.D: Content Meta data)

T &(Category), AFSAL, SHT| 7],
HotEE(87], 47|, -, AtA), &7

cHy|7] MsdEE
(T.P: Performance
Information)

FI2E, ALEZ|ZH SAL Bl S
Hiolel &4 Hx, allats, A
ZZ2MA EF o|o|x EIY, H|C|

7t 7| =(Video Accelerator) S

A
0,
(@]
X
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Terminal 0SMUS Contents Payment
Unit Server Server Server

: 5 b |
(D |Eos(Key, R, Syser(SN|SSN)) il
| Dos(Eos(Key, Sysr(SN|SSN))
Exy(R1)) (Voser(Suser(3NISSN))
RI=? Dy, (Eg(R1) :
i [ERQ[R ” TU and User
2 c Li Authentication
0 e bsiud st M Request Contents List
k- Response Contents List
Response Contents List |« oo i
Select
Contents(C.I) 3
) E 'e'r(C'I) §
= CI =Dy ExolC)
_ - EK&_\'(P'D
PI=Dg (Exq(P.D) Exo ExP) Dps(R2, Epy(P.1))
_— ! DulbeolD) o HoEESRD
Process L Cani »
) Egs(R2, Result))
@ Request Selected Contents
Response Contents, Meta Data
Analysis Contents ||
privilege meta data
Reguest TU performance Info. )
Send TU performance Info.
Repacking contents
© Send repacked Contents Ll
Display contents

(O 25) SOSMU A[AH! SZF AlLtz(2
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g%t 2= M7{LIE(CAM: Consolidated Authentication Mechanism) [43]
T AR 1T EEE AYAARITA el dig #eE 9 A&
Wiel  webA  AREAZE 7EAGL Sl= APFE Y] 7] (Smart  Device) E
o] &3 B FANFTZA(S-CAM: Consolidated Authentication Model
using Smart Device)?t %4 FF4< Zgdd A (Credential
Server)E o] €3 EIAFTEA(C-CAM: Consolidated Authentication

Model using Credential Server)® o] Al A gk}

; =
| | Terminal | ! P
| umitr [N

i | A Service Provider

. | Terminal |+~ | TEAMEHES

o . e

FOEANE

Smart Device ;

/ 2@y gzc |
I - LSZERsCet't

Credential

C(4 1;f Server

(Ol 26) S ASA 2

Ol

L=
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7h AW EZIZIE o] &3 TEITER(S-CAM)

D s

AT A4 AFWEES AEF] 9

Terminal |
Unit# |

MUl = A}

il E\ : \\ (Service Provider)
) T s | k. T
3 Unit 'V ) ™
(User) . ; i
2\
- i
AmEJ]J] ol Z M
(Smart Device) (Auth Server)

(08l 27) S-CAM 7284

2) PRz R AR

S-CAM¢®] 7484 9 72t 7484 752 thad 2ok
(£ 16) S-CAM 78 49| 7|s
__rL_E_ A—I I:I:I
AL X} Clafst ADtET|7|2F BHUT|7]E 0|8 35H0d
(User) MH|AE 0| Z5t= A
AO0LE 7|7| AOIEE ADIE dlE S22 ALEALS
(SD: Smart Device) ASME wg #e|shs 7|7
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ALERIQF CIZb7 (7| 7ol =ZHAM ALEX
ol = A 1 FEAtet cHEE7| 7| _|3 oM AL X}
) 2 J70o st SEelEE HESste
(AS: Auth Server) Al A
crety| 7| Desktop PC, Notebook, Smart Phone,
e Smart TV, Tablet PC, PMP 5o Z=
(Terminal Units)
chatz| 7]
AEXE 9sM  ClksE  cioky 7=
M H| ~H DAL h F 21 5H A F : |7
(SP: Service Provider) SO MElxE olgy v UES
: c
MSste S=At
&S S-CAM Z2EZ Azl @ 2 guyolt],

A, AFEAH(User) A419] @27]7](Terminal Unit)=  AJH] A
Al 3 AHService Provider)ol Al AU A& 23}, EA4), Av|2A T A=
AA7(skl)S Azt AT dHolHE ¢35t AFSAH(Auth
Server)ell A&ach AA, AFAuE 15 (auth_code) S 473 3hol
AR A FA A A AL el A, A8 AAEAE AFRA A oA s
HobAde  FIte]  QlFm=E Agdth oA, AREAE
AuEZ]7)e] Sgxzauls o]&dle] oZzmsE Q¥Ela

AAAEE QAT A, ASAE 2HES AZE AFAE
Bsststy A4S PP
svEAAE ARE dolHE
SRS AFAY. oJEA, AFAME

1= A FHAEEZ(CRL: Certificate Revocation List) [44]°]t}

AAME 2B E

ASAHH = AS71 89

A7
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AFA Jefzs] Au]A~(OCSP: Online Certificate Status Protocol)
[45]5 &3to] A& FA e FaAe HAFev AFo] dusid
ASAH = dEstd MEARE AU AAelA dedit ol F A,
AB| Al A= dEstd APARE S53kstal dAEE HdEeth

qhof MR AT ol Aedvtd ARgEAL Al AH|2E A

ol
g
)

3) MAHTEESE
Aoty S-CAM& AvrE 7]7](Smart Devices)ol AFH  ARgA
ASAE o)g3te] tFstal M2 AFSA Enkd ghko]A] N-screen

7|Rke] AbgAl QIS Y A%

S

3= Edo|t} AE5(Chromebook)
5 HRo ZHI1A(Plug-in)elyt JEJH A (ActiveX) 52 AEZEY OIS
Ax gle] 1 HeopbeAwto=z  ARGA QlFo]  bedk  FEo|Tth
HAAAE AR ebddt AGS 95lo] Au]A AFAH(Service Provider) ¥}
2AutE 7)1717ke] @il (End-to-End) 433E E3] =AW (Auth
Server)7t AAANBEARE & F YIEE AT
< S-CAM Z2EZ A dap gl 4§ wwojth
D User: Au]2 2.7
@ SP: AAAMEE HeolHE ¢
skl = Euser(K1), encData = Ex(Data),
Data = Namel| |SSN| |sign_msg
@ SP — AS: AH]2 7] # 5 =(SP_code), A4 7](skl),
A 2A A Q1A (SP_cert), Yo 3td ©o]H (encData) %

@ AS: dFa= A
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® AS — SP : Q=3 A%

® SP — TU : ¢l=3= HAE

@ SD : ~utEE o F & o839 AFHE Y

SD — AS : AFgA7} et QlEas A%

@ AS @ AFEAYT PHE AFH=] YA RS 5T

AAAE 2%
AS — SD : AlA7](skl), &5 te do]H(encData),
AU 2A A Q1F A (SP_cert) A F
@ SD : AREARe] TiR171E o]&3te] dZstd HolHE HIs)
K1 =Duyser(Eusgr(K1)), Data = Dgi(Exi(Data))
AHEREE] Q1T E o] &ste] AAAME S FHE
signedData=Sysgr(sign_msg),
encSignData=Ex;(signedData)
@ SD — AS : AR&A}F <l5AM(User_cert), =3ty AxAwzt

(encSignData)2 A

of

B AS : 91%7)%e] CRLO|U OCSPE o] &3] A&7 Q1542

A%

AS — SP : ¢433std AAAE Fh(encSignData)s A%
® SP : dzstd AAMY AHE Boslsla ARAAES 158
signedDataDx( Exi(signedData)), Vyser(signedData)

SP — AS : {1% A%E A5

fr

@ AS — TU : AAANY A2 A4

= "o -
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skl = EpofR), ® Encrypt Data to sign

encDate = Ey{Data) @ et digital signature and
Date=Name| SSV|sign msg iy it

signedDat Dy By igmedData)
NoPlug-in, No Actiev

ViszafsignedData)

Cnly ¥ieh browrser @ Request service

Tominal| SwdAvhode(5) | S H
| tnit1 | (Serwe chama) Pf(ﬂs‘;f)ier o

/ * Send siguing result (7

SP's Cort

/ 'Auth_ code ; '16'

SP code, OkFal
. ZZI:’ @ enclignData |
} ®Input Auth code skl_, em:Da}a\ @

by apps
P, Auth code A

sk, encData, SP_cert r SAllth %
crver

@User_cert, encligData | (AS) |y (ent

s e 4
@ Smart Device(SD) @ (renerate Auth_code
Decrypt and et Data to sign b | K € DyszalErezlfl) ® Check Auth_cut.le :Imd
Verify User's Identity Dette €Dy o{F Do)} requestuser’s signing
(SN, Name, Cert) (1) Veriy User's certiiate

*Input certificate password | signedDuta=Sy;zofsion msg) | to Certification Authority
*(enerate digital signature - | encSignDate=E  {signedDuta)

(0%l 28) S-CAM ZZ2EZ #=
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o 2 dd A E o] &3 TS 22 (C-CAM)
1) /&

AAAE AME o]&d TIFAFT EdEe AEAVE #EEEE
2Ydde T FHTHez #AYste] olE LR e U
G 7) 7] (Terminal Unit)oll A 42 =5 0] ¢l AgdAdS v 2 = 8o

A Aol AEIAL Zeldae] EASA S W@ e
&

A8 A v](Signing Server)E& ©|

o] =
[}

m‘#"

KeN
=

T dE FEo|th

T

Terminal _
Unit 1 'w
ﬁ:” > amz

Terminal | |- 2% :
Unit N 1. AR !
: USER's Cért. i !
=g ' wy oElaE \ . :
N[ =] H‘E‘ = Signing *5) |
B ™ ] EEI ol A3 i Server \ lSIRSCEH i
USER's Cert (e Y | \ !
Smart Device i
Credential
i Credential Store(s) |
| Server !
C-CAM |

(08l 29) C-CAM T84
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2) AL D Az
g Lo  HodFE AR AHUser), ZFA A8 (Credential
Server), A4 AxA A AWM (Signing Server)i= a3 72

S

(&Z 17) C-CAM 1M e 9| 7|s

T Ay

PC, A0IE T =(Smart Pad), A0FEZE(Smart
Phone) &2 Cifst 717|1€ &5t 32|HA
MHEFE FEHME s HZESIALE
CHREEStD MEMHERE MXMHE(dgtal
signature)= T&sk= FAl(entity)

ALEXRLel 7o m2iM S SHE
FaHMEE CIRRESIAHL Y2E Sle

7lsE HE

INE=FN,
(User)

F2|dHMd My
(CS: Credential Server)

Seldld M otsstEl FEldMe ofdsty Husts
(Credential Store(s)) NEA dsts 48

B A ] AFERte] 2Ho| ol AFRAF 9IES ot

(SS: Signing Server) S A MAMHEES MMEE 7| 48l

Deskiop PC, Notebook, Smart Phone,
Smart TV, Tablet PC, PMP &2 &
A

CHEET| 7|
(Terminal Units)

JT AFEXRIE  9slAM  Cist  chery|7 =
0 ° £35t0] MHlAZ ol88 # Uz=

(SP: Service Provider)

NS5t SaA
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ro,
of\
o
o
=

@ Protocol 1: AFgxe} @@l Auje 7+
) HA AWM REE AR AYWAS <
TEES

@ Protocol 20 A WA Aol oA A&Ae] A HAE AHK
AFAY 7P = AMREHE 2ERES

@ Protocol 3: AEAWE o] &3] AR A2l AL AAF=
TEES

@ Protocol 4: O Z|7)elA e VYR aydds A

A%/ A8 AHgEE Tres

2E &

i
Mo
il
I
_O|L
rlr

(ld

Device 1 |« » Credential

‘e ea D Server |,
PC Navigation (CS) AN S—
@) | Mo, .. o} Credential
Book . i’ : Stﬂre(S)
Lo Signing |/
v ampry il 3) Server
7 Device2 |« > (SS)

(O 30 ZZ2EE 74

4) A gl aE R

Azdl g 5EEES 4

o

7] S8 ALgA} PC, AWEE, G523

PCE  JMAm da AgAY PCl AR/ BORRY

ﬂJ

A NA(TNNFA 5) T Lol Aot JHAETE Ag A=
g3 o] AnEE ~utE st 5o b dwr| & o] &3l

AE Yo7 A FH AU 2E C-CAM 7]ke] AL84 %%

ol
i
o
roi
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ko] ArE A
&2 2827 C-CAMS o] &3 v
@O PC — C-CAM: Create Account (Register PC)
@ PC — C-CAM: Upload Credential(s)
@ A2vPEE — C-CAM: Modify Account (Register Z~v}E %)

18 # gtk

=

A 2ot}

@ 2~vEX — C-CAM: Download Credential(s)

® #j&8 PC — C-CAM: Modify Account (Register &3 PC)
® #€E3 PC — C-CAM: Proxy Signature Generation
0 PC — C-CAM: Download Credential(s)
I =S s '- _t e | | i e it g B WP P S S
: S'E“ ) | CAM Architecture!
: CTeem) @ Create Account :
| Devicel | @ Upload Credential ﬁ I Credential
: IEI : Server(CS)
| & 4.] @@ Download Credential; | [[=]sy
: Chent s Cert | @ Proxy Signature . : C5's Cert
1 1
: Device? ! @ Modify Account ..: i
: :@@ Download Credenﬁﬁl: (ﬁ%
! SmartPhome | ! =
| [ Signing
{ Device3 : @ Modify Account h: Server(55)
E "
i E : @ Proxy Signature I IEIE
1 T 1 * 5575 Cert
ahlet PC

(a2l 31) A|AH 213=ZZ0]
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5) ¢rA3 Al A (Secure Credentials Design)

2 @A (Credential)> A2 A¢8ls 93 AW = A7}

rdatA BASE = = F U AHE T3 Agude
7M7) (Private Keys), 91541 A (Trust Roots), E]Z(Tickets), =
MMele] Wt A(PSE:  Personal Security  Environment)ol A4 9]

FoHR  Zo]  IIFATHRFC10]. =ZEuaAdes mddr]) ¢s
PKCS#12[46], PKCS#15[47]1 &3 22 o 7FA #HE F2ol
A8k, obdd A WA (Secure Credentials)S ¢t 3k oF 3 &l

W o s B 5ty Him 1L o]l A A Hihe o

(F 18) mz|HIAM ==2npl

Field F Description

Version M | Version
CredentialSelector | M | Credential identifier such as Name and ID
Pavload M Form of credential such as PKCS#12 or

R PKCS#15

LastModified M | Time of last modified

, , The number of seconds the downloaded
TimeTolLive O N

credential is t0 be unable

ProcessInfo O | Information that server is intended to process

UserlInfo O | Information that User is intended to process

* M: Mandatory, O: Optional

ol
o
o

Ag Aol Payloadel PKCS#12 &2l& Apgd kel

AT, A, A4 A et 22 44 o2 A

o2t
o

ct.
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PKCS#12
AuthenticatedSafe
PKC57Data PKC37 Encrypted data(pheWithSHA1And40BiRC2-CBC)
MessageDigest SafeContents
SafeContents Certificate bag  Certificate bag Certificate bag
pkes8ShroudedKeyBag USER Cert RootCA |—| SubCA

(312! 32) PKCS#12 Format

6) T2 B X << (Protocol Framework)

C-CAM& AATAE EE(AMM: Account Management Module), =

A 27 ZE(CRM: Credential Roaming Module), tH#] A9

(PSM: Proxy Signature Module)= 14 € t}.

R .o S
InfoRequest or BindRequest I
. —_—
‘InfoResponse or BindResponse |
A CreateAccountRequest I
- + | Credential
Cloud Ok or Error ! i
RemoveAccoutRequest | erver | AMM
R = (CS)
- PC Navigaton Ok OF‘EHDr . ]
ModifvAccoutRequest || Registration/
. = o s Authentication || y
NeteBook L or brror |
w o blet P | | Credential
= | Store(s)
e Sm- UploadRequest i T # .
i &pTy  Mobile OkorE | L
! ) < or Ermror
C A I
& Cloud B‘},f' DownloadRequest ¢ 5 KR
= A = {—+| Signing
— ‘u,_ “ DownloadResponse or Error I G N
3 DeleteRequest ¢ (SS) '
~ Okor Error I )
NS bei SignRequest Joi, PSM
i ~ SignResponse or Error | e L
] Notification

(2! 33) Z2EZ oo
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IR Z AA A&53= d(Notations) % °Fo](Abbreviation):=
oS3 2

(Z 19) Notations and Abbreviation

= 2y 7= FE
i ant 7| =& &
D | Jentiication KDF2 | (Key Derivation
Function 2) [48]
SN | Serial Number RC,RS | & ™ Zt(Random Number)
c Fe|HM sc AostE agldd
(Credential) (Secure Credential)
SD | Signed Data TIME | M A ZE
PV Password Verifier K Key for SC
H( aofl | = (Hash) =" H| 1 (Compare with)
S() A 3 5H(Sign) V() AZE s (Verify)
E() et & SHEncryption) D0 = 5 sHDecryption)

ul
H

C-CAMoA] Alg¥y:E ZREZO FA 2D A4 7] ve
=R

g &

ofo
=,
i

2o, 22 7|3 2 7] wd 8 AA

27 8, HeME 8oz A

i

b

7h %713 2@ 7] wg & (Initialization And Key Sharing Operations)
(1) BindRequest/BindResponse Protocol

A& AH(User)7} €15 A (Certificate) E  7FA2 A= A AFEA7}
AAle] M7 2 AAAH(Digital Signature)dle] Ao ddEd
A= olE A (Verify)stal MA7|(Session Key: RS)E A3t

AbgAe] ISR dEstete] ddstel FEibe e R 7] wHKey

A

Exchange)2- 3t}
@D: User: I=H(ID), N=H(SN), SD=Spser jey(I| NI TIME)
@: User — CS: BindRequest(SD, User_Cert)
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@-' CS IlNlTIME: VUser,cert(SD); ERS:EUser,cert(RS)
@: CS — User: BindResponse(ERS, CS_cert)
&) User: BS=Diser 1ey( ERS)

(2) InfoRegeust/InfoResponse Protocol

A& (Usen)7t 9547 gl 4% SSL/TLS[4914 DH  Key
Exchangel[50]1Z &3le] Hotad(Secure Channel)S A3 & AujE
M A7) (Session Key: RS)9} 154 & A3k},

(@D: User — CS: InfoRequest

@: CS — User: InfoResponse(RS, CS_cert)

) AA #E 28 (Account Management Operations)
(1) AARAY ZZ2E Z(Create Account Protocol)

AHEAHUser)7F C-CAMell 7kdgr o =e2{dld A ¥(Credential
Server)©™ AMgARe] I3 AH(Unique D) 314 #t3 AFEA7)
AgelE PC, 2&vbE sj=(Smart Pad), Z&vFEZE(Smart Phone) 52
71719 AR d#EH 5 (Serial Number)tt MAC Address 52 &4
e TEg

(D: User — CS: BindRequest(SD, User_Cert)

(e]

o

@: CS — User: BindResponse(ERS, CS_cert)

@: User: ERC=Eps(RC), I=H(ID), N=H(SN),
K=KDF2(I, PW), PV=H(H(ID, K)),
HI=H(I|PVIRS|RCIN), EI=Er(I|PVIHI|N)
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@: User — CS: CreateAccountRequest(ERC, EI)

&r CS: RC=Dgrs(ERC)),I| PVIHI|SN=Dr(EI),
HI=H(I|PV|IRS|RCISN, I|PVIHIISN=?I|PV|HI'|SN
@& CS — User: CreateAccountResponse(Ok or Error)

2) AA FA %= A Z2EZ(Modify Account Protocol and
Remove Account Protocol)

AHEAHUser) 7 A= 717|141 E 53714 59 774N E
FAS F Ak AFEATE B ol AAE AMESHA #E B¢ T
ARE AL & Atk

(D: User — CS: BindRequest(SD, User_Cert)

@: CS — User: BindResponse(ERS, CS_cert)

&> User: ERC=Ers(RC), I=H(ID), N=H(SN),

K=KDF2(I, PW), PV=H(ID, K),
HI=H(I|PV’|RS|RCIN), EI=Epc(I|PV’|HI|N)

@: User — CS: {Modify, Remove}AccountRequest
(ERC,EI)

@: CS: RC=Dgs(ERC)), I|PV’|HIIN=Drc(EID),
HI'=H(I|PV’'|RS|RCIN),
INH(PV’)|HIIN=?I|PVIHI'|N

@®: CS — User: {Modify, Remove}AccountResponse

(Ok or Error)

_63_



th) ZY A 27 £-8(Credential Roaming Operations)
(1) Z29dd 2= 22 E Z(Credential Upload Protocol)

APEARE AR Ee 2 A AW fdR=ge dAAeE vet
2t

D@ AHgAReL el A MW7 4595 2 7] wEHRS)»E e
@@ AgA= ZYdEe dms B HIstd ARE dIINKE
Akl A dde dE3HSC: Secured Credential) 3o} ARgAR=
Aol AATHRCOE AL AW E Bl HolHE ¢Zghgivt 3
AHEAE AATIRO) = 45 7€ 7IRS)E dEstsivt 22 dd A=
HoldE AFet. 0B Zygdd AvE A3 249 JIRSE

o
ot

*53le MAINERS)E B33} 3la, HIo ¥+2A4S A53 Zeud
A= 7] 4olg 7B (Key Sharing Method) ¢ ordst whHo =

Al A a(Credential - Store(s)oll A== HFA(Password
Verifier) 9} &3 3te 28] dA(SC)-S #7343t
(D: User — CS: BindRequest(SD, User_Cert)
@: CS — User: BindResponse(ERS, CS_cert)
@: User: ERC=Ers(RC),I=H(ID), N=H(SN),
K=KDF2(I, PW), PV=H(H(ID, K)), SC=Ex(C),
HI=H(I|PVISCIRS|RECIN),
EI=Er«(I|PVISCIHI|IN)
@: User — CS: UploadRequest(ERC, EI)
B): CS: RC=Dgs(ERC), I|PVISCIHIIN=Dp(EI),
HI'=H(I|PVISCIRSIRCIN),
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IIPVISCIHIIN=?I|PV|SCIHI'|N
®&: CS — User: UploadResponse(Ok or Error)

2) 2894 AHEFY =ZYdd 2= Z=ZEF(Credential

Download Protocol From Credential Server)

UhFdh #HAgollA ZYdds ARESE7] flste] AWl AWl
2 AE GRS W AR ofge .

DR AEAE TLEE WE BB el Zzdd Au g
uebAd e Edlel 7] WBHRS)IE FBIT. @ AsAE A==
AZAPV)E S AN ARIROE AAste] mld Hod
Fxel sta ANe] AAAE /] wBE FTHARSE LI
DA Aol HelHE A% 66 ZLWA Aujs
FH8 7IRSZ 4EHH A4 ANAROE H5BFD g
AA7IZ EIE B33t ste] HIE AFstal f29= AFAHPV)S
AdEel e H2HE ASAHPV)e dAoJF-E gty vhef &
AT Azt gnyw Agdd Au= 2P AL Add
A5 aE A8 A PA(SC)S 7MLt agla AFERY MAT=
dostd ZYdds Rt @ AREARE AR AATIROE

dzstel AWAE HEetetal vhA] deste mdds Aedd

B

A
=

o

(@D: User — CS: InfoRequest
@: CS — User: InfoResponse(RS, CS_cert)
@&: User: ERC=Ers(RC), I=H(ID), N=H(SN),
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K=KDF2(I, PW), PV’ =H(ID, K),
HI=H(I|PV’|RS|RCIN), EI=Erc(I|PV’|HI|N)

@: User — CS: DownloadRequest(ERC, EI)

&r CS: RC = Drs(ERC), IIPV’IHIIN=Drc(EI),
HI'=H(I|PV|RS|RCI|N),
INH(PV’)|HIIN=? I|PV|IHI'IN, ESC=Er(SC)

@&): CS — User: DownloadResponse(ESC)
@ User: SC=DrA(ESC), C =Dx(SC)

(3) A% £FAd 9% zZYdA vz 22 EZ(Credential

Download Protocol From Direct Solutions)

Mz e Hnfolx FrolA ZYddS deske e 34 uiF
9 § HepAdA] x| YstE PKCS#1I2 W2le AF&3kt), =g w4
MA71e] vlEH T e} PKCS#HI29] H|AWH T ¢3le] o]F
=

(D Device 1: PKCS#12Export

(data or file(+.pfx or *pl2))
@: Devicel — Device 2: Transfer PKCS#12 data
@ Device 2: PKCS#12Import

(data or file(+.pfx or *pl2))
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Z}) ) A8 & (Proxy Signature Operations)
(1) g~z EZ(Proxy Signature [51] Protocol)

Ab& A7 A A (Signing  Server)E o] &3] gl A H k=
ZRREZLX oy et At}

D@ M TEAH(Signing Server)?t Zgdl A ko] AFAE o] &3}
dEse Fdstal 7I(RS) ks FRT Q@ AFEAE bR
g B3k ABAWe 7|(RS) wEE Fistt. ©6 AHEAE 1D,
PWE d#stal AR&shs Hufolze] JdHAHT(SN)S F530 44
ARE 7Az aygdd d5 s J(K), BEHE HISAHPV
g AAAE staxt s AEODel g s D
A7 gkt OO APAHE AEdge dHolHE FTfHd
AATIRS)E ol &ste Hast 3 & szt ZgdHESOe ¢V
st A dd Aue A vfRs 22EZS it OB
AP E dEstyl 22 b4 (Secured Credentia) s 42 $ AF&A7}
HUE 718 ol&ste] AgdldE dil o] o] &ste] A (SD)S
A AAAMEES AY F ZYdd AR 74F 7] AWK 8-
AXE EF AAEtelol v @ AMEAE dAE R AAAMHE
AR (SD)el st HFe G

(D: SS — CS: BindRequest(SD, SS_cert)

@: CS — SS: BindResponse(ERS, CS_cert)

@ User — SS: InfoRequest

@: SS — User: InfoResponse(RS, SS_cert)

(B): User: ERC=Ers(RC), I=H(ID), N=H(SN),

w
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@
®:

K=KDF2(1, PW), PV’=H(ID, K), D=-H(M),
HI=H(I|PV’|D|RS|RCIN),EI=Erc«(I| PV’|HI|N),
ED=Ers(ERC|EI),EK=Eps(K)
User — SS: SignRequest (ED, D, EK, ERC)
SS: ERC|EI=Dgrs(ED)
SS — CS: DownloadRequest(ERC, EI)
CS: RC=Dgrs(ERC), I|PV’|HI|N=Dr(EID),
HI'=H(I|PV|RS|RCIN),
INH(PV’)|HIIN=?I|PVIHI'|N, ESC=ErASC)

© CS — SS: DownloadResponse( ESC)
: SS: RC=Dps(ERC),

SC=DpAESC),K=Dps(EK),C=Dx(SC),SD=Stser jey( D)
SS — User: SignResponse(SD)

US@T”-' D:H(M), D’: VUS@I;C@IT(SD);D: ?D’
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(RMM: Risk Management Mechanism)
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=
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=

(User Authentication Level Model)
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KeN
=

Fal SMS(Short Message Service)

S

et

= Az o A=

71E8] SMSe| #A

wol ofe]t] o}

Hoksl
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Authentication Factors: Something You

2EHEZR
(HSM Tokenr)

(Retina Scan)

Know Have Are Do
=CIRIEM i -off / Xz ystr
Text PIN P Address L S(liatch of_f, . I . Keystiqke
(Certificate) Bingo Card (Fingerprint) Dynamics
2 2AfE A Pl
Visual PIN Browser Type,.-{/-_ * - Phonfe LEDE % Voice Print
_____ \Lcled\t Car w/OTP (Hand Geometry)
et Passwonsy | .- "?e:réc}ﬂﬂ'x OTP 27| =N
s ; 2l X
( G, A=, e Cmnkier .- ¢ B (Bank Accoun 3 (Face Access Pattern
A A A4 ¥ \n.fgl'ma et (OTP Token) Recognition)
mHASES Shzie =3
Life Questions | " t:;d_f N ,g-'i i t 0 USB Device y f o
(Email A ._1ess.- Security Card) ({Iris Scan)
d Proximity /
SMS - ity
( ) Smart Card ooy

2) 2 ZF(¥agel A A (Soft Token + Password))
(® 21) 253 218 &=
2| ws %
peg| O BUAUBM 4 ABA 2B
@ |ofolEH(ZelAEIAM ZeleE)
@ tidgele] Faks WA B3 AQ9F80S Fasta B 954 9
745 BHAg 2kl Rkl kg Al wet
- FRAJNTA s Ae 84 o wiEA, AEA, A4 1
o] AHS AlEElI PH A J|H= Hele] HgS A
@ FAATA EQ181S F3 wgd ofolHoe] FFHy 7= Kt
3} wokxde A g u ojofdt
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Authentication Factors: Something You
Know Have Are Do
S atch-off / A= ystr
Text PIN IP Address . /ﬁ‘ o= e . Lkt
ey \(_Cel‘trﬁcate ingo Lar (Fingerprint) ynamics
MEFIE M= / PDA TELY
Wisual PIN Brertiser Type ! Phomfa { BDA o Voice Print
——a (Credit Card) w/QTP (Hand Geometry)
(’Tex‘t Passwm}i %%ﬁli}’gi OTP wra7| TSN
(FLE, H ZL ) Cookie {Baﬂg Account . " (Face Access Pattern
NEEAM %’éy Inférmation) (TP Token) Recognition)
— PR Sopzs =z
Life Questions L s H L I= USB Device ‘DAH
(Email Address) (Sefurity Card) (Iris Scan)
HEES Proximity /
SMS Toolbar / Agent o ity-s
/Ag (Mobile Phone) Smart Card ot
zosss, T PPN wotes (Retina Scan)
SHENE B2 NfDPassword | (HSM Toker)
— =
(O 35) 255 ISLUHY oAl

3) 3 ZF(#ege Hx: A (Hard Token + Password))
(F 22) 352 25 S=
S2  #s ZR
D [ BelolEAM + BN %5 + HolrtE
pen| @ (BElelBM s elBM ofF - Relsts + FUE SUS
ST @ EBM + ABM AT + FOE(KEEA)
@® |ZoIIEM + 2IFA 25 + HotEZ + PIN
D pelsEE e Eote] AFd mEEE FAEAY 209
olu) A H{A ZAV E & IS
@ FE SMSE E3le] AYUGE dAEste] A AL&A o2 FelE
FYAES T
@ AFA Y AFFr AAEA Fok bed woid gulE s
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d F dom AFA BRI F/FA S0 A dee]l 2 A oA
- Ie) = £ A O =] =
S Re ALgstolol 3 (KISAS) 714748 Eatolol &)
HQEFLS PIN WEd 93 HoHa AFEA Fdi7l 7lsshal
sQSAE A B A fsE dEdH U A(KISA)
22 AFAAE EReloof @
Agabe) POl BHAel mEaide] o8 TAAFA B9
A5g WAy felel wARIE AES Ansi i
HetEZe) A% A BT wrem Uod @8
Authentication Factors: Something You
Know _etlaven Are Do
Text PIN IP Address .{/ Sl SBC-"aTCh'COfo M= 'éeysr"qke
_,.-' N (Certificate) J- Ingo Lar (Fingerprint) yhamics
. Te===9% | Phone / PDA e el WAL
L BIOT\_‘:E'?J'I{I_)E (Credit Card) w/OTP (Hand Geometry) T
/Text Passworth | " L EE LI —— EER
G/ i=: ES Cookie (Bla;ﬁ‘k-.%\((ount : = (Face Access Pattern
(\D,_E%)L-E ols) Inform'ét‘raq) - (TR Fokei) Recognition)
e Quesions | _ 78 | QEEREIENNE.. =
Heestions (Email Address) ecurity Cari U‘S eyie (Iris Scan)
. ; é‘f—EH%‘\:;.: Proximity[\\
( SMS “Toolbar/ Agent ‘ ; 4
Y eenal Mucbile PWE Smart Car orat
FussEs PN i o=z (Retina Scan)
SFHHE 2 (ID/Password) * SM Token)
3 53: HsM2tAl ZololSA,
F U= S OEAL =S
(02 36) 355 ISUY oAl
#« HSM @ 5 Q1Q15A] HAPAIE 98] AL&3ls Webdo] Zstd =
vE 7= USB(Universal Serial Bus) #4743
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) 4 T (EAFe Amr A
(& ) 452 25 S5
= | H= S
L, | BEUUSN ¢ OIBN o5 + HobIS « HYES ¢
e PIN
== _
@ |ZelolEM + oZA 25 + OTPYMT|
® |SUABEM + AEM &5 + HOFI=E + 2 chand 215
D wEDe] FAAFAE A uESA FAAORL uATE
o] &= Weto 2 Egldom Qhdd xHito] Hadt
@ FAATAS} P wdTt=Ery dd OTPEAVIE o] &3k
Were = OTP 2A7|el gk rijn] o] 8.+
@ 2 channel S5 T/ A= tE FAAE(A, JdHUA A3
Q =] o =
Assl FANE ol §ale] B2E AFaht wA
Authentication Factars: Something You
Know Have Are Do
Text PIN P Address (RIS Sttty e Keystigke
l ~ Bingo Card (Fingerprint) Dynamics
! i - A\Q.;}&- LNt " RS 0| Al
: Mg op g CETIEE Phone / PDA jhae : i
Wisual PIN Bcowtf_.tgifie (Credit Card) w,’OfTP (sl Geametry) Voice Print
ext Passwor! o e g T ._‘D*Hﬁlex‘i ., OTP gras7) E=oA .
(G I=0. EST M ookie ’Baer-Account .. (Face Access Pattern
\D._I%Ai o= Infoama‘treﬂ '-(,(_)TP Token) Recognition)
i FHALSH ET W o et =5
Life Questions L+ 1/-_ "‘USB'.D'cvice ,‘:AH
(Email Address) \LECUIITY Cari /.__h- (Iris Scan)
o Ploxlmlt;ﬁj
SMS Teolbar / Agent (Mob\le Phone_‘- " Smart Cand. ) e
ZosEz, i-PIN EQ_&;% [+, (Retina Scan)
2FHs|E EE | (ID/Password) SM Tof(j/ ’-‘.'f?
=i 2,
(Og 37) 455 ISUY oAl
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sw (el A A (Hard Token iometric
5 5 T (A AE: 4 (Hard Token + B tric))
(& 24) 555 25 S5
a8 H= oy
O |SelelEM + 2IEM 25 + X2 + BtEZ + PIN
S5s8| @ SUUBAM + XZ2HelEM te) + BetEFE + PIN
® |3SelelEM + 2IEM 2fs + HEtEZ + PIN + 4 elE
@O EZ FTAAFTAS} ALS wdsta PING 1A d3E
Faho] QZaE B4
@ HotEZd IRl ALs st HESS I
PINOIZ= &sfal Q1S4 dos Awflsor diAste] ARE-9
A e Aleshs Wy
@ BoEZ FAASAHE H#staL PING QIFA d5E T
Hetar AREAE 7HA = AAARCGEEAS, A, dE, W
508 olgsiel Aok W
Authentication Factors: Semething You
Know Ha_e Do
Text PIN IP Address | R l Sg."a““;@ffd" ’[(}eff'“"‘?ke
‘ (Certificate) ingo Car ynamics
| = = . A
Visual PIN Be'o'miser'[ype Elcizt;:j Pholu:;eG’TEDH_ Voice Print

ok

AHEHE

OTP 24l 7§

(Email Address)

(Security Card)

Cookie (Bank Acclour?t (OTP Token) 5F‘3C¢. Access Pattern
Information) Recognition
A2 H =
Life Questions b t USB Device

SMS

Toolbar / Agent

U=

(Mobile Phone)

ey

2

Of

|

o
o O

o
™

o

i-PIN

(ID/Password)

(O 38) 55

—1
=]
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L ARERE Q15 2] el g ARREEQL
AL} Q15 wbH ol MEls- Qs A= v 2 [53]
O SE&8AH 2 A S = AHET, ADFs, AR AdSHH,
74 Q1 BotulHof sk XALE S8 sir),
@ AFEAF 53 A ¥ (Threats), 3 °F4 (Vulnerabilities)el]l ] &
DRI
@ 2t Aol mAE 9&s Hrteta APRIEE &93) ok
@ Aord A5 T WS o]&ste ALueks AME s,
B AEA QIS A& ¢ Sd APl AAHAEAE HEEE
T3 St
® A&Hola Fr|Fdoe=z EaFHs} @ B E S8 s}
(F 25) A IHRisk Assessment) =i
ot o= AbM| Ao
Mu|A Mol o2 2ol ZF OOl §& 52 MutMol i
JH7helel AHeljel &0l whet citst fEeEE=g melsts (o
HeHEF o L ’
— HUNER, =Rl &, 5h, oS FIIAMol Hotdid S
Hefizk He | FIHA elEo| Hest Heljel &7 3 Helo| cfst el
MH[AE o35tz 120 Cisio] /&2 thxsty| flet ws 2
M =9 | MEE MEs=TE &l
(HZHS 2™ Hezfje| F7|Hel gol §)
I T2 MUH[AE 0|FSE ndd 2HIE QIEHME AREslL JU=AIE 20l
- SHEoll n@Eel Hefzb o} BRI gk LSS S MEA|
e g
S | DM A0 CHEE Bkt 43
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4, M HZplo[oHdA HFHLIZ(PCM: Policy Compliance Mechanism)
SOSMU A|2"lo A PCME &2 A2 (Policy Engine)s %314

949 AR E FAA,

(& 26) &2 ZF(Policy Classification)

No Entity Policy ltem
°IZ =2 (Authentication Level)
1 Al2XHUser) | ¢/ & (Authentication Method)

AL AL oIE M E(User Identification Information)

chat| 7| 717] 21 Z(Device Authentication)
2 T - | U ch2t7| 7| ZE&(Type of Terminal Unit)
erminal Unil "crot5) 7] A S (Device performance)
cal=ES 8= ZF(Content Type)
3 x| 2 gheH (Payment Method)

(Contents) gy foy ol (Meta Datal

Holef S=(Data Level)

4 HlolE{(Data) | &t 3} %E(Encryptlon Field)
et s 5 " (Encryption Method)

7} AFgAF A A (User Policy)
ALgAE QFe ALEXE %5 S HEP(UALS: User Authentication

Level ModeD)[52]9 A4 A 3l= AFEAF 15 55& AFE3SHO)

(Z 27) AR 21E H=H(User Authentication Policy)

Policy ltem Examples
°1E5 S=(Authentication Level) | Levell ~ Level5
Bz Ly Certificate, Certificate+Mobile phone,
(Authentication Method) Certificate+Biometric etc.
AIEXL oIS HE Social Security Number,
(U.I: User Identification ID/Password, Certificate, Fingerprint,
Information) Retina, Iris etc




. ©@27]7] A A (Terminal Unit Policy)
G2k 7)e] o2 A$ 7]7](Device)e] ™MFA(MAC Address), 7|
7] d¥WZ(Serial Number) &S° X3¥d 7|7] <154 (Device

Certificate)E o] &3} Q=2 383},

(% 28) TH7|7| M 24(Terminal Unit Policy)

Policy ltem Examples

User's Terminal Units

(Smart Phone, Tablet PC, Notebook,
PC &)

s5E &7 55

(Registed Terminal Unit List)

Cat7| oIS AL20{ R
(Use of the Device Yes or No
Certificate)

Electronic Serial Number, Mobile
Identification Number, Phone Number,
MAC Address, Product ID &

cHeb7| 7] " E(T.): Terminal
Unit Information)

Y7 M5 HE Data Receiving Speed, Display
(T.P: Performance Resolution, Color Depth, Processor,
Information) Image Type, Video Accelerator

Adl=e] Ae ez Fitol wes A ALE JleodFE
gelstar HEl=9 BN w2 Al8I}=(Credit  Card),
A #o] A (Money Transfer) 59 XEwW¥ol o
HE Folus dd, A sl 59 AXrE 239 v o B (Meta

Data)E 3% &<lo] xotdtt

f
o

A A%, dux

[0

[0}
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(% 29) ZiEl= Z=H(Content Policy)

Policy ltem Examples
Contents Name, Contents 1D, Content

Type, Price, Copywriter, A Provider and A

Contents Information

el Distributor, &
Payment Payment Method and Data (Credit Card,
Information Money Transfer, Mobile Payment &), Payer
(P.l) Information &

Category, User, Terminal Unit, Permission
Data(Read, Write, Update, Delete), Validity,
Counter, Duration, Copy Count &

Contents Metadata
(M.D)

g}, "o]y A& (Data Policy)
SOSMU A 2#lo| 4] Ab&5= dolge] e £2% (High, Medium,

Low)E AA%x 973 do]¥(Sensitive Data)e] 7% <orAd o3

i FE o] gl Yo EE AAS AAS
(% 30) Hlo|e| X=H(Data Policy)
Policy ltem Examples
S=(Level) AHHigh), & (Medium), 3HLow)
o Al2A HE " E=(User Information),
S HE
HlolH A= d2 "HE(Payment
(Field) =
(Data) Information) &
to st gk | AES (Advanced Encryption
(Method) Standard), 3DES &
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V. Al&E dA H 78

1. M8 22| E(Policy Algorithm Design)

7 AA gaelE A
otef el IS OSMU Al&€s 93 ARGA, @27]7], Ad=

dolg el A& Fiol v FAF A G4 oA ol

b

Type Authentication Level Method
] PC \0 i Credit card information, Bank account information
.:\DIEhDDk :\_0 MMobile phone venification, i-PIN, OTP generator
Smart Phone Yes Levell | certificate
Tablet BC Yes

certificate - secunity card

PMP No Leveld | certificate - mobile phone (storage device)
Smant TV Tes certificate + secunity token

- certificate + secunity card — security token
Terminal Unit User Leveld | cenificate — OTP generator

Device Authentication

: : certificate + secunity card - 2-channel authentication
Type of Terminal Unit

certificate + secunity token— Fingerprint

Authentication Level

Device parformance Suneehonhihed el certificate + secunity token— Biometric
Data
Data Field s
Data Level C?ntentsTy'pe Money Pay method Level Age
Encryption Method Eosia Mettiod 50Sbelow | Mobile payment 6 | AW
Metadata e
) Credit card, R ALL
Field Level  Encryption Wiy Money Transfer PG ALL
85N High AES PG-13 | 13below
Serial No High AES NC-17 | 17hbelow
MAC address | Medium 3DES X 19 over

(O 39) g3 £e2[& oAl

SOSMU  Al~"l&  Fd3t7] 98l AFEA AW (User Policy),
Geh7) 7] A (Terminal Unit Policy), A®l= &AM (Content Policy),

dlo]y A3 (Data Policy)ell tjgh &arg]Fe] A eJsbarxl gk}
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1) A¢A A L] E(User Policy Algorithm)

(& 31) AISA g3 22|5

Algorithm 1: User/Device Access Decision

Input: A subject and a selected Terminal Unit Information
Output: A boolean variable, decision
1 /* If decision = true, access will be granted otherwise no
access*/
2 decision = false;
3 if UserAuth( Authentication_Level, Authentication_Method,
User_Info)= true then
if UseDeviceCert = yes then
foreach FKegisted_TerminalUnit_List do
if Selected_TerminalUnit_Info then
if DevicAuth( Device_Certificate,
TerminalUnit_Info) then
8 decision = true;

N OO

9 return decision;

2) @277 A Ldae]E(Terminal Unit Policy Algorithm)

(& 32) H27(7] ™ 22|5

Algorithm 2: Get Terminal Unit Performance Information

Input: Terminal Unit Information

Output: Performance Information

1 Performance_Info = GetTUPerformancelnfo(TerminalUnit_Info);
2 if Performance_Info = NULL then

3 return “Not Supported’;
4 else
5 return Performance_Info,
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Algorithm 3: Content Level Decision

Input: User Information and Content Information.

Output: A boolean variable, decision

1 /+ If decision = true, contents will be accessed otherwise no access
Content Level: G, PG, PG-13 R NC-17,X */

2 decision = ContentLevel( Content_Type, User_Info);

3 return decision;

(& 34) GEtC|olE] & ne|E

Algorithm 4. Check Content Metadata Policy

Input: A Content Information, Terminal Unit Information, Metadata
Output: A boolean variable, decision
1 /* If decision = true, contents will be processed
otherwise no process */
2 decision = CheckM etadata( Content_info,
TerminalUnit_Info, Metadata);
3 return decision;

4) dlole] M dze]Z(Data Policy Algorithm)

(& 39) dlo[H & Ln2|E

Algorithm 5: Data Level Decision

Input: Data Field.

Output: Data Level, Data Encryption Algorithm

1 /* Data_Level: High, Medium, Low =/

2 Encrvpt_Algorithm= NULL, /+ No Encryption %/
3 Data_Level B DataLevel( Data_Field);

4 Encrypt_AlgorithmB GetEncryptAlgo(Data_Level);
5 return (Data_Level, Encrypt_Algorithm),
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2. OSMU A|AH A

A

7k Helguleo] 2 A A

AAAR] A Aels Agshs AAEFLE(PCME Tt 7
dejd AH dazs 2
&3 2t

golg dolie A

O

4

FarE

o

1.

RS

i O

sk OSMU 4]

7wt

& A X (Performance Info), @2 7] AKX (Terminal

Unit Info), A AR (Policy Info), # &7 X (Payment Info), WEFA K
(Metadata Info), AFg&AA X (User Info),

o] .

Performance Info
Termined Unit Tipe
datarecaiving spead
display rasolution
color depth
processor
image type
video accelerator

Terminal Unit Info
GipelD
Nams

Electromic Senal
Number
Mahile Identification
Number
Fhone Number
D
MAC address
Product 1D

Ael =45 (Content Info)

g

Terminal

Pulicy Infa
FPolicy D
User Policy
Tenminal Unit
Policy

Contents Policy

Data Policy

Ugit .

Payment Info
ContgntID
Payer 53N

Pavment method
credit card
maney transfer
mabile payment

Metadata Info
Sequence o
Category
User
Terminal Unit
pemission data
validity
counter
duration
copy count

(712! 40) PCM H|O|E{H|0|A AZF|O}
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User Info
Social Securify
Numbar
Name
Phone Number
1D
Pazzword
Certificate
Fingerprint
Retina
Iis

Content Info
Contantz II
Contents Name
Content Type
price
Copywmter
provider
distributor



L eI R ]
T OSMU  Al="loAe] g x3 3tH
ol A o] U},

O = 21 1o/uop sisngate.com /s i (8] %] [x] [2 e I8}
| e sa® wiw =xoe 2 ss2w
SBR[ Secure OMU system Tl
OSMU(One-Source Multi-Use)
[ ~
o hcanz aement Policy Configuration for Secure OSMU System
View User Policy
Insert Authenteation Level : [Leve2 8] -> Aunentcaton Method {User Cariicars e
Update d
L Terminal Unit Policy 3
Delete
Tyog of Termina Uit [Simaft Phone ]  Auheriication Flas - [Yes 191
Authenticaton information  [480 % 800, 65K Calor, Super AMOLED Pius, 1.2ghz S €201 [¥)
Contents Policy
Comems Tope <> oz Seope
Money Range : [1008 ~ 408 (%] -> Payment Method : [Credit Card, Money Transfer 1]
Data Policy
Field Neme : [Socal Secufy Number %] -> mpertance - [Figh %] Encryption Alogrtm  [AES (¥
s @ e PO

(Og 41) g3 =3 3tH

8 [4][x] [
D6 N0 W EAWIE 5D ssEm
e B | sacur OSWU syt -
OSMU(One-Source Multi-Use)
i S System
. ","a"age"'e"t Policy Configuration for Secure OSMU System
View User Policy
Insert Suericaton Level
Update Authentication Method
Delete Terminal Unit Policy
Tope of Teminal Uk
Auenicaton Flas [Ves %]
Devicsorton
Contents Policy
Contents Level: [ |-Aoe Scope [
Money Rense :[ | -PemsntMethod: [ |[(Add]
Data Policy
e Name
Insorance ish
Encption Hoarttm  [AES 9]
== @ sE -

(Og 42) g3 49 3tH
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2utE V71 ol &3 BT AL JSP, JAVA, i0S & /%

o= AFEAY] AvtESE AFEALY] AT A 7E A A E o
RaL PCE o] &3t &8&AH29 oA A H]A7]IH(SP: Service

Provider)o] Ab&4 15 27 A¢ 2vtEZC Ad AFAE
<

of
Ol
L
£
2
_|>i
)
)
o
4>
o
Ol
L
£
>
=
oo
_|>i
r [0

U2 2vEZIZIE o] &3 THUS(S-CAM)E Z=EEid gk

D PC : AHgA ZI(AAANE 27)
@ AW (AS) — PC : AF&A2 PCoA el WA s

g Thisis your Auth Code. Please enter this code in your smart
device stored your certificate.
Press the confirm button after finished digital signature.

0514 = 6645 & 8356
¢ The remindtimeis 4 minute 32 second.

 Confim | ( Cancel |

(Og ) ABIZE=EE dYs= 3t

@ Smart Phone @ ¢1Z3= ¥
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@ Smart Phone

w__olleh &

2F 3:07

7 O =
PREV

Input Auth Code NEXT

Please input auth code that get from
Terminal Unit(PC etc)

I €D €D €

(2! 44) ADIEE|
EI= 2 s
AFAE AEA A
u._olleh & 2% 3:07 P
PREV

Select Certificate NEXT

Please select certificate to generate
digital signature.

7 KimJae Jung
Issuer:KICA

Expire Date: 2012-01-07 10:39:59

(O3 45) ALSAL 2IEM

Met s
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(® Smart Phone: 154 ¢4% 9= 2 HAAAE A

..... olleh 2% 310 7 O =*

4PREV  Input Password INEXT

Please input certificate password for
signing.

® Smart Phone — AS, AS — SP : AAAH #=
O SP — PC: 2712 A¥

4. 32[HH MHE o[S8t Seel5(C-CAM)
7}, A A 2 25U (Credential Profile)

AdAAS FAS A% ASNI Fx AYE vyo3 2k
(% 36) =Z2|HlA ASN.1 Ho

Credential = SEQUENCE {
version [0] EXPLICIT Version DEFAULT v,
selector Selector,
paylLoad Payload,
lastModified GeneralizedTime,
timeToLive (1] IMPLICIT  TimeToLive OPTIONAL,
processinfo [2] IMPLICIT  Processinfo OPTIONAL,
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Userlnfo [3] IMPLICIT  Userinfo OPTIONAL
}
Credentials = SEQUENCE SIZE (1.MAX) OF Credential
SecuredCredentials = OCTET STRING

. 22399 wd(Profile Exchange)
C-CAMOI A AFG-ALe} A ko] wEte = Z2EF o] wA|X] 2
b5 A

(7 37) Z2EZ9| d=1t AufA| HAIX] &4

Y ZEEZ a43 4l oj
InfoRequest InfoResponse error
BindRequest BindResponse error
CreateAccountRequest ok error
RemoveAccountReguest ok error
ModifyAccountReguest ok error
DownloadRequest DownloadResponse error
UploadRequest ok error
DeleteRequest ok error
SignRequest SignResponse error

t}. & (Implementation)
A dAd AHE o] &3 FTAUST(C-CAM) ZZEES]E AW 2
F+ JSP, JAVAE o]&3lar AREAY 49 iPhone MY &5
o &sto] TS [64] W4 WL iPhoned] o EFHAClAE

ol-&3te] AAe BT MWl AdE AR A HA e o] 83}
ke

>
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PRpass inpar 10 snd Pasawod of
Clapni

)

o aspming Kem

Tt KA
B s Chir: 291 3-04 -0

5E e

5. SEUSS 9t AEX Z2HU(User Information Profiling) [55]
7F. CAM 223U (CAM Profile)

C-CAM# S-CAM$E 913te] ASN. Fx5 Ab&ste] AM&A Q1
zaads Aostaar ghv. o] ZEapd AMEA AN (User
Information), 2"FE~7]7] AKX(Smart Device Information), =7]@lA
A W (Credential  Information), AAAH (Policy  Information) &

FARY S AuE FUESAE, ofF, AW, AFNE F



NEARARE  EFITE AnEY]Z] ARE fulola EBY, o] B
HHAME AWM MAC 74, AFID, A5ANE 233, zg a4
AH = CAM EFY, C-CAM AK, S-CAM Ay, =Zgdd, d53)d
aejddz At AAPLE AR AT FE, AR A5
Hupolx g WY, ez 7 2 dd A1 Fo] ¥
I
UserAuth //-* Userlnfo _—— DeviceInfo _~ Performancelnfo
{ - o ./ :
STRIE J Social S;&,ﬂﬁn Number Type ID / Type
7 arme Name | data receiving speed
USIErInfo 5 _|_—Phone Number Serial Number display resohution
Devicelnfo | o—+— email Phone Number color depth
Credentiallnfo | o 1D MAC address processor
Dolicylnfo | & | Product ID image type
- ML Performancelnfo | i video accelerator
NN ‘ . W
— *  Credentiallnfo |
Y —~ CCAMInfo ||
icy st } | Credential
Ll CCAMInfo | o DomainName L
AuthenticationLevel SC'C‘?\'[?? :‘ . Fort | Versianl
AuthenticationMethod S -red(e:n da sﬁ : ._' e R ) = | Credential3elector
DeviceAuthentication ECUTECL ICRRS =, Ao _— f PavLoad.
Content Type — = ~— S_CAMInfo / Lf;sr.l\.{od%ﬁed
ContentLevel > i : ;uneTolLJ;'e
[ OCTET STRING ::110:;:1;?00

(O 48) CAM ALSAI Z=Z2ujed Ho|

v}, & (Implementation)

A WA e AgAs 3A AFL AN A ABL
AR Fuola Azg BEAE Az FRel webd T
AFdAWe AAFEHT T owA W Al 2aa FES
sk, A WA SEe At BAR 2a9 FEe sl

e}
Rl

nt

Al 2=glo] ]l s} o]

sho} Fi
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Profile Setting

» Login Profie Settng | -
ser Login
¥ Py Profle Seing Login Profile Setting
» User Profile Setting
o Ueomion to Dake omat
L PR
2 [Socal S o] [ e |
. 0 EE http://220.69.170.190:3080/
I This Security level provides secure |&
Login Cancel function stronger than previous
E— level. Do you want to set this level?
AP (This level use your ID, e-mail
address, social security number,
: ; Device number, MAC address)
i s i Login Level Setting
F Cancel oK
N Uesfoman fo  Deieriomain 1 2 3 4
far RE 1 ERRED
Hars [ [ee ] 2 2] Jelle |
3 [Name [f] [Telee | 3 Deszztiars [3] [ Det |
Her: [ [ ee] 3 Dezztiars [3] Delk |
eiProfi b 2rofe |

(08 49) CAM AtEAL Z2ntd 3t oAl

6. Al=20[41(Simulation)
7} Al E# o] A (Simulation) €743
23t o= WAYE(CAM) 7]¥ PKI(Public Key Infrastructure)2}2]

ool wigte] vEd Z2 AlEHeld FHFH JATAE Edl]

(F 38) A|=20|M =hA(Simulation Environments)

TE Description
o = PC (Intel dual core, 3.2GHz),
Ll =
== Smart Phone (iPhone 4),

(Platform)

UNIX (SUN Fire V240 1.5GHz*2ea)

ol =M User certificate, Device certificate:
(Certificate) RSA 2048bit / SHA256
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=& A ™ (Sign) A S (Verity)
UNIX 06 ms 21 ms
PC 8 ms 400 ms
Smart Phone 16 ms 800 ms

C-CAM¥ PKIZFE] AFolxle w3t 2y CAM 739 4-% AR
7171 A A (Signing  Server)o] tHElAHEE  2Ada AU
ATAE dEMdEE A5 P22 Aol AXAES AAFH]

Mol PCU AmEFEAA AASH: A9 wEv w3 AeR

T PKI CAM
ALEXRL 21 E Slow Fast
(User Authentication) | (PC, Smart Phone) (UNIX)

o|=d}lgd
O O -

L 2t Mu|Aaoich clt2A | S &EsHel Mo
(Authentication . el ol Zuruio] 2z
i I R s | O O H —
Method)

L} Al E# o] A (Simulation) 2 ¥

AANBE AT A 2ot
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(3 50) CAM ALK}

237}
7§ =] o oF

-

RS

A9t BE A9
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L
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Aokl wdlst yjErdae] vwg Fsko] V€ LAz dddEs

1. MBS 915 S3% =Y [56]
AgA AF SRR mdel AoH g AF Sl tste] B

58 BEZ 94, svd Wold sud S LEREE 94, svd

o

F7149 27HE $4 % NIST SP 800-63¢] 7144 2.7A+g
—L

(Z 41) 529 518 =2 "2A(Token Type)

Level
Token Type 1 5 3 5
Bio—-Hard Crypto Token v v v v v
Hard Crypto Token v/ v/ v/ v/
One-time Password Device 4 4
Soft Crypto Token 4 4
Passwords & PINs 4
(E 42) S2Y 7%= 2to{zH4(Required Protections)
Protect against s
1 2 3 4 5
On-line Guessing 4 4 4 4 V4
Replay v v v v |V
Eavesdropper i i i i
Verifier Impersonation v v v/
Man-in-the-middle 4 4 4
Session Hijacking 4 V4
Signer Impersonation v
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(E 3) 52Y o5 ZTZEZ g Al(Authentication Protocol Types)
; I
Protect against - Le\;e
Private Key PoP v/ v/ v/ v/ 4
Symmetric Key PoP 4 4 4 4 V4
Tunneled or Zero Knowledge
YV
Password
Challenge-response Password 4

(E M) S8 FIECE @7 == %4 (Additional Required Properties)

. Level
Protect against 1 > 3 4 5

Shared secrets not revealed to

: . ” v v v |V
third parties by verifiers or CSPs
Multi-factor authentication v v v v e
Sensitive Data Transfer
Authenticated v v v v

AREAE Q1S el thEk SHAA AT OWASP(The Open Web

Application Security Project)oll A A&3l=  vhsedse HAE  HY
B3t AAE ol s okdAds 4SS sharA gk,

OWASPelA Aeld 57/(T1-T5)2] HAE @¥-5 7FAaL Aljbd ARgA

A% ol Agstel HAES FaT.
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(Z 45) OWASP EAE &=

T Flotd My

T1 | Credential Theft(Phishing, Eavesdropping, MITM)

™ Weak Credentials(Credentials Password guessing and Password Brute
Forcing Attacks)

T3 | MM Z|8ke] 32 E(Session Riding, Session Fixation)

T4 | E20|H(Trojan)2t M F=(Malware) 34 =

5 | H|Z2HT YARB(CIE =5 3 2AoMel 22 H|LUHT ALE)

2, 3|HM M 7|dte] SgelE(C-CAM) [58]

EAE A4 AFREAA EAZ HAW PR

EEe A WA Al BRAFE

3 4 3 A

ZA I LAY, ZREZ 27, dAREE 27 S8
Rbehs REdS SEstaa dh

C-CAM= t&3 o] ZHd9 Q7 ARHFramework Requirements)&

2= Ao C-CAM
TZogee Fadd MH SAT AE 224

! was zstofot sick ©

| 2EAE M galn AE sragAe 5
JHSBH SUsH 7|2e AR50 ot
Tall oD CIorer AR AL O oS M 2ot

S os mzeze sgstoio} sk ©
= Zze= Aggol Mg goeia, A

F4 | 2alsiaol srelolLt EAlol Chak AL s 0
moe2 aoM Ao} B} Zeeae Cle
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F2[eld etelolt Zsie| L7 F=of o ESHA]
Zotof eicf

F5 | =92 CtE MAESYUHES 5| Edfof Sl O
C-CAMZ v}53} o] Z2EF 2 7A S i),
(F 47) ==2EE 7 AFeHProtocol Requirements)
k= Mo C-CAM
AZHEE 7|700 222 w2 MEUHS
ST | xja1stofof sict ©
IZHE 2 T2 EZ AMoM ALEALL 717 SollA
e olx 5F Hitl o = X Etg|ofof BhC}. ©
Z2EZTE OF JHX WEHez RE d&5E
O3 | Sajmmel elzmo| marsjoiol sich ©
ZTZEZ2 E7| L&, 3707 g1 E,
G4 |84l ¢nalE, MAC Z12|Z So dsAunzES o)
A2 stofoF ShCh
ZEZ2 Cclekst 3|l M EfelE3 dAlEse
G5 A} =2 é{ﬁﬁHl-Okél-l:} | B mE B | O
S 3= ShC}
J|2Mo 2 stif oMol X[dstE AL |EM "HAR2
6 o= ofof st ©
J|I2Mo 2 MaE&sts stitb olate| AFS AL
a7 el Zatoto|l Mol =[ojof sich ©
TZEZ2 AKX ZEHME SolM AMEH
G8 | 7tsst=&E Z2|d Mo et FESIHHEHEE O
A2 FolM Foist= Aol 5| & 5+ UCH
G9 | UTF8M & =A o A|X[(118N)E X5l ofstct 0
Z2E20| ALZAte] ofWN Sof Zato[A|
G10 ~ O
H37|s& Maste AE AT}
HeE Fe[dde AE Mot 358 92 & AUt
Gil |olE =0 “time to live’= CI2ZEE Zz|H Mo O
st =[cH Al St= & HMo|st= atolCh
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C-CAM= v} Zo] MAARKE QFAES w53k,
(F 48) Il EE2 S 7 AIEHPrivacy Protection Requirements)
R oy C-CAM
ALEX S2lE &5t i = HHEol oist
=3 R O
EEL e HRE FA|SHEL
ME MEE = el E = s steof MEECH @)
AMEAIE SIE ZE|HMEEZ o|3A 5= A
ol & HS L MARHE S350 SXE MEst O
Ct.
ALOll A OIMH = REAl HIEA
S Protocol &toll A 7H = NMEAl HEEA o
Hotxjdo|L} 5 ststo] Mttt
A o oM AEE ALESHA 2s 4
7| T LAMHEHE uy|stl MH|AO[EE shiA| O
StCt,
C-CAM3} 712 Algx} QlFrdste] nuxlgs o33 2.
( 49 7|=22= 3} C-CAMte| H|W=
=71 7|l =5 C-CAM
zey 2F=xd
= = A 0
(Framework Requirements)
Z2EE 27=A
. A O
(Protocol Requirements)
JHol M EH S @ FALSH
. . . A O
(Privacy Protection Reguirements)
CH2| A
. X @)
(Proxy Signature)
O: Provided A: Partially Provided X! Not Provided
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3. SOSMU A|2H

Sl gk Frbh &of, AREA WYY 3t Ve
N-Screen 7|8ke] AR Sl 7, AR, ©E7]7], HAd=
dlofgel g T3 A A 7l T8 W Vee AT
B3+ SOSMU AlA"Ele Adl= #Ae|AlAde] ZAH-, 7|7 2
AFEAE RlFe] AR, AYWAH  FAAY EARE  Esd
Z&9= 4o g erA 3 One-Source Multi-Use 348 Al &3k},

(& 50) SOSMUL} TCMSe| H|w =

ltem TCMS SOSMU

Stte| AHEI=of ek Multi-Use 7|5 X O]
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ABSTRACT

Design and Implementation of Secure OSMU(One-Source

Multi-Use) System in Cloud Computing Environments

Jaejung Kim
Dept. of Computer Science

The Graduate School

SungShin University

As the access of Internet has been widely expanding, digital
contents transmit service is increasing in popularity enabling a range
of mobile devices to acquire, process and transmit various digital
contents such as images, audio data, and videos. However, the
current content services are not able to provide one-source multi-use
environment due to the absence of systematic policy management
and consolidated user authentication method. That 1is, without
N-screen based user authentication method, users of smart phone or
smart pad are not allowed to operate the same content within
different mobile devices. In order to solve this problem, there needs
to be N-screen bhased consolidated authentication mechanism for user
authentication by designing and implementing secure OSMU

architecture so that one content is applicable to various mobile



devices.

The designed SOSMU system provides security and authentication
features that one content can be played in a variety of terminal
units by considering the performance and resources of it. The
components of secure OSMU system consist of consolidated
authentication mechanism(CAM), risk management mechanism
(RMM), policy compliance mechanism(PCM), and so on. Consolidated
authentication mechanism is divided into consolidated authentication
model using smart devices of users (S-CAM) and consolidated
authentication model using centralized credential service(C-CAM).
Risk management mechanism is designed user authentication level
model{UALM) from 1 level to 5 level and proposed how to select
user authentication methods and how to evaluate them with risk
assessment procedure. Policy engine of PCM in SOSMU system
provides systematic policy management. Each entity such as User,
Terminal Unit, Contents, and Data defined policy items in order to
control and manage security.

We designed and implemented the SOSMU architecture with N-screen
based consolidated authentication mechanism, risk management mechanism
and policy compliance mechanism in cloud computing environments, which
not only provides more flexible Multi-Use environment but also leads to
safer privacy protection and security in operating various mobile

communication devices and systems of smart phone and smart pad.
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