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Q: Rate the challenges/issues ascribed to the ‘cloud: on—demand model’
(Responding 4 or 5)

Not enough major suppliers vet 44.31%
Regulatory requirements prohibit cloud 9.2%
Bringing back in—house may be difficult 0.0%

Worried on—demand will cost more 0.4%

Not enough ability to customize 55.8%

Hard to integrate with in—house IT 61.1%
Avaliability 63.1%

Performance 63.1

Security 74.6%
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< 3}+= CCVMI(Cloud Condition Verifying Mechanism), 3) AF-&=}ol Al
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< Al&3h= ILDM(Information Leakage Detecting Mechanism) &2 Z2}-5-

= 3 o b3 dHolH HE B AEES ol|HAE AA T

o o *User Authenti
User, Device identification > Kser el
+*Key Managem

Y4 CH : ")
and certification using PKI “Validation Ch ' N /

CR —> |

Request services | | User Authentication M <CA/RA> ;’
-

Cloud Condition Verifying M | ||Risk
Assessment e
Safety check for the User, Cloud : According to sérvice
Provider Cloud Check Gt
element (AP SP :
Device)

. General Check
Info Leakage Detecting M : Check for basic information

Profiling check through DB access Security Condition Check
using ILDF tag : Security risk check such as
crypto status, security coding

l Access Control Check
: Through sensitivity level,
Alert content provided by user’s role

Warning to the user
in an easy way

[2¥] 7] SDTU 4=
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2. SDTU 484

2.1 User Authentication Mechanism
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R3 (SAFETY) \% \ \%

o} 22 = ol diet A HEs Fall AHEAEC] A
deolel dg 2 @7t 7hsateh. diat R volHE A, o AR &
FA 7] FE-E AFE ANFAAY AL B0 e Y EE 1A sl
AZFozA ke ZPRFAA vloly AF 2L At st

AGATE A A 2E ol§F F YRS A BA Zzsw
47 2 AL B Al 2 BAL Hsd Auns WAUZo .
AR QF3 Febes Bl WE FEA AF0 BY H, ALl 2o
W ARE Fstel HeleE B A B0 vekioleE 4ys
of dolE Wy &A 3 HAl M dolE AToE EEHOD o §ol
hsstek dolEle] A BAsAN A 2744 HE A W A

28



N

Boxek oot dloly AlfsE Hid FEe 3 deoly i Bk Ao

_I

dole gu 0y 24 |

Ly

A1 dlo] e 1 32l

Contentinfo v Securicy
v Identifier = Privacy
- Charging

v" Name
v Access Control
v ; o
Type — Sensitivity level
v =

Owner

SDTU

Contents
SVR

E
fo

5 |018 |9t ete} [spel 2 o4 e | 24| 5% | mo |BH Mlaze

Sl
ojl
i
2

[71¥] 11] IDLM Z2 A2

AgAGA b S dlolHE A5y 9la Holee] RAR 17 BT

2 dlo]¥ typed} format X o5 HAE S3l dolg kA AR5 s
-,ET hui

R

6) ISO 1583520 % 3t wletdloly &2, 594, &g, o|n)A], g2E  §] o]
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2.3.1 Security Condition Check

e9E PHY PN AT S ARE o] §F 5 AES A0

otelq =Yg A7 2L doly Mue] hE W ARE BAste] Ao Fr)

(& 8] Aftel=my A g4

function secureCoding(aciton) {
/dlel g o] 2 Aol sty - Bl
while 1=1 < checkMaliciousCoding.length do
if checkMualiciousCodinglil.idx = action then
SetErrorMsg("2+e] A m =7} dlolg o A
solveidx = SolveCoding-Table(checkMalicious Codinglil.relatedSolve)
if solveidx # null then
A ISR R IS R e A= i I
Execute-Solving(content.id ,action, solveidx)
end if
end if
1++

end while }
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2.3.2 Access Control Check
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Al 5. AEF AA R T

1. HlolE{H|o] 2 M A

T

o= =l =
= NYPC c_idenifier CHAR(ZO) = AHEAS u_id INT10} &= 229EBE cloud_code INT(10}
= ABRHHIE ¢ userd CHAR(20) o HEHE u_pwd CHAR(3D) @ 2HRE0HIC cloudid CHAR(ZO)
e 015 c_name CHAR(40) e 01§ u_name CHAR{10) o SAR2EMHIAE  cloud_name CHaR{30)
@ ElY c_type CHAR(20) © UZMDN u_cerdn CHAR{30) @ MHIATER cloud_provider CHAR{S0)
o TEL} & _extension CHAR(10) @ I HEHE u_device INTE 20} o MEZHEY cloud_protype  CHAR(20)
@ HH & _language CHAR(30) @ ey u_devtype CHARC20) @ ENE cloud_prorepre CHAR(Z0)
@ MOIZE ©_gize CHAR(20} @ JIUS=C u_deviautway  INT(20) @ UrlFa: cloud_ud CHAR(Z0)
a2 c_datz DATE @ JINNZLFR} u_devdate DATE A @ WUEI|E authority INT{10}
@ I8 o _keyword CHAR(40) o HE u_rale INTE 107 ’,’ o ZRARENUS cloud_suth INT{10)
@ 53 c_rate INTE10) @ 83 u_rank INT(TDy PO @ 22MET device_rust  INT(10}
o il c_auth CHAR(30) TH = ~one| @ BEP u_ip CHAR(ZO) o potEy ap_safety INT( 10}
@ =R{R c_ownemame  CHAR(Z0) @ & u_sp CHAR{Z0} @ YT NI cloud_danger  INT{10)
@ Az c_ud CHAR(30} @ JfLER u_regdate [T
o BEFHL c_encry INT{ 10} ® JEDCc auth_code INT{10}
o NUBRHR c_privacy INT{10) @ USHH u_authat INT(10)
@ NRHEZZEE  c_scoding INT( 20} F goocac cloud_code INT{10)
@ M3 ©_sign CHAR(S0) @ BREMTE  u_cloudst INT{10) S0,
FomEnc c_secuntylevel  INT(10) CEEE-E c_usend cHemizo | s e
F azanac c_illegalcheck  INT(10) Okl @ ZAEQEy U_contentst  INTE10) \\ &= ﬂiﬂz _ auth.code INT(10)
© #DB= warning_code  INT{10) P o HAZFEYR  u_dek DATE | B USHUE  u_autid CHAR30)
LT F 7DD warning_code  INT(10) @ YSMON u_certdn CHAR(30)
#7 F azus authcode  INT(10} B S teen SCRAN)
o F o=gus u_authid CHAR(S0) @ MEYDZE a_signalgo CHARL3M
- & ngac c.idenffer  CHAR(2D) eoml FEESS SHAR
-f F NSRNEIC  c_userd CHARCZDY O ESMHE  a_issuend CHAR(3M
© 2aeh a_notBefore  DATE
= 4VBE  waming_code INTI10) (:/ ﬁié’m a_nuT.IAﬂEr Bt
® 45N a_subject CHAR 30)
@ dn W _Name CHAR(20) Y moTiD
? @ =JRENF a_subpubkey CHAR(SD)
@ IHLIZ  w_mech CHAR(20) = .
] o BEIC a_extension  INT{10}
@ 293 w_descrpton  CHAR(SO) o HAND S CHAR(ST)
ER-L} w_date DATE = =
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Algorithm Secure Data Transmission and Usage

1: i // User Authentication

2: ¢ if SelectCert(user.id, user.pw, cert) # null then

3: CheckID(user.id, user.pw);

4. serverCert «— CertNPKICert(cert,"SIGN");

5: certValid «— CertValidation(severCert, cert);

6: certSign <« SignCheck(cert, user, serverCert);

7 if (certValid && certSign) then

8: user.id tag < AuthTag(user, TIMESTAMP),

9: retum user.id_tag

10: else

11: retur false;

12: end if

13: end if

14:i // Cloud condition verifying

15:¢ user.cloud < UserFieldCheck(user.id tag),

16:: if wuser.cloud # null then

17: AccessCloudServer(http://ip:8080, ACCESS);

18: cloud.metadata <— SearchMeta(cloud, cloud.field, SCAN);
19: cloudAuth «— CheckCloudAuth(user.cloud, authCode, SEARCH);
20: deviceReil «— CheckDeviceReil(user.devicelype),

21: aplnfo «— ReadAPInfo(user.ip, device.macAdd);

22: apCheck «— CheckAPSafety(apinfo.locaion, aplnfo.auth);
23: RiskAssess(cloudAuth , deviceReil , apCheck) ;
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24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44.
45:
46:
47:
48:
49:
50:
51:
52:
53:
54
55:
56:
57:
58:

else if wuser.cloud = null then

SetErrorMsg("S2t2E AlMME =XsIX| 22"
AlertLevel.result < WARNING;
return false;

end if

// Information Leakage Detecting

user.role «— UserFieldCheck(user.id tag),

content.field «— SearchContent(user.role, content);

if contentfield +# null then
content.metadata < SearchMeta(content, content field, SCAN),
return content.metadata

else if content.field = null then

SetErrorMsg("2Hx M2l AldHEE EXSR| ES);
retur false;
// Access control and Security condition Check

content.level < ContentLevelCheck(content.metadata);

if CheckAccess(user.role, content.level) = ACCEPT then
CheckContentTrust(GeneralCheck(content. metadata),
SecurityConditionCheck(content. metadata));
AlertLevel(trust_result.toAlertString);
else if CheckAccess(user.role, content.level) = DENY then
Audit(user.id, user.id tag, user.role, TIMESTAMP);
SetErrorMsg("Z2Ex HZHT0| 2);
AlertLevel result «— DANGER;
retum false;
end if
end if
// Notice and Alert

function AlertLevel(result)
if (result = DANGER || WARNING) then
NoticeMsg(result, this.Mechanism),
switch(user.choose)
case OK: retum true;
case STOP: retum false;
else if (result = SAFETY && this.Mechanism = LAST) then

35



59:
60:
61:

retum ftrue;
end if
end function
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Abstract

A Study on the Data Processing Method
for Effective Utilization and Secure Transmission

in Cloud Computing Environment

Saeromi Yang
Dept. of Computer Science

The Graduate School

Sungshin Women’s University

The development of the information technology environment gives access to
internet users the ability to take advantage of information through a
variety of web services. Over the last few years, due to a variety of
services and the explosion of data, such as the Internet, smart devices,
social media, the advent of the so—called 'Big Data' era has arrived.
Interested in cloud computing which can solve the problem of excessive
traffic and a lot of data by handset has been amplified. Cloud computing
is cost and time efficient and is overcome the constraints of time and

space to share information. So it has received a lot of attention during the
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last few years, and has grown rapidly. However, the rapid growth of new
technologies and the high dependence cause problems. Newly, through
Financial affairs, including payments through smart appliances in a cloud
computing environment, Information Security threats are increasing.

In this paper, Analysis information Security issues Technical, managerial,
political, multifaceted service element—by—element to securely manage
important information stored in the open environment of cloud computing.
and SDTU(Secure Data Transmission and Usage) architecture is proposed
to solve this issues. In the proposed architecture, Proposed information
protection through a step—by—step security check and management
practices(1. User Authentication Mechanism, 2. Cloud Condition Verifying
Mechanism, 3.Information Leakage Detecting Mechanism) so you can safely
make available services by Computing resource virtualization. Finally, by
introducing information protection measures within a cloud environment
and System implementation plan, Explore the possibility of a real—world

environment Application Scheme.
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