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of el AA2 Arks sk, A =20 ¥gke ol 22 A
gt olF, FAl kEE dEHae dEdlete] dEsthal, HA mEs
dojefel Al HolE ek it Atgke AFEd. £l kE=s Y

Algorithm 1 Tag Transmission Protocol

1: procedure SENDER(X' = X4 + Xpew, tag, Enc(w))
2: k:ey — H(Xold)

3: ct < Enc(key, Xo1a)

4: tagynx.. < H(ct)

5: Add (tagynx,,, : (key,ct)) hash table
6: Send (tagynx,,,, Enc(w)) to receiver
7: end procedure

8: procedure RECEIVER(Y, tag, Enc(w))
9: if Enc(w) 2Y then
10: tag + Null
11: else
12 tag < tagynx,,,
13: Send tag to sender
14: end if

15: end procedure

16: procedure SENDERFINALIZE(tag)

17: Retrieve (k,ct) from sender’s hash table using tag
18: Xoia < Dec(k,ct)

19: Xupdate — X' — Xold

20: end procedure

FIGURE 8. tag Processing pseudo—-code

FIGURE 8& Al x=xr9} vl ==29] go]g dulo]E 7}53F PSI w7

YFolth tagwk LAl

B oy x= AdET, vMAX 7N ot o R A%

d thF7] AAgrE Tl dwdt 1€ e, A VIR xE
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HE processing ¥
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E

Tag processing - Tag Search
[ tageounter+1 = tag J [ Search table & find X ]
\
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1. 4% &4

D A3 e 9 87

T W22l Static PSI®F A|Qbsli= Large Asymmetric PSIS 4 &%
9 G &S vla PrkEy] 18l TABLE Ve o83 4% #3& 733kl

#] % AAb(Initial Computation) ¥ th3]4 <Ak (Repeated Computation) =

H|AEsta 2 Ubuntu 20.04.6 LTS 24| C++ 7]HFS] Asymmetric PSI
2ol B [36] & ol&3 4 & W kw7t B3 flo]E kel uhek

2QEE A A AA, FAR SO diRlES SASIT. £, o

TABLE IV. st=4¢o] A8 374

Al A AA Ak tag g AAk
ON) Ubuntu 20.04.6 LTS Windows 10
CPU 12th Gen Intel(R) Intel(R) Core(TM)
Core(TM) i9—12900 17—-8700 CPU @ 3.20GHz
RAM 32.0GB 32.0GB
DISK 5TB 500GB
2) IetulH

Hol|EcrS oz BEsh u, A e Ao fgolEE A= Abs)

o



7Hdste] stetulgE AAstka, o3l AAl Ao Ak &
T HG Ho|EokS 220 922 2o g Z=Al LT WG go]Eeks 207
gatsiom, WAl B4 qHelE dHlelHE oY, 2¥, 2Fom uyste]

™,
TABLE V& #o] t3] ik 38kt

}\

Oli

TABLE V. 23 do]g

Eﬂ O] Ei %73 |X| |Xupdate| | Y|

Setting 1 220 o4 210

Setting 2 222 216 210

Setting 3 2% 218 210
3) F7HA %

dlolEe H-F%o wWE Large Asymmetric PSIQF Static PSIS] A

g vlastth oA AR, 5 BASHAL tagdks FAISke] AAF AR diolHE

Bpake Bgel At AZE wolE el wel vt

mat HAES St A4 T 200 HolHE st Bista 3
270, 222 228 THA = Al 7FA 9] uldlA dlolE A Ait

S HAEZY, B dAME 714 Large Asymmetric PSI 5% 7
h

= AR FEe 7ET ole tigk HA B4 9 Al mEeh w1
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Initial computation
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i
i Set Parameter i
i :
i | '
1 1
| Generate Generate Geneeatert !
! | Random String Random String &esxf‘f: "‘[B'agﬁ: !
| for Set Y for Set X !
e e e e e 4
I
Set X
Pre-Processing
(Obfuscation)
Request Transfer
Parameter e Parameter
Transfer
(%aef‘ll;;::;ifn ) Obfuscation
) Result for Y
Transfer g:;lpﬁfiooi
Encrypt(Y) . El:1 (W)
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Check Enc(W)

FIGURE 10. Large Asymmetric PSI &% dAh
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Apdare Generate tag
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in Table

!
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Total Communication Cost
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dlole 2] k& A4t 3l5e] Frhel 1 AAsHA FIstEE A el uhet
Static PSIS] BAalgFe] F7hetth B dHolH s HES T duolE do]E
7b F7 s e Ak FaAEH] wlite] FhAArS e wek Ak &

b

HES] AAES 33t & 45 7O R FT&H AARS WAsl YA ddlo]
E folg e Z7)o] & A TAZES 71A 1 Static PSIO] QAR &

e 7RIt 53], x=2"0lA 23 AR H x2.0819] aEs, x=27clA
x7.0~x7.3W9 &S, x=2"eA oz x13.7~x14.2 £&S 7HIth

olA T &S B+ HolE o]l Wrhstal HJHO|E HolE o] WHE A
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A BLEIL FA) B 1S B B4 WL AT 5 U2e &

TABLE VI. A 418 v

A 34
X Y  protocol
1 2 3 4 5

[23] 2452 2485 2486 2519 2519
920 910

ours 2452 1235 1233 1235 1234

[23] 9642 9641 9644 9726 9979
922 9l0

ours 9642 1366 1363 1362 1366
o 0 [23] 26402 26874 27100 27522 27879
2 2

ours 26402 1955 1955 1957 1954

2) T w=o] AFE v
FIGURE 133 TABLE VI dg}v)ejd Static PSI®F  Large
Asymmetric PSI®] A4F oA 4l ==7F dhal =T HAE5shs FAl

FS HoFErh Al =5 S92 SgoldEY e AV]E v=1024% LA
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Receiver's Communication Cost
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FIGURE 13. 4l =29 A%k vl

Large Asymmetric PSIi tags &3l WAl =5 dolg o F&5 AAS W
A

o Zol Al =9 FAlgFo] At o]o whel Static PSIi= Hlo]E kel
e EAl BRwo H]fo] ARELY Large Asymmetric PSIE U9 @&
B A .

X=2"4 2z AAHFEH x1.2¥1¢ &8-S, x=27oA x3.28]9 aEE,
X=2%oA Afele x2.0M8] 5&5 7o ARF0E 4l =& 59 1
ek dole ] s el web BA =] HolH Tt A% A9, Static
PSI®} Large Asymmetric PSI& vA$H 8 &5 Holy, ¥4l =9 folH

7} tid A-$ Large Asymmetric PSIE &) 4 8] €S x2~x3.29) &
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TABLE VI. 52 =59 A% v

A4k 34
X Y protocol
1 2 3 4 5

[23] 1290 1289 1290 1290 1290
520 910

ours 1290 1071 1070 1072 1071

[23] 3515 3514 3518 3515 3514
022 910

ours 3515 1073 1073 1071 1073

[23] 2179 2171 2173 2178 2181
924 910

ours 2179 1074 1074 1075 1073

3) A o) AFH vl

FIGURE 148} TABLE VI 3tepele®  Static PSI®F  Large
Asymmetric PSI9] AAF 3o WAl =7} Al =290 AFFHS H
oj=th. Static PSIE Al =& 59 o] 9 R wel dE®e] 9F
= ¥ee & 7 AUk

Large Asymmetric PSI& tagE &3 2l & HolH o & Ads W

Aety, ol A4 HolEE A9 F7E dolHwg v Fisduw

Static PSI thH] th3]4d AAteld = FAlZe] A #ad A& ddd 5 3l

o] §8&%, 2Q AQoE= x28.0~29.1819 &< AT Axzrow o

ol AT AHAZ}E Aol et B4 mEd Y T #AE o Stk
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TABLE VII. ¥HAl =9

15000

Sender’'s Communication Cost

ooooooooooo
coocoo

-----------
coooo
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coocao

Operation Count

[23] (2%20) zzzz[23] (2%22) m=m[23] (2°24)

ours (2°20) =e= ours (2"22) --s- ours (2*24)

FIGURE 14. ¥4l 9] A% Hluw

Q4 315
X Y protocol
1 2 3 4 5

[23] 1162 1196 1196 1229 1229
920 910

ours 1162 164 163 163 163

[23] 6127 6127 6126 6211 6465
922 910

ours 6127 293 290 291 293
”s o [23] 24223 24703 24927 25344 25698
2 2

ours 24223 881 881 882 881
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TABLE X. &4l =29 AAg Ak A1z vl

a3
X Y protocol
1 2 3 4 5
20 0 [23] 00:03 00:03 00:04 00:04 00:04
2 2
ours 00:03 00:00 00:00 00:00 00:00
" 0 [23] 00:13 00:15 00:15 00:15 00:15
2 2
ours 00:13 00:01 00:01 00:01 00:01
[23] 01:08 01:10 01:11 01:12 01:14
024 210
ours 01:08 00:01 00:01 00:01 00:01

tag A 2 A AL AEHol st 93] 32bite] AL HlolEE g
AE g2 A4Sk, Aeske 3 Pythongs &3 7&sivh. AW K
f dlolE e A7E 10°, 10, 10°, 10°, 102 A F3ted dolEl A AT, tag

A AT, tag BT AZFE 4% 43S TABLE X 2 YeEhgict
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TABLE X. tag 94 AQAIZH

Xoia Xnew dlolg A A+ tag 2873 A3t tag HT AZF
10° 0.02 0.04 0.0
10* 0.24 0.05 0.0
10° X,,*0.5 2.32 0.05 0.0
10° 23.85 0.04 0.01
107 236.31 0.05 0.10

A HolE gk 7 & ke W= AL flole] A Algtolt). 1EY
PSI dAxlo = dolHE oln] H{sta Q= Aoz ygfidoe] ofyt)
FIGURE 152 tag®d AN tag ST AHE 748 2922 e g9

4
Bl F7bel uhel B Azl Frbeka 9SS HAT & AUk
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tag¥t 719k Qdlo]E Axbd} A /AAE vttt #Al B FHo] do]
H xo AVIE W Bastal, FA 25 Fo] HolE vE A% HAE HY
2 A x=222%22%  y=2'Z Jdo]E dHolHI}S ZZ
Xpaare = 24,2102 AAslo] 53] HHO|E Aiks T35S W TAE, A
Al AR AIRE, tag AR AP BT AaA o xo o] thEFds
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ABSTRACT

A Large Asymmetric PSI Computation Method for
Mitigating Credential Stuffing Attacks

Geehee Yun

Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

The Compromised Credential Checking(C3) service has emerged as
a countermeasure against credential stuffing attacks, where
compromised account information is is used to gain unauthorized
access. Service providers collect leaked credentials to build a
database, allowing users to request a comparison operation to check if
their credentials have been compromised. This operation employs the
Private Set Intersection (PSI) protocol to identify common data
between both parties.

Traditional research on asymmetric PSI protocols has primarily
focused on improving the efficiency and security of operations with
asymmetric data sets. However, the increasing circulation of
compromised accounts necessitates continual updates to the C3
server's data, requiring solutions to mitigate the computational and
communication complexity caused by redundant operations.
Additionally, the growing volume of data involved in these operations
demands efficient handling of large data sets.

This study proposes and demonstrates a Large Asymmetric PSI
operation method that enhances efficiency in asymmetric PSI

operations involving large data sets. Our findings indicate that when
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the sender possesses data from three existing asymmetric
environments, 22°, 2?2, 2* and adds data of 2, 2 28 respectively,
from additional operations, the larger the data set |X|, the greater
the computational efficiency of the Large Asymmetric PSI. This
efficiency compensates for the time required for data generation and

recovery, optimizing overall operation time.
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