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2.1 CNN (Convolutional Neural Networks)

1) CNN 71 &

2 4o fupol vt AREEAAl Rage wet A== ol e Ut
2 S7FebdA ol2fdk HolHE myAo R AHesty] fe vt
st 7]&sEo] SFSEY[12]. ol ¥ A5 (Artificial Intelligence, AID 3}
o] (big data) 7]E X Co®E Wglsh= dolE oA i3 &
45 MAste o EA] AFIA Bl aAl 71ostar lvk[12].
A5l A&+, AF=JE Y, 71485 (Machine Learning) & W%

3t 7]&o] xstE o] Qth aFoA R ZAE S-S thfst ICT (Information
and Communication Technologies) itofell &= & Qow &2 Fo
Wol H A F5¢n e Zisolv(13]. Ad 4 d Fet 7ATgES
At ot daelEd a8 AAge oA HEgle] W ghom
oje] gk o= Held (Deep Learning) o] E3Fx o] it}

A% (Artificial Neural Network, ANN) 2 QIA5 7€ £ Y

Yol &sh= 7s2 o8 7he wA4X dle]of (layer) & +AX 1 (neuron)
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FIGURE 2. Examples of convolutional networks[17]
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2.2 o]l 3¢ ©-X](Anomaly Detection)

Sl ol A VA VleeS B4 w2 A" dASA W= HelE
H
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(a) Point Anomaly

v

(b) Contextual Anomaly

A 4

(c) Collective Anomaly

FIGURE 8. Example of anomaly detection
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A
A dAsE R, FREE ol AUt wl HojA dolE o A FA
7 g o Au dxAel ey Rdg= MY E WE vl (Support

Vector Machine, SVM), K—% ©]% (K—nearest neighbors) ¥} H#4d &

o glr}
FAESE 7w oy B WA WA P Ay SEeka Y B9

= HolEy 2ol G HolEE St5Al7]7] HaL, shiHo] wol gk
Aok dlolEeM e ok HERle dotd 4 g Al HAR

raRE ZYAEY (clustering) 3 FA

Hm
M

Analysis, PCA), 2% 213 H (autoencoder) 7} At}
2 =ndAE AEstE 7N ol 9 §XE detn 1FeA] CNN
ALk,

o ol
a =

o

2.3 CNN 7]3HEe] o] 39 &X

rhe

Ao M= oA & &3k CNN 7|5ke] o]} 9] B4 Ag55 vl
Aetal, T A7 A Adst= A Tl dis A
o] ARt HES $F7] S Y A CNN ZhS AAsta Al
g AT 111X e, obd2 T AT E tAYE Azz Hgkd o] g 4nlef
ojmA] AlAM RE'el AL HE S dAFS WA AT dAqE I

t}. ADC(Analog—Digital Converter)2] bit precisions =¢ HY
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M

>
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o ¥
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dorehs Wt shebvle £F < 2709 A% CNN 22g Fdslo 1%
@l ol A= MobileNetv2, GhostNet o}7|&lx] oA A slo]Za}ql
Va

A xglew, delg Ay Aol ojujx] HolHedl AgtHolez FHAH
=St

ojulA], gAML HAH anlel HFH BF chEAIAY At
& TAE WAyl A% AT [27] M=, FA e WAE 9 A= A A

g 2v] TAE sk S Aed dF AlAEE AT olvA g F

QEE AR A Jed 7N BR/ gEw X5 ARbskgl o, oju]X
ol FREE ddste] Fastrtty dukst oju|X = FUFAQ U§-S EFIE
= oto] ARE FYATI, 29A & oA = A5 olw AR 56t
Z1E5 oA Ajtskes B Ae B7HE flel WCE (Wireless
Capsule Endoscopy) 7ol digt b=, &5 AIAS FP39 09, X3
HF AR gains &9, ATE L FE AE 7bed onA e FE o
3T A dn, 9 FES AN 52 dFES =2 2 4g9s
£ 24T F ees AT dA VI9ds Bdv 28y Al Ak
B S agshA eston, ool W Ry 54 45w
o EE StEd Aol APl dE S SgFeME U A=
Z1det7] oy Het

oY AFE St ZEAAY S5 FHAA A AEE EA sk
ATF[28] A=, =2 AFEE AE A4S o A Bk ofye, AAZE A
e A HASE T3 ZxE AAsv. Aol = Deeplabv3+2]
713 Open VINO E721& A&ste] AAZE Gx|ol] 7p7ke WS Al]ksha



wew, ZEAA JHEI 59 Ay FrhE AP A A
70.46%~93.46% WL FE ZERAA JIESE A S EAA,
FP16 dW=° GPUE AHEE 75 F& ZEAXA £57F FP32 JHE
Hlsl 2w 71 S7FA T o] dAgte ®A B4 Ae vk oyl Z R A
A 75 £5 5o A BRE SHE agsits fHelA ool gle
U, AlZE 59 dENkE EAeta HRE 7HEAd, AR Sde aEEkA
tth= AelA @Azl At

AA kA Ay olm Ao tisl] FHE CNN Eds ARgst AG-[29] oA
=, dol g5 AREStY] sHAE A s e AREAR A ZHdYAaE
AAZE. A AZEE gl A ket fjdl Grad—CAM  (Gradient
weighted Class Activation Mapping) WS o]-&3t3ltt.

FireDetectionDataset, DeepQuestAl, Saied, Carlo, Bansal®] Ho]EA<&

st 53 diate dolEAE st A¥S Asiglon ©x Aol
3t HrtE F8dict. A8 A3 GoogleNet, VGG16, ResNet502] X
A7} Ed gy 88.01%, 64.48%, 92.54% % o H1-3]] A elé+=

Effi—cientNetBO 22 92.68%° ALz NAE HAsS Ak 18
| A5 T AT B4A A=s ALt S-S HF oY AE AT

Me AR 9 bve ARE FrHHoR A8k &t BEjE ol H

o

‘

23 ResNetbhORth Ay wdo)l2 7 EfficientNetBO7F ©] £& W

a =
olgta Afstal AN, EHol AHAwE o5 gl ¢ gltke AR o]

ARl wWFF AEs f8l AA, +7, AR A dAE 2
sl A7) 3 9 A (Magnetic Resonance Image, MRI) 7]WEe] ¥ =oF &
A w5 AIAERLE Skl Aljbeks W T AA A= o o] £] 9

=24 &, E, 25 T Ask] el dASE S Adsky onA]
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dole] Sus S8l AHS HA3E 95.7%° JSEE =EeH Al

A= MRICA &A1& SHSE flsl 47 CNN o794 S Al]kstal 9lo
U, ARARD Axz I A @gky] wiel dA AN RS 2] ofyy

X
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[>
juii)
tlo
2
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2
&
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2
i
X,
=
>,
rlr
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= Fote AYe AAyst

Ack AQtsts Rde A Bl A g8 F oA g wAusE

ZA4% 9 golo]= AlgatA N, AAH HAXNER Hrlsp o] Fo]A] A
7

Fatol g o5 FHshA 271 A= ARl 3l

[32]= et A8 4 7Y ES Adste o 420 F4< OCT (Optical
Coherence Tomography) & &&2ola A sHA BXet7] &l d%F CNN
9 71er AdEAls BEES Agste] wmolzolx: tfgo] 7hedh Held REs
A, A Jhesek Al E9el LIME(Local Interpretable
Model—Agnostic Descriptions) al SHAP (SHapley Additive
exPlanations) & &-§3to] Ed 25 AT + e AH¥S ATk

AlRbehs A thekst dojEAlelA S50l



[33]+= e yolE H7tstr] &l o] sk CNN E=<Ql Alexnet %
GoogLeNet 7I¥Ee] A& of7| G A& AAlstaat shgivt. ket WS
oA & M & U /9 ddez Felsty, 2t74E CNN & =
kol 7FA] CNN 2de Ho dudES 7oz Pt =
ARZ e F7HE At [3315 W JolE Fristr] $8k Alexnet
4 GoogLeNet WH ¥} AZE op7|g A& AASIY HAESQtHE HelA

7197k Qo vizkx el RElS WER FAA7|L e s 2 Ae A

TABLE 1. Analysis of previous studies on CNN-based anomaly

detection

Ref. Method Limitation

Wilfred. K A ] o dHolEA I A3 o] o]n] X
red, . ® u -
1 ol el o] A&7
et al. 3 A

. . * ADC bit precision®] 743
(2023) e ADCZ2 bit precisione 9]

w] 2e o] accuracy’f
Ay ARE Aokste W

] R Ak L

Al <k

Dallel, B.

A QY &b BA 2
e al SAe) A A%Y 4E _ .
(202D A el ol o AME3 HolE v ¥, £
[27] 234718 59 AFHA
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] N 2Rre 1A e
e BAS A 9
Sai M © Aol EwE ol 3 o A3k, Al costE
ma, .
A A A]E Al 9oLt Ad o)A
ot e B Pk Axs} 169
(2022)  * Grad—CAME o] &3 37 .
[29] N7ksh 9 1A et o
o A% Edolzta A|QkE de
e S5 #49S = =
o AT, BR, AT « 7% CNN e
3TAl MRI 714ke] x| gk Aerectar AsFala QLA b
Kamireddy. Ex] ul B2 A AES Jfur ARl PAA R I}
R. R. o
’ 7oA A o=
Ravindra = olele] Al b
D dF, 25 5= A o PolEA], HE Zo] AA
(2023) sl AR A2 A MAH Q= o] st o Lot
B
[30] o oA "oy THE F3l
HA TS Has) g
95.7%° AEEE =&
© H1A A - 7% CNN PEg
i 1 A%k (Cardiovascular Aersitly & w W=
ariq. et al. Diseases, CVD) zlg 4l A& golo]2 AFga}A| 1l
(2023)

HEE 9% 29 ZUHY
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Image Dataset

\ 4

Create a resolution-adjusted
image dataset

\ 4

Learning and evaluation for
each dataset

Find the lowest resolution N
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FIGURE 10. Flowchart of model for lightweight fire detection
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TABLE II. Dataset distribution table used in the experiment

Experiment Image type Train  Test  Valid
Large-fire large-fire image 140 40 20
Classification normal image 140 40 20
Medium.fire medumfire 140 40 20
Classification normal image 140 40 20
Small-fire small-fire image 140 40 20
Classification normal image 140 40 20
Resolution Large-Fire Medium-Fire Small-Fire Normal
Original ® -
20 v’

—

FIGURE 11. Example images by fire size
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TABLE III. Table of module versions used in experiments

Module Name Version
keras 2.10.0
sklearn 1.0.2
numpy 1.23.5
matplotlib 353
tensorflow 2.10.0
glob 2.69.1
pandas 1.4.2
seaborn 0.11.2

xception_input | input: | [(None, None, None, 3)]
InputLayer output: | [(None, None, None, 3}]
 J
xception imput: | (None, None, None, 3)
Functional | output: (None, 2048)

'

dropout_4

input: | (None, 2048)

Dropout | output: | (None, 2048)
output | mput: | (None, 2048)
Dense | output: (None, 2)

FIGURE 12. Xception layer used in experiments
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TABLE IV. Image accuracy by resolution (unit: %)

Resolution Large Medium Small

224 100 99.16 99.16

100 100 97.5 99.16

90 99.16 100 98.33

80 98.33 98.33 99.16

70 100 100 99.16

60 100 99.16 99.16

50 100 100 97.5

40 99.16 96.66 94.99

30 100 97.5 93.33

20 97.5 93.33 95.83

10 98.33 94.99 82.49

5 99.33 96.66 85

1 51.66 50.83 46.66

o 273933395.83 96.6694.99 98.3394 99 99-3396.66

< 90 85.83 82 49 85
ST 80
£ 70
5 o
< 50
9" 40
= 30
5 20
< 10
0

15 10 5

Resolution(Unit: Pixels)

mLarge ®Medium = Small

FIGURE 14. Detection accuracy graph by resolution (X—axis: resolution,
Y—axis: detection accuracy)
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TABLE V. Memory usage by resolution (unit: BYTES)

Resolution Large Medium Small
224 4,624,558 4,648,831 4,422,273
100 7,520,194 7,541,871 7,274,315
90 6,192,685 6,210,347 5,998,943

80 4,983,937 4,996,879 4,836,445
70 3,894,814 3,904,220 3,782,987
60 2,930,476 2,939,180 2,857,270
50 2,096,573 2,102,936 2,050,353
40 1,395,463 1,399,614 1,368,284
30 833,930 835,472 817,709
20 416,853 414,928 405,496
10 146,862 143,976 139,032
5 65,307 62,413 59,550

1 33,780 30,896 28,218

450,000

400,000
350,000
300,000

250,000
200,000
150,000
100,000
50,000
0

20 15 10

Resolution(Unit: Pixels)

Memory Usage(Unit: BYTE)

5

mLarge ®WMedium = Small

FIGURE 15. Memory usage graph by resolution (X—axis: resolution, Y—axis:

memory usage)
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TABLE VI. Probability value by resolution (unit: %)

Resolution Probability
224 99.9875
100 99.3517
90 98.8617
80 99.8051
70 99.0497
60 99.9791
50 99.6371
40 97.044
30 97.3447
20 99.5786

10 74.5524

5 46.9067

1 13.6373
99.5786

Probability(Unit: %)

100
90
20 77.65 74.5524
70
60
50 46.9067
40
30
20
10
0
20 15 10 5

Resolution(Unit: Pixel)

FIGURE 16. Fire probability by resolution (X—axis: resolution, Y—axis:
probability)
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ABSTRACT

Machine Learning based Lightweight Anomaly
Detection Mechanism for Intelligent Surveillance

Cameras

Yeon—Ji Lee

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Wemen'’s University

The importance of on—site monitoring using intelligent surveillance
cameras has grown, leading to an Increasing significance of
automation research incorporating machine learning. However,
conventional studies have struggled to address the trade—off issue
between performance and resource efficiency. Therefore, in this
study, we propose a machine learning—based lightweight learning
model for intelligent surveillance cameras. This paper introduces a
real—time lightweight fire detection algorithm that automatically
explores the resolution of images to find the optimal conditions for
accuracy and complexity. The proposed mechanism improves memory

usage efficiency by 31.8 times.
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