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TABLE 204 8¢l 7}58bm ARES 785 2 AT EQo] 3o ojst Ax

AFE-3l31 Python 3.10Hdo=® #=d

+ TABLE 394 #2138 4= Qlt}

TABLE II. st=glo] A% &7

Windows 10 Pro

0S
CPU Intel(R) Core(TM) i9—-10850K CPU @ 3.60GHz
RAM 32.0 GB
DISK 4 TB
TABLE III. AT EQo] A g7
name Version
Tool Anaconda 23.1.0
Python Jupyter notebook ; 6.4.12
Python 3.10.11
: pandas 1.5.3
numpy 1.22.4
: matplotlib 3.7.1
module tensorflow 2.12.0
seaborn 0.12.2
: scikit—learn 1.2.2
keras 2.12.0
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AbEehE dlolE Al UNSW-NBI15 HoJEHACZ WENT AY EAF
Exo®z AgE dolgAo|th[20, 21, 22, 23, 24]. 1Y HelHAL UE
A7 EgY AHE @3 9leH, Analysis, Backdoor, DoS, Exploit,
Fuzzers, Generic, Reconnaissance, Shellcode, WormZ7}4 % 9719 ¥ 2
FES 7 AL 45709 5o % FAH] Sl

FAE B4 2ds sty A, stgel Agg dHoleE FAdstaa Hol
g FHE APsrt. 2 AFeA Y dAHHE=
A

=
9, 2ALY, 283 "oy Aoz o] Fofxith A =2
ok

XormF 2ASIaL, attack_cat 5FS 2P E AFESE Fol7] Wit ¥
A AgRA ] gt JRE @& label S54& AHASTE #HE 1FH S Afo]
217919 LabelEncoder EES ©]&3tH, x| dlo|E 7} obd proto, service,
state Al 7FA] EAE gGol foldt® olmddtty. T3 attack_catd
NormalS 0, GenericZ 1, Exploits 2% X 8tsto] il Qa9 S 33
th ol% ZF 54 Y] @ &S Slske] Aol ] HlolHAl 53} 2ol
#12)¢l StandardScalerE AF2-3] dlolE 9 ke &3}

Uso 2 HolEE Aol sA AAg. 2 dAelds 9719 34 &
8 ZF F 7HXE Exploit® Generice 4743t Abgste FiF EHl

Normalg 2383 A 7}#] 2pAS AFL39 o)

_19_



T3 golErt B Eet 43S 7Hdsta 3122 Node 15E Node 87F
A dlele] g HlE (e FdA vy 2l Abes T Node
1 Node29] A% dlo]E] H]&2 1 : 2009, Node 3 Node 49 A%+
1002 dAsFAY}, Node 5 Node 6= 1 : 59| Node 7 Node 81 : 2
o vl&xE AAsv. =4 Nodef A-¢ Generic ¥ HolHE, &5
Node?] 79 Exploit gt#E &5 FHPAE 7HF 3T AA S Node H ol
olg] 4 9 H]&S TABLE 4, TABLE 5°4 &<l 753l oju gk
dlelEle] A9 by Sel2 dolelE 500070 B &5 S vlolH
= HlEol A stEqith HAE dHolgAle] B9 Zb ebdd 1500704 3

AT e HolHE HAES W

o

Zot] 7F =BTt

TABLE IV. &4 dlo]g{Al A4

Node label: O label: 1 label: 2 total
Node_1 5000 250 5000 10250
"""" Nodez | 5000 5000 i 250 i 10250
"""" Noded | 5000 | 500 | 5000 | 10800
"""" Nodeld | 5000 | 5000 | 500 i 10500
"""" Nodes | 5000 | 1000 5000 | 11000
"""" Node§ | 5000 : 5000 i 1000 | 11000
"""" Node7 | 5000 | 2500 | 5000 | 12500
"""" Nodes | 5000 | 5000 | 2500 | 12500
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TABLE VI. "ol ¥ WAYUS L8 HAE dy

Inverse : Inverse
Node 1 Node 2 :
_____________________________________________________________________________________________________ Node 1 : Node 2
1:20 98.04 93.86 98.06 93.82
Inverse Inverse
Node 3 Node 4
______________________________________________________________________________________________________ Node 3 : Node 4
1:10 98.48 96.97 98.53 97.02
Accuracy : : : :
(Unit: %) : : : Inverse | Inverse

..............................................................................................................................................................

12 i 9806 | 97.82 | 9804 | 97.82

o]%ei= Componentsel] W& FARS} WdAe] HAes Frhetrt. A
3%l Med dz dPsiglon doly Wiks vkl Al FdA =
ol 29 F4E tolHE g S A2 wuE vro] Bt FUEA R
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of majolwA Hrg Aoaw dY VRN AHE BrhRT
TABLE 7t 7 & 322g gu@th 45709 54 FelAd T 79

2SS 2Astg o2 2 Ho Components k< 43°]t}. © Components #k

A

A= Adesol FAHE Egs = 5 sdderz IS $El
Components #< 20, 15, 10, 5, 3, 2, 14 wje] A%< TABLE 73 Fig.
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TABLE VII. Components ol W& v & Hg 5
Accuracy(%) | Components
Node Name | 20 15 10 5 3 2 1
Normal '
98.02 :98.02 :98.04 :98.08 98.06 :98.15 :98.06
.......... node b L e
Normal
94.08 :94.15 :94.33 :93.82 94.11 :94.11 :94.266
.......... node 2 |
Inverse :
95.31 §94.43 :94.76 :93.85 89.43 184.87 i74.47
oo Node b USRS NN N W
Inverse :
97.82 :98.27 :97.85 :97.98 96.91 :94.76 i 90.00
Node 2
Normal :
98.46 :98.51 :98.51 :98.51 98.57 :98.53 i98.51
.......... node 3 b
Normal H
97.26 :97.44 :97.40 :97.15 97.31 :97.00 :97.13
.......... node 4 e
Inverse
96.38 i 95.30 :94.06 :91.93 89.46 i 82.38 i72.44
oo Node B b
Inverse :
97.6 97.30 :196.63 96.22 95.33 192.66 85.71
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Normal ;
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ABSTRACT

Secure Data Sharing Mechanism based in Principal

Component Analysis

Na—Yeon Shin

Department of Future Convergence
Technology Engineering
Graduate School of Sungshin University

As the usage of mobile devices increases, the amount of data
generated is exploding. Recently, various values have been created by
utilizing the vast amount of data generated. However, in the case of
data collected from an individual's terminal, the information collected
varies depending on the environment, device, and user characteristics,
which can lead to a non—IID problem. Data sharing is a typical
solution to non—IID problems, but sending original data can cause
privacy issues for users and could lead to third parties stealing the
data. Therefore, this study aims to solve problems by proposing a
secure data—sharing mechanism using principal component analysis.
Each node creates a principal component analysis model, then reduces
and shares the data, and recovers the model using the principal
component analysis model created before sharing. This study

evaluated the proposed mechanism through experiments from the
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perspective of normal nodes and attackers. At this time, normal nodes
maintained constant accuracy before and after data sharing, but the
accuracy of the attacker node decreased. In addition, optimal
Components values were derived, and up to 42 times memory
efficiency was proved. We also demonstrate the performance of the
proposed mechanism by showing the largest privacy scale at optimal

Components values.
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