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A$-7F €43k ©]i= identification, fragment offsets ©]&3Fo] B4 7}
7}s3FtH35].

HTTP ZE2EFA referer dlH FEx= SEOIAEZ AHE o3&
B o g @3] oJH source URLAA FxdE AJAE d#HF+= 7|
< AFech[36]. HTTP referer L=+ A Aol EE 2H 8t 3
Ao AFgE 7] wjEo [36], referer 3l HE=29] EwHelo] oFX AlolE

Belp|sEe] EAEAE Felste], o AIES BAT 5 Ak

ofr

CRC del& Hpot Hp 1813 Hyw® F &
S sk CRC #ol Ad¥h CRCE T2 BAldA wAIA A F %o
Zo o dlolE 9] oy WA oRF ©Xsy] g VHeE, HF do]
B FHol 32bitE YHE &3 FH
of o& FeojE tutoltE o] &

AAF HIEE 9 AFdH. 74

A

gt FAA = dAks Fall CRC HIEES

AR dolde] 2ol AES AT HolH FAHYE Fa Fo
drteld e B3 FAG A4S FAska, Aogkel Od oF w4 o
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2) A% WMAYSE

| Sender D

@ Send Packet
[{header = Hp;, Hg1, Hpm1(Cy, Cz-.. Cy), CRC4}, {body = E(data)}]

L RS/ISS \
@ Inspect CRC ® Inspect Malware List
if (CRC,(Hp,, Hgq, H | if (Hp, == List H(i))
( 2£=P1RC1E)1 bmi) |True | ¢ EHE,lnl(n) == List H(i))
- True False
Falso Packet Discard l@ Send Packet
| Receiver ___...---—-— D
® Inspe_ct CRC ® Inspect Malware List
if (CRC5(Hp, ,Hgq ,H True | if (Hpy == List H(i))
(CRCs (e ptie Moma) (Tre | 2 Pt 702 Lt Hei)
A True False
Bl Packet Discard l
Inspect Hp @ Inspect Hg

if (H(D(data)) == Hp,) True | if (H(E(data)) == Hg,)

False
lTrue =iy Packet Discard

@ Inspect Hyp, ot

. —> Use Packet
if (H(Cp) == Hpmy(n))  |TT®

FIGURE 3 FPI flow chart

Fig. 32 FPI 22% AEE HoFEt FPIY 7 A% @A v53
2o
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3.2 Advanced FPI

B doMs Tt 433t A a&40® H7E HAsk= FPI
719 &% 42 Advanced FPI L2 EFS A¢tstt}. Advanced FPI
+ Aol Z# < (control frame)ol™, HA| WA E Edsto] tlojE o] L7
A A ko] et EAE 3T F A= FH A 7N oA

]_
EfE #A W dAHS Bedn. 3, ZololA S BAgE A
2

Frame Body
Frame .
Control Duration DA SA FPI FCS
2 N2 6 6 / T4
Payload
/ Fuzzy Hash
1 o 3 N-1 N
S A
Protocol Sub
# of Blocks
Ver. Type Type

01 : Control Reserved
Frame (0000,
0001, 0010,
0011)

FIGURE 4 Advanced FPI control frame format
Fig. 4¥ Advanced FPI9] =Z# < %= vebdt}t. Advanced FPI&=
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dostd dHoly =ZHde AFE v dH AEHE Ao Zydo=
frame control, duration, DA (Destination Address), SA(Source
Address) =% X33 MAC &g 9 diolg Z#le dloj2EE o
A Al et kol @AQdE FPI Z2dldd vk 18]3 FCS(Frame Check
Sequence) T Al F#oz2 FAHET. MAC 399 4% Frame control
T type ZE=+ 01°]9, sub type =+ 0000, 0001, 0010, 0011
% #Zo] reserved® FPI d=% &89 4 3tk FPI Z# 4 #ide

Advanced FPI Ao} Z#ql thgol dFete= dolyH ZHgle #olz
Fas HA sAIgE gho]l FrhET Hol2EE Ay EFoE Fdsta
ZE B35l disiA siAlgts AAEe7] Wimel fFAFEE SAste] Wxd o
7 BAE F Utk FCS& dde AE& 9 A=z, F41549

FCSe} AFH o] mxgt 2] FCSE Hlusto] o ofF

X oX
X |m
22

ol 6

J l
o
2
EY)

2) A% MAYSF

# of Blocks

| arel | T
| Flag | I Payload | FCS | I Header Encrypted Payload FCS
Sender —
Ack Ack

FIGURE 5 Advanced FPI protocol procedure

Receiver

Fig. 5+ Advanced FPI T2 EZ AH3E YUy, 52 == b
2o, FAGS ol Zdde d4sl7] ol FPI Alo] ZddS A
Fott), old] HA| SjAlE FHolEE 3k, & FPI 2 vigry & o

£

of
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7] We] ZepolwAE RFE & 9dm, dolE Avst FHAL W
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4.1 FPI 24 ¥
D Ad 24

Alersli= FPIZE Fal9) w9l DPIY HF #HAF $%E
Al AR AT AlEdIAE A3
WEA g4 FPI9 DPIE e s
W7 A £E5 v w3,

Ao My 24 oy 2ok A9k 29 FPIgE Blw &9 DPIE
WEko] o] Folxl AElE 7hsto] o] %

AZ Fd3stA . FPIY A Hom, Hi, Hp, CRC < extension 3&|T

of F7tete= WAoo 7 ZTAEa, vBluw EdY DPIO A $o: RS/ISSolA

-

2~
A AE R AZ

tEshe Aol dolEg EEatstel dolzreg BAY H o E
3 Bge AA A ael s WHOR AU LI, DPIY A9

T EE I UHEYI S A AxE B
A, FA e H2F ey AS Ades 13
ATk olwf, AP mEH vlw R4l dojy FHolrE ¢F - Hos RS
1284 E 9 CBC (Cipher Block Chainng) . &= AES (Advanced
Encryption Standard) ¢33} dugZo 2 717435k}

2 Ao 98 2dS gy 2o A 34, =3 2 il glo]E
frEol A 4 Qlok. E2EE ¢tsstE A &skA oW RS/ISS #4 ol
Wrls Hostslr] witel ZefolwAlzE Hald ThsAdol vk g

>
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ARE AFshs BN dolg 52 9w
2e Mzstel 44 Ao 943 9k
2) Mlzed 2 4F 77

FPI$} DPI A8 »=E+ $41 =X, RS/ISS

o).

Create
Packet

RS/ISS

Generate
Random String

v

Create Hp

Encrypt Payload
with AES

| oo
o

Create Hg

i

Create CRC

Receive Packet

Inspect CRC

Inspect
Malware List

Route Packet

Route Packet

RECEIVER

Receive Packet

Inspect
Malware List

Inspect
Encrypted
Payload

Inspect
Payload

Use Packet

FIGURE 6 Packet transmission process for FPI

FPIe] w7l A%

=i

=

% @A+ Fig. 63 2t

el i, #AA =
==, A mER A
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FA ol gl dolo] Add dolE Hoz=E A o H o]
2x9 dHolH F 53 HAXJE #HES AAste] SHA(Secure Hash
Algorithm) 25690 33t H,ol AYdstt. 54 HETEE do|=
TE 10| EX Z33to] Abgaith. & 5o A ®MA AXUEE H
o= 1WA wpo]ERE 10WA HlolE, F WA HEUEE 11WA
ol ERE 2004 HlolEx ZhA itk sk dlolE dFlo]Z2 == AES
do 3t 3to] dHlolE #olR2E FEof FUHstth. Hp dHlolH Ho|REE
SHA 256°% &jAsta, e sid dolg #Holzr=s 333 g
SHA 2560.% 3 ato] &g o] Adsvh. Apot He 183 Hnl
Z YE CRC #& 443kl CRC o AYs b 2 & RS/ISS =
T2 dAFdg RS/ISS ==+ CRC F&A
g} v, AT ARES FEHY FEF ) ojuf, o dA BAES
gtol ZAY CRC#tol frastA o4+ 4
A B AEx g dole] dHolE &
el Blastdth. 4l == CRC a4 S sty oA siA] gxE
¢} vla, #AFe F, HolE= o RS/ISS mER2RE e 49 54 A
E 9] et Hym 2213 AES 453} ® dolE #Hol2= &
AlFEe dA AR5 gelstth, gkeF 37kx] =) Algto] dA st o]

o
o
0,

gt
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SENDER —1 RS/NSS ) RECEIVER

Receive Packet

Receive Packet

Generate

Random String Decrypt Payload v
[ with AES

Decrypt Payload
with AES

Create
Packet

Inspect
Malware List

Encrypt Payload Discard

with AES
Inspect
Malware List
Discard
Encrypt Payload
with AES
Route Packet — Route Packet Use Packet

FIGURE 7 Packet transmission process for DPI

DPI® 7 d% W AS @A+ Fig. 73 2.

4 wsoln Fal ol AW HolE FAolRtg

AES ¢33t 3hs dloly Flo]l2E FxTo X A3
2 AFsr). RS/ISS kEoA= FAlsk H7lS AES {35351 o
g2AES 79 dHolg #Ho|REZE vluwdth X A #H7shy, A

o
A5 oA rEs HAS AR ARE 54 wEE G

£

rir

AekA o
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T B AL FAlRE HZlS 5358 ate] e AES RS/ISS mEE
FE e 7l dHoly #Holz=E wudt. F
C

AstA ke Aol ol solzEg olgatre TASY. FPIY
7,

4.2 Advanced FPI ¥

D Ad 24

(o]

Aloteti= Advanced FPISH 3 4% o4 EQFS LFshs ¥4

il

J %% (accuracy) & &% AlZF(training time) = Hlw #H7}st7] Y& of
2e AN AP APkt Intel(R) core(TM) i7—-10750H
CPU xZ=zZMAMe 32GB #<Ql windows 11 %#7°|A anaconda 3,
jupyter notebook, python 3.9 ZE2 7Y TFE5 A8-3FA .

o s EFE E7{37] A8 UNSW-NBI5 HlolE Al [37] S &8}
ATH UNSW-NB15 dlo]E A2 Ate]w] mel AlE| (ACCS) & A4l A]
IXIA PerfectStorm =72 ZHdEglon, Awt Egga F 99 ¥4

Efgorw FAHAY. ¥24 F3L  fuzzers, analysis, backdoors,

KX
=]

&

exploits, reconnaissance, shellcode, DoS, worms, generic®]™, % 49
Mol 542 Egetal At

A HOJRES 5 Q4R A7) 9184 UNSW-NBI15 HlolH
Aol PCAP oA Al 37l HolHE F=sto] ehlE S & o]y Al
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[38] o2 Ade AYseirt. s dlolg A e F+42 TABLE Vel 2t
712 = ttl, total_len, protocol, t_delta gkolw, #Ho]Z == 15004}
oJEZ} Into] EX o] F 1500708 SH oz o]Fo)A gl

TABLE IV. Reprocessed UNSW—NB15 dataset [38]

No. Feature Name Type Description
1~1500 payload_byte_# int64 Ho|ZEE 1vlo]|EXA
w3kl £ 1500709

g0z T4

e 16%F9 EAE S
0~255 F+= W

o FHu Zdo]+= 1500
HFO|ER | 1500 HFo|E

o qke] A-$- zero

padding

1501 ttl int64 o SATOA FAIE7FA] 9
Time to Live %t

1502 total_len int64 o AA FHHe Ao

1503 protocol object e TREF FH

1504 t_delta int64 I AR B )

1505 label object « AFEHAA} 9 F7

oy Edgow %

10714 label
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Packet Header

Time to Live | Total

(TTL) Uengit Protocol T_delta

(a) Only Header (Conventional Model)

Packet Header Packet Data

Time to Live | Total

(TTL) Length Protocol T delta Payload(1500Bytes)

(b) DPI (Conventional Model)

Packet Header Packet Data
Fuzzy Hash
/
Time to Live | Total
i 2 3 i
T bangtt Protocol T_delta N-1 N
— _
—
# of Blocks

(c) Advanced FPI (Proposed Model)

FIGURE 8 Feature vector and data utilized for training the ML model

Fole WA Y AS, dastE HolRt= G QAR AMEEH] ofE R

2 ttl, total_len, protocol, t_delta & 47}# AR 5= do]H

AdAes APtk Fig. 89 (b DPIx= 43 g7t HoUA ke
A

AA St HolZ2EE BT S&E3EE o AL 5L F 150470
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%= TABLE 59 Zt}. Fig. 89 (o)l w9k 3l%°] Advanced FPIi= ¥
2 dAgE HeolE HolRE=E sty 24R FEedd, dHE Y
Fig. 99} o] A Fstqith. WA, 1ufo]EX Fad Holz=fE sz i
Fata, A2 g FES AATRG o]F AA dAE DAYsd, AX
Al =T ssdeeps AFESIGITE Al RIAE A iAjE Fo]REE 1
Hpo] EA4 123}

QLN

A4 91379 (integer encoding) S 3 3tch, = A 3

2

Alg Hol2 =9 doj= véfsty] WEel A 1 HolrE dojE V|ES

2 AR Y-S F7He, off 47HA4 &Y 24aE Frhste] gas A

3 gt

N

6680833332073266808333329732668083333297326680833332973266808333329732668083333297 1) Input payload
3266808333320732668083333297326680833332973266808333329732

J——

«

12:u4khN4R6Vqjf8cOYtYj++s2uWxGW6rHFiK5Hhyn:ehVRpj+kuWUWUFjtQn 2) Fuzzy Hash

-

|49 ][50 s8] 11752 107] 104 - [~ [87]85][70]106] 11681110 ]60] 3) Integer encoding

—

|49]50 |58 11752 107104 - [~ [87]85]70[ 10611681 110]60] 0 [0 [0 ] 4)Zeropadding

<«

Machine Learning

- ~
N

FIGURE 9 Payload data preprocessing for Advanced FPI
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AL Tl AT[38] AHES BEl T TAstEs EH A9 3

S Hw BAE7 g Hryt AxE AEE (accuracy), AIUE
(precision), F1 A< (F1 score), A& (recall) 2, NEE&Z FAts)o]
AbEEElth FUHA 0 ®E oUA &S gelstr] 9138 85 Alik(training

time) & 743t}
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7l AE S5 vl A

--FPI1 --FPI2 ~FPI3
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Average Latency (ms)
o S = =
oo © o -
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=
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160 320 480 640 800 960

Payload Length (bytes)

FIGURE 11 Packet transmission time comparison of FPI according to the

number of components

Fig. 112 At 24 FPI9] AXWUE Jfgo] wE dF AHS ¥
JEizolth, J#E e XEFS £ =E7F Bl #7 #Ho]E =9 Zojoln,
Y52 Hol2E A7) wE dF A His sttt g BeEe
T2l wEoA FHo]ZEE 160HI]ERE 960HC]EZFA] 16000l E
7 HEsle] Fal w27 HolrES HEor Bidsle] HE AFS
nhE w7k E ek, FolE=Eel A7[EE 10,0002k E4 785t
AE A Fatgks AAEsklvh FPI 1 /49 He7b F7He 3%, FP
0% I, HeSt Hym Q47F 170 3718 9, FPL 32 Hp, HsSt HomQ2

El
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7V 278 F7 e 9 FlS Qudtt). My HolREE, My d53td o=
= SHA2560. % djA)3F gto 2 H7]+= 32 Hlo|Eo|t}, /4,0 AXUE
Ho|REE 10vfolER et 7oz sHgsiqith. webA FPL 12 64

rir

ol E | FPI 2+ 96H}°]E FPI 3¢+ 1284}°]EE extension header®|
F7tsto] AlEdol e X3k

A A, B 849 VN7 F7hgel web vleldgor A AlfHol
Ade = A & = Qv ANt I Aol FHY 0.064ms, FHA
0.018ms= wi-¢ &3t/ SEHUT. 3, Fig 113 vlusksls o,
800bytes Ho|ZEE 7]5+9 =% extension headere] 290709 Hym &4
£ F7Fstol= DPIelA 22 Hole #7le& AFe ARt S Azho]

228t 2L BARAG ABAIA A3}, M, 24T FAEHE AL
HAYE AL Qo= B F QY] WEe] FPIE A% A tyl ¥

TABLE V. Comparison of DPI and FPI

Category DPI FPI
Inspection
coverage 100% 10% 20% 100%
Transmission
speed average 15.74 1.06 1.09 2.88
(ms)
E2EE retention X O
Comple.Xlt.y of Complex )
establishing [39] Simple

environment
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TABLE V& 4744 #7F 71&& vtB o2 FPIgt DPIE Hlwste] 4
ojty. HAF AWMYA = AA HolZ= F AL AlEEHE AEXUE
HZS Wty o= o)yl 640upolEQ A%E VFoz A}
AW A g AE $E5 F7sieh FPIY AEJEZ 14Y A AA
AWM A= 10%01H, AEAET}L 270D A5 20%, AA #Aol2E=E HAL
g Afele 100%0] sttt AA A Al we AFEEEE v ast
A, AAF AW AT 10%91 39 DPI thn] oF 154812 Ao]5 HA O
W, 20%< A5 °oF 14.4¥], 100%% 25 <F 5.3v]9 #o]E BTh
A AR B A7 A-FE AE SEE AJAFHAR AA Hom=E AAMS
v Aol DPIET wE £E291S & & Qv ol& F3l FPI9 #AY

o] DPI AYZRT A = SHdA o a&499S &As3d.

FPI= ¢asty dlol2E=E H3 sk ¢ka H7Fd Al siA] gtat &ff A

ZS|
W (Hp, Hp, Hym) = extended headero] dH =5 2o Lo TN

rﬂ
Hil

39

FU JEAET FAR A HYBAE G5k ek A% DPIY
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oju gt st=glo] ZHF H Wi LuFFS AdEstibe] wet
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A3 e ZEREZ Y Vsl wet WA E e glo] 24 Al Lo

Q FrelA] sy PR sgstel AHgsti, AN Y 94 S gow

oot webx FPIZE AWbAQl 34 %o disf vl§ a&4ds 99
T Atk

Ao F T dEsteA FE AMEHE AESE ¢33 dugFe
2 AFE3E Al E#olE oA FPIZF DPIRTE dAutxog wWE AP £L=

B}l o] DPIZ} RS/ISSolA B33, A=, A 4353, A% 4SS 7

A= 72 ®Wut FPIZ7F ¢ 8407 #FEshs oudtc}l, T3t FPI H.ek
NS st Hym LA4E FTH3] F71E 5 Qo] A SE9 Hekd =
WelA FPI& DPIRY @32l 37 AF 7eds &dd 5 .
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4.2 Advanced FPI A4¢ A= 49 &4

1) 85 AIZE WAL

S|
pat =

M

Logistic Regression Random Forest & Decision Tree

14.1119

-—
=y

11.5629

-
N

-
o

3.9331

Training Latency (s)

2.813 245

2
0.116 0.039

Only Header DPI Advanced FPI

0.5029 ¢ 375

FIGURE 12 Comparison of training latency of conventional models and

proposed model
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Fig. 13 #Algjd Rde] wp 2714 Faia 7 AlQrshs wale] Ed
¥ 7 AEE AsS RATt A3 Ay m=d AFstE Advanced
FPI7} AAld oz 7 AgE o] stk T3 DPI ARt Hx
1.89%14 HAdl 20.01% &= He& /NARoH, only header ¥4 d
H HA 24.87%°14 Hdl 35.08% deol FF=HAH 22 e F7H
& AAgE A= TABLE VIOlA 13 4 Stk 53] il 2% Eg

Aok AEH o7 HA FHA S

B
ofo
o
K
5
fru
I
i
1%
il
to
B~
e
i)
®
k)
AL
bt
S
=i
oX,
ojr
o,
Jo

L7F o=

Only Header DPI Advanced FPI

FIGURE 13 Comparison of accuracy of conventional models and

proposed model
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TABLE VI. Detail result for performance comparison

Model Performance Only Header DPI Advanced

metric FPI

Logistic Accuracy 56.29% 75.02% 76.44%
Regression Precision 25.05% 56.49% 41.91%
Recall 25.21% 52.59% 42.32%

F1 Score 22.35% 53.36% 41.95%

Random Accuracy 77.13% 83.98% 96.31%
Forest Precision 52.23% 66.28% 94.02%
Recall 50.33% 64.17% 90.81%

F1 Score 50.73% 64.96% 92.32%

Decision Accuracy 77.67% 83.31% 99.98%
Tree Precision 54.75% 65.56% 99.91%
Recall 51.82% 64.62% 99.92%

F1 Score 52.28% 63.90% 99.91%
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ABSTRACT

Fast Detection Techniques of Malicious Encrypted

Traffic for End—to—End Encryption

So—Yeon Kim

Department of Future Convergence
Technology Engineering
Graduate School of Sungshin University

With the recent development and popularization of various network
technologies, communicating with people at any time, and from any
location, using high—speed internet, has become easily accessible. At
the same time, eavesdropping, data interception, personal data
leakage, and distribution of malware during the information transfer
process have become easier than ever. Recently, to respond to such
threats, end—to—end encryption(E2EE) technology has been widely
implemented in commercial network services as a popular information
security system. However, with the use of EZ2EE technology, it is
difficult to check whether an encrypted packet i1s malicious in an
information security system. A number of studies have been
previously conducted on deep packet inspection(DPI) through trustable
information security systems. However, the EZEE is not maintained

when conducting a DPI, which requires a long inspection time.
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Thus, in this study, a fast packet inspection (FPI) and its frame
structure for quickly detecting known malware patterns while
maintaining E2EE are proposed. In this study, an advanced fast packet
inspection (Advanced FPI) protocol that utilizes the payload of
encrypted traffic as a feature to improve the training speed of
malicious traffic and improve accuracy is proposed.

Based on the simulation results, the proposed FPI allows for
inspecting packets approximately 14.4 and 5.3 times faster,
respectively, when the inspection coverage is 20% and 100%, as
compared with a DPI method under a simulation environment in which
the payload length i1s set to 640 bytes. Advanced FPI improves
training time by at least 7.63s in the linear regression model and up
to 13.73s in the decision tree model compared to deep packet
inspection. In terms of accuracy performance, 1t 1improves the
accuracy performance of malicious traffic classification by up to
35.08% from a minimum of 1.89% compared to the conventional

method.
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