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ABSTRACT

Network Self-Optimization Techniques for Low

Latency Encryption Communication

Shim Hye Yeon
Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

With the development of communication technology, the network of
multi-hop environments has spread as various devices are connected to
the network. As the Internet of Things (IoT) and personal devices
become popular, it is intended to process and utilize data generated in
real time. In addition, the amount of data generated by digital devices
has increased exponentially, and as individual sensitive data is
accumulated, the security and confidentiality of data are becoming
important. However, there is a problem that conventional studies have
not reflected the changing environment of the network by applying
encryption algorithms in a simple communication environment, and have
not been able to meet both security and low-latency transmission.

This study proposes Dynamic Cryptographic Selection, which

selectively uses homomorphic encryption and AES encryption methods,



considering the network communication environment that changes with
the number of multi-hops, transmission data size, and DPI status.
Through the proposed idea, we propose an encryption mechanism that
dynamically optimizes communication according to the network
communication environment, and can perform low-latency transmission
while increasing the security of encrypted communication’s security. The
simulation shows that the proposed idea applies different encryption
methods depending on the network environment, thereby maintaining
performance over communication when AES and TenSEAL are used

alone, reflecting the changing network environment.
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