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TABLE 1

Requirements for 5G system and network services[64]

Service End-to-end requirement
Medical monitoring < 100ms
Cloud/Edge rendering < bms
Gaming/Interactive < 10ms
Split control for robotics < 12ms
Split AI/ML image recognition < 2ms
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TABLE IV

Performance evaluation parameters

Parameter Description
Ny, Number of data sources
Number of one-way communications among internal
nC
components
Nyp Number of segments with zero trust policy engine applied
Number of segments with conditional trust policy engine
Ner .
applied
nr Number of segments with trust policy engine applied
R Number of resources
7, Number of resources in the n™ segment
bs, Resource privacy sensitivity of the n" segment
b Probability of successful attack
Ly End-to—end latency
Ly mr End-to-end latency when applying the zero trust policy
End-to-end latency when applying the conditional trust
Ler—mE .
policy
L, End-to-end latency when applying the trust policy
Lo way One-way communication latency
I Average end-to—end latency for dynamic zero trust
Av .
’ architecture




Policy Decision Point
I ! Untrusted Zone (Pelicy Engine, Policy Administrator Implicit Trust Zone
— L[ Policy Enforcement Point ]J

FIGURE 6. Zero trust access process[33]
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ABSTRACT

Dynamic Zero—Trust Cloud Architecture and
Access Control Mechanism for Low-Latency and

High Reliable Network Services

So-Hui Kim

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’s University

As cloud computing devices are connected to ultra-high—speed
networks and network perimeters disappear, a new paradigm in cloud
security has emerged with the Zero Trust-based access control approach
to securely protect digital assets, overcoming the limitations of traditional
perimeter-based access control methods. Zero Trust operates on the
principle of trusting no one, enforcing a rigorous trust evaluation process
for users each time they access cloud resources, providing a high level
of security. However, due to the ongoing evaluation and monitoring
procedures, there i1s a trade-off issue that can increase service
processing latency. In order to seamlessly support latency-sensitive

services in ultra-low-latency network environments, it is necessary to



optimize the trade—off relationship between security and performance. In
this paper, we propose the Dynamic Zero Trust Architecture (DZTA),
which dynamically applies three different cloud access control policies
based on user trust evaluation procedures, considering privacy sensitivity
and latency sensitivity, to simultaneously ensure security and
performance. To evaluate the effectiveness of cloud access control
policies and compare the end-to-end latency and impact of attack
between traditional approaches and DZTA, we mathematically modeled
the effects and analyzed the performance based on numerical analysis
results. As a result, DZTA achieved an average 85% reduction in latency
compared to traditional Zero Trust Architecture (ZTA), and the impact of
attack decreased by an average of 8200% compared to perimeter—based

access control methods.
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