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, 2849 5G FA VEHA 7go] BHUsHEA FA
A AAE QAR I AW TFY Har Frrstn Ao 53] 3GPP
NRAA A T 7]j€2 =9H3 e 2vE FIEH+= Beyond 5G Ul
E Qzgty AES Fd3A JA2z 2ukd A
< Asd An 3 4A =€4 284 T AW dE e
A AFAA AR g A WHoloN Auwd AY F
S35t olg. ol HZ 7ATSE 71 "X WRlo] d7H
Ed ol FFHE A dow, 2 HA AAd o
7] qEo HAHo=m HA tFS d7] olHt B AFddA= &nt
gyE e Zo] nAdE == G A FHHY Ad #FAE T3 2eH
AWE F¥ste #HAHY  7ldr F¥A4 FH2HF (Machine
Learning-based Cooperative Clustering, MLCC) 7| ¥ <& #|¢tgtth. MLCCE=
AvtE I E e AP RERYYE T3 AWE HHLE HEsa,
E 7Moo R AqUA AHE HAS @ F e HAHY AEZE A3 AH
g2 453 MEYZ H5e FAsd. 37 Ao w=2d MLCC 71
S A&std T4 4 b A "X A&=rt Hd 55%, B 19% F
ZEATG. T3, AT olFHxd wmE Hdes H7MPE W MLCCE
random model ™H] A& A 35.77%, B 17.49% FAHAZ, Y
A A2RFE AU 434%, BT 41.09% FaEHJoHw, 4 Az A4
6.67%, B 4.97% FAFHA. A¢tstE MLCCE beyond-5G 2vlE 2] 3]
H UEYZ A A AW FF 2H44 S g3 &2 & Ut
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HZ AFEAHY U (IoT, Internet of Things), F&¢
Artificial Intelligence) 71&°] H8H vl FAl =& P37 A3
FA UEAR 7lgo] 522 TAst Y [1]. ol8d #4 A 7ls
& AbEA A ME2E AFste AER oiy, g & AH|zg
TF JEZFHE &8 Jd9o] FAH 3 o [2]. E3], 5G A A== v
A ZAYEZA (Mission Critical) ofZ# A 1% ZAAA, x492
< BEAsE A& BEE st Joh AR, FA4 FA Ve A4 F
ANotiE] oo H e FAATE G4A UEAAA H2
FA MEYaE 3/ WAE T3 A7) dEod APely A9 S

o771 dn [1]. ol Zo] A FFo| =
E B3] oddA FA vEYZY dTo] AstEn [3l #F3AE
T4 FA AGAEE o838t TF gAY T Ade gxFHQ
el AP A B4 W] f8 AN A4S SRS
TE FA wAdA A, =9 TR 3 T4 FFS T
EHoR AN&de 7184 e 357
+4e TR drF AHeE Uro E 5 AUtk
e~ AX FA(DoS, Denial of Service)d F3do=2, TAA7}
walsty] A de)HoR £ HAY AIZE WHESe T4 4%
4]. +49 ENISA Threat Landscape Report 2018 reporto] w=ZH, tj

Aa e FZAQ BEA AHA AR FZA(DDoS, Distributed
Denial of Service)® &4 £3Fo] X&EH o072 AR oy, T4 FE7}
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Sk 108} o9 IoT 71717 A& 7Hedt 5G &4 = A3 w3 34

of tFo] WS Ack WE FA S Be A2 FH £ AL

H

Lo

ot

goR HA =9=H1 Y+ 3GPP (3rd-generation partnership project)

ew Radio (NR)JIA = o]zt Ha wa FH0=Z Q13 JAsjrt wjg 7
2 Aoz dq4sta v, wEA mEA Wsete YEYI 4FS 1y
gAY A9 ts 7IHel a7 EH.

g AY FZF A JIWOZE Packet Delivery Ratio (PDR),
Received Signal Strength Indicator (RSSI), timestamp® #Zo] HEHZ
37 ®Wsto] e A et As HEel Ad dd ¥x WEHS &
LAY [6-10], FFAAE FoAFE 33t PHol AFHAKT [111
AR, AAAHQ AW FAY FALS AW AZ FHY 34 FU17F 4B
shA] o, Wt ¥ FHHo gty AHE A7 Ao

@A 3GPP NRelA £7vtE #3g 9 @8] =o5u 3oy [12], 2w
E F9 ¥+ £ Radio Frequency (RF) @ dEH e @7 @29 X9 A
o 3EE agstd A5 E AFTdes 5o Ao &FE HIEHE 1
AE FAol7] Mol Hut tdo] AT AP, Zutd Ao 2ol =3
Aoz T F gloA AW T g3 2 37t Addn. w3, 3

X

E3), ~ntE g3 E % access point (AP)9} Zo] nAYE w7

]_
B 2Zurd A AFHA TAE A= HAH A A AA



et B AFedMs YMEYSA Wl 2rtd At EET SN A9
4 ®A 3 s 9 =AY 7w d¥H FH2H™ (Machine
Learning-based Cooperative Clustering, MLCC) 7| <& A|¢tgtt}l. MLCC
© F84 Ay B3R 23 V|¢er HHY =22 R
B d7e ds9 A 7HA SHelA F2 7193l Ut
1) 27tE g9y =22 74" 4 YEYA dAd4 S8
B Ade =ste] HAdgd 7 g8 "gx8 T3 AN =
Aes MAAsAo
2) 22128 ==(Cluster node, CN)%l £7LE 2]HE ¢ Z2]2H
& =(Cluster head, CH)?l AP9 2=y & T3 A &FA #A
ANA ARHE AR FE HA3ES
3) Aed EHd A7t A= &
3|9 w2 AL s dErt TASA R, Agste WS A&
3 A FA AR, AgE, dUA AR, Ad A Fsol
FAEE BRI =T, HYEHLI W A4 A we HEHo=m
AME AT F g WSS Adsa LA FA A 2L
AX He& H7HATH
2 =89 742 g&d 2o I&dAE T4 A &A 2 39 7
Hel APATE A4k, MAdA B =FdA bdFe= &0E 2 IHo
#oted Attt VEAgAE & d7dA AgstE MLCCY s ¥4 &
AMedta VANA MLCCY HeS 4T3/ A% 23 &334 243 23
g E43H, IZdAMs 288 2=



B AdAes An 24 2 Iy #d APATE EA4FH. A X
7183 3y 7oz yro AYPATE BHSRLeH, A
9d &A WEL 79, JASE 7w, ®A] =g, AF bEA ol BT
(Exponentially weighted moving average, EWMA), x4 A&} ZE 7|4t
o "2 Wol A5 AT dFES A9 FA 71HE PDR, RSSI
o 22 o ®X HEHY FAHAXSG JAAE v FAdE A7t
F2 olFolx At A dd FX HEY =5
Fe T4 HEoR FAES TN} ATE FHAA Uil ofHo
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Ay 718k & A ety o] AYFAT (8, 14-16l= A eE 7 =
A =Zd5E A58 JAHE 24 F2 VY ==0A 7AgsS S
ggote] AvE "gAste RES AdstAn. spA R AFAT 8l #HA
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7F v & R

TABLE I

Previous studies on jammer detection

Clustering
Metrics Refs. Main features
technique
PDR, RSSI, [6]-[8], [61,[7], - PDR, RSSIZ7} 94 A
Timestamp [9]1,[10] [9],[10] olgtold AH= A [6]-[8]
- FAISE dlo]E 9
timestamp’t 9A#S 28
2%, AH=E #AE [9]-[10]
Machine [81,[14]-[16] [14] -z 2= A =
learning A E il Joz g5dtd
e Fd
Fuzzy logic  [71,[17] (71,1171 - H{R =2 A gX
HEZ HYQzks ALt
Aw &2 HEHS A5
EWMA [18] [18] AN xEZRY S
A 9] inter-arrival I X &
AL&3te] W3 FF oW E
ZEel v ALAQ] HEE
AE37] 989 EWMA &8
Channel [19],[20] [20] - Alde AE JEE
state Zl¥to 2 Qv #HZ
information - HolH &4 2 94 7H4

s 1y

AdT [7, 17 HAA =& 289 T 92 Av &4 ¥EF
Zigke] HA 7R e TAANRAY. F A¥dTE HA =dE A 54 A

_6_



EZ HUzgts Aatste HAgsHT. AT F APAF EF EE
=7} PDR ¥ RSSIE &A ¥ HJ3lo 13402 A A1 E #AS
e HolAX =29 /7t S71E4E CHY e FFdode A7

A

AT 18l AHE "X 87l Al FA4 4 B2 (Statistical
process control, SPC) 7|1 7]49te] @AZ HZWHE At AN ==
2HEH $£A4% HAY inter-arrival time FHZ ALg3sle] G FF olwl

Aol WA WEE AZe7] 99 EWMAS ZEsgTh £ 4
FAT= CHIAA A #d F HEo] EF o]Fo|x7] fEe CH ==
LHFEZE Sk, CH =29 718 &deo] #l§ Aokste &AL
AN

ARAT (19, 201 ALY Ze AEE 7oz A E AEd= WY

[

lo,

dolg £do BAY AW 9L A PHo2 AME ARG
AYAT 2001 B 94 Fe A2 AL A9Y A5Ae] Ee

Ao 2 WE3, signal-to-noise ratio (SNR)S m# 3t &2 ASS =

ot MWE AAR. AAW, B AFAT 44 A 457 dFF AW
o WAt B4 BN sl oAk



2. A 33 71§

ANE FA3s) A HEAD AN AL 3 AW, FAF 53 7]
g 3 33 IRk 39 VYo E UFrol B & Tt Table I+ AW 3
v 7| A% APA+E B gFojr

TABLE @I
Previous studies on jammer avoidance
Metrics Refs. Main features
Channel [211,[22] - &2 =EAdqA EHA xEd =23 wrA]
measurement flooding request | Z & A3t PDR
SR04 M 58A A28 Hda A
3] 3]

Frequency [23] - Ao YHE SEFHoZ ndYs=

hopping 449 474 F4L Fo AWE GEHo
g3ty A% F5 5 WS A

Spatial [24],[25] - AW BAHE, v5 =28 EHo=

retreat o] FAA AHE FUHHOE I

AFAT [21, 22]1& A2 =E (Source node, SN)EEH EZHA x==
(Destination node, DN)oll =23 w712 flooding request A S %3
o224 PDR &WHaiA 714 83 HA=2E AHss Av 3Jdss

HE Agdd. T HPAFE flooding request HAAE Ao BF
AFslny A28 Adsy] diEo HAY FAEE A9 + e oA
o] AT, 7hsd RE AR #AS AFAHEE FAHAAN EHY %ol
o] - F7tstE Aol Aol

AYAT [231e Ao AE FBHow mAYs= HHe B F

_8_



A2 Ba A¥E Huat FAs 59 AR Adach £ Agdre
Bk 7y 115 29 At B8 8
agstel Abdel H$d  AAete HelA slcigel 9Aw, A

FTNHoZ AME IHste Aete] @I AFEHAT. AT FHH O

2 o]F3td I H3teE et ¥ #FF7](Unmanned Aerial vehicle,

UAV)S} 2ol ol5d A vt 488 4 ke Aol At 53], A3

AT [24]€ AW ==7F A FHelA "Hold w7tA] olF WIFE FH
A2 A HoA HE&H o2 2H3E YA} A,

Y g9 AW TF #-E A7 AY A 23 & E A7 FE

T 59 =3, AWE gH387] 4

g 712 ATE OES S HJHeR FAS FYsE Aud AN F

5 719 AY gA dF=E 2N

Stgol o] FolA 7] WEe ©A FFErt don B xEd dAilo]

FTHE A7 A



m. ~vE 2yg

1. 2vlE g3y Ha

2 FoMe vt Z9EH 9 JIEE Aedd. Fig. 12 &vtE #9H
St RF g9 HY /HEd=g vehd Aol

=
S

D gNP; D
(@YD) ]

0 I R

D RF repeater Smart repeater ]

Digital devices

Digital devices

FIGURE 1. Schematic illustration of smart repeater and RF

repeater

Fig. 13 Zo] 2|9 H+E= gNB(next generation node B)ol| 93] A|o]Ht}.
2utE I HE 2G, 3G, 4G4 €85+ RF = dHolA AdE 2 9H
2 g#8 #W=aZzE A (Regular macro cel)d AW R EAEZ B G377
g8 vEY=E Ao FAIH (Network-controlled repeater)®] HAHoZ
3GPP Rel-18¢] =€ RAo=2 =oHx o [26] Fe RF IAH=

Hl A1 Z# o] =E (non-regenerative relay node)2 FAHE ZE A3



g &ty AWFez A5 E $AIG [27]. E£F, RF I H= 994

 geHaE FENA Fe HolFT AL F¥IH [27]. ©WEHA, RF =

JH = 9@ ez HEAA 718dAE AT 5+ AT, A¥Fe

2 A3 gAEE S Aol SUtsts £A7F Ao ool ks Awp

E g9 H= Fig. 13 Zo] AR o]52= o WFoz HolHE 4
%—)\

AdE HEY (multibeam) ¢HE|YVE
A=t An WFE aEste] P29 eI IE EHste A3
A8tz W&o RF 8¢ 228 H& F&Holgts FHol doH,
HEYZ AHAE W24 &322 5 dvt [12]. 289 20tE g 9H
AA M EHT A4dA EHolAY v gEHe A3 tHo] AT o
dolel7l dXd F2E T3 MAEE F A3, 27E HIAHE o5
gle 2 " 7171017 " 94 HAHE A7) ofdu. wmEtd &
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A,
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X0,
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x

€ $E3%9 HEAZ AAE ALAAIH
X multiple-input multiple-output (MIMO)E
7be A st 4l dt=dlo] 9L M, xUldE EHFH LR F97t A
I Hjgo] ol AgFolA Folg A" A4 TN FE FEHAG
[28]. atx1% = 2 u gy golr¥ (Millimeter wave, MMW) 3 o
oA o F AFoer o B HAUHE FL EYFH WAHY A4E
(Aperture)ol 3 < A HBA £ oldol(array) °ol53% 22 F
Y (Form factor) 838 FF8oF sl 43 FAdE FH&L 5 U
AT [28]. stAIRE o] F NZ EAo] dd EHet AFS =d4E + 3
T Table I £vtE A 2 s B ojE A Aol
o},



TABLE II. Security issue of smart repeater

Target
Security issue ] Description
service

Eavesdropping [29] Confidentiality -+ BE ¥ EAA o7

ARE AL A FA] AR AdtE R

=H el F

- T AR fAEE

ERZAZEEH 719 BE FF

AFol &
Jamming Availability - AFE 229 FX|o]7)
(Intentional gz AR T4E& P
interference) SAAZEE EXA 39 &7}
Physical Availability 1" =r9 FXo}7]
interference il 23 T A
(Unintentional FAEZ A3 TA}E A
interference) 3y E7}

* RF 2|98 tis] 54

AZ7F $AHE BRIV} govg

B ed 4 A 8o
Phase error [30] Availability - 9lE Nz AV weE &9

N9 A9l dE g A
e

CEE e A
FHax REo A2 TE
as2 AHHA Az 27
9 A4 A BAT 5 Ae

-9 B FANA FE L
sulEE AE 7 94 2 AE

o3t BAE & U
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g 2837 HEA AH FEAD ASAAA NEAT RAN A A
zeEz =3 f¥e] Ads BAZ A 201 F, G5 A=l AX
 EYA 10 BuE =Fse] 2% 54l Ao

£, olsAol e 2AE 7171 &viE F9YH 3L eSS o

Tdew Y A
FoEN FA EEH AsS 29 F YA, A5 Ao AT # A
s 4 Asol F43A d3tdde EAo] Utk 53] Eutd FX 9 &
g ool gle 2vE FHIYH =E+ A AW AsY x4 F
HEE Q3 T HAHE EFHSE 9T 4 ¢, RF HIH 9
H FAlo AE7t FAHE A27F Bonzg vjor Al 3H4 9 dAol 4
= HAA Az 22 A H st

2utE I HE TAAY dEFHQ FF o= A 2/ (Phase error)

Z 3 dz FHo] # Asts= 74 S Aol ST
2vtE 2y H e SE7|7F vAdgHonE 4y AT AV]d w23 A
9 el vE #E JIAA € + o, 2EHY dHY Wl FAHLss
o] FFol AZ gE AVIZ ARHEA A5 A7y A4 ¥t 24
Atk [30] =3, § FA FAAA dHyel EEHE AT ke 4
R AF A7 A = U [301 ol#F AN F= ¢HUY F
A HEAE B EH.
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B AdAE A 49X 2 A9s A9 vy A 448 29
289 789 54 w8 MLCCI sl A& dr)

1. MLCC A" Fx 92 dAYSF

MLCCE $A7F 249 2wE IH ==82 749 4 vEH=
B B&H R AME A7 A& #HaAlHAY 7R FHH Fx
Hy 7|HS FE3t. FY2dHe F82gH F4d s CHY dE
9130 EAE CNY Fx2 FAIY. B =R CHE APY Ptz
CN& =mnte g3 g 23t AP7F 54 7153 W99 ==714 17
o] 28 Tt FAGT. Fig. 28 MLCCY A2=d F2EE
Bl ol

Smart repeater

Signal amplifier Access point

Local detector > Sender Sender [ Global detector
I g =
‘ Learning model }* ‘ Learning model ‘
T Receiver Receiver L)
‘ Signal collector ‘ 4{ Signal collector ‘
3

| Route calculator ‘

FIGURE 2. System architecture of the proposed MLCC



AN BF7|Hem BEHe AZE FH}= AE

collector), A7l AR E A7 Y3 3 A5 E TFote A5 T
¥ (Learning model), X E &% L4288 EUE AY RS 2H4A &=
A3lE 22 7 ZE7](Local detector), ™ wd

olfl A% HARE AES= A2 A&7 (Route calculator), HlolEH 2 A%
g $5A8 = $45(Sender) 4 F(Receiver)Z2 T E Y. &vlE
ANA HFVHoZ AEHE ANIE FHY AES AAE
APZ AFdT. 9|4 & A9 A2 =29 A o
A= g 9gudy. CH =9 3Fste AP A3 A
BHE HFso Z2E A ZE71(Global detector)dl Al &2

AE AEste] HFHoE AMY AAE FASGL AT A
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2. MLCC 718t Aw g3 g 33 7]

MLCCE RAA 27vtE g 3§ >xZ=(Smart repeater node, SR)$ A7 =
E (Jammer node, JN)7} &A1 SAFdqA HA#Y 78 == F FLFS
S AME Eedor XY AY @A HAUEFLS &vE ZIH Y
g5 2d, 24 AZ7]9 AP 229 HEVE B3 53} Fig. 32

MLCCe ¥¢ A #4345 vetdd Aol

(@ SR) Update to global learning

classification model
Smart repeater

= l
B = : :
= (& AP) Send the global classification

SIS JEL result to smart repeater node

(@) AP) Combine detection results
and calculate local accuracy average

Y Y -
(@ SR) Generate local o AP © AP)Update learning model’s
jammer learning model I parameter and predict jammer location

&
2% W3
'Za L_-‘\Q
'¢£:\' r_.@ _}}\\ f —_ |
Smart repeater g Smart repeater
Dsp, =
leayy fff) %\;
Jdm,. . Cer .
My, Sty Jammer

=T,
'!!é:-f}(? f?

FIGURE 3. Flowchart for the machine-learning-based
cooperative clustering approach used in this study



MLCC® Z#2HE 1719 APdl e xule gyer 49 UE

#3728 ZEd. MLCCE % @S 37 4AE AH A9E 9

gt \A g gACA 2rtE FYEE A =EoA HFIFHoR

HEHe AsE FARE T3 Y. ol JNo| 2vwlE Iy FH
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DataSet) [32]¢]t}. Table V&= WSN-DS dlo|gAle] X HEE e
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TABLE IV. Feature information of WSN-DS datatset [32]

Feature Type Description
ID Integer ==& FEs= ZH ID
Time Integer r o AEHolA AlZE
Y2 =9 FY42H ==
is_CH Integer
£ FE3= Y92
Who_CH Integer - 28 4H =9 ID
- EY2H =29 Fg2H =
Dist_to_CH Float
Aol o A
- 2o AFH FH2YH =9
ADV_S Integer )
BREJ|AE advertise WA A F
Ze 2y JEE{EYH F41%
ADV_R Integer )
advertise WA A
Cwsod FY2E HEE 29
JOIN_S Integer o
join request WA A F
- 2 FEr ==24HE $#
JOIN_R Integer

A8 join request WAIA F



- x=co AL advertise TDMA

SCH_S Integer N
2AE BEEFAE HAA &
FH2H FJEEFEH FAE
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- ZE 2y A Z2EH 3
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TABLE V. Number of dataset after data balancing
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ABSTRACT

Machine learning —based cooperative clustering for
jamming attack detection and avoidance in

beyond-5G networks

So-Eun Jeon
Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

High-throughput, low-latency, high-density 5G wireless network
technologies have become commonplace, although the damage caused by
jamming attacks on wireless communication networks has increased. In
particular, the smart repeaters proposed as key candidate technologies in
3GPP New Radio (NR) and playing the role of smart infrastructure in
beyond-5G  network environments are increasingly vulnerable to
intelligent attacks from mobile jammers. Conventional jamming defense
technology is dependent on a detection method that relies on fragmentary
and local information, making it difficult to respond to advanced jamming
attacks. Although machine learning-based detection methods have
recently been studied, learning is dependent on a specific node, and

because it depends on local detection results, it cannot respond globally.



This study proposes a machine learning-based cooperative -clustering
(MLCC) technique that efficiently avoids jamming using cooperative
detection techniques in smart repeaters for beyond-5G networks. This
results demonstrate that the proposed MLCC technique improves
detection accuracy by up to 55 % and an average of 1.9 %. In addition,
when evaluating the performance according to the movement speed of
the jammer, MLCC improved the throughput by up to 35.77 % and an
average of 17.49 %, and decreased energy consumption by up to 43.4 %,
and an average of 41.09 96, and latency by up to 6.67 % and an average
of 497 % compared to random model. The proposed MLCC could be
applied to beyond-5G smart repeater network environment for an

efficient defense against jamming attacks.
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