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Abstract

A Study on the prevention
from personal information abuse in web environment

— Focus on privacy threats case studying -

Kim, Hye Ri

Dept. of Computer Science
Graduate School

Sungshin Women's University

The financial trick like Phishing is currently to be a hot issue In
the security areas. The reason to hot issue is phishing attempts to
approach in private data with clear objects the unfairly financial
profit from others, unlike virus or worm. Phishing is a form of online
identity theft that employs both social engineering and technical
subterfuge to steal consumers' personal identity data and financial
account credentials. And 78.4% of phishing attacks targeted on

financial services.



In this work, I analyze the ways and cases(Phishing etc.) of
various personal information attacks in web environment, and
suggested the prevention system in order to protect against from
attacks. Web site Verification Management System consists of 3
mechanisms — physical, internal and external inspecting mechanism -
and provides the threats alert existed inside web site with these
mechanisms. Physical analysis comes out accessing web page's URL
address, and internal analysis comes out inspecting linked address
and input type patterns inside HTML source codes with the web
page. And an external analysis of web site is decided by whether
the server host exist domestic or overseas, because a lot of foreign
web servers are used on phshing site many times.

Finally I suggest that can be useful to reduce the Web site
phishing threats with Website White List DB and Website Black List
DB.
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& bep S fravershop. mal sh-n:i-:.{-.(nm:bn nte Imn=XBIRCENBCRBCK BIKERBECFlaur=hapX 3a% F i Fmal sh-'-s('-g‘i- t:\-'-\-'-l?Fm aleik | ﬂ (1} ]

1 nnpcrshopping dauefnenfae. dauen Purlsheen s aauen fond cordLagC stegeey. 5% 4 4 000N ZhmnglD % 00000 | £ 0VE

[ 4-2] URLell H&s =del 270 %3¢

1.3 IDN Spoofing - ASCII Character Check
1.3.1 718
IDN(Internationalized Domain Names)o]@ &2} th2l Z} XY <o
TAHE AR AREstE ool Q] o]Fo|th. IDN Spoofinge 79|

Ag B BW, el E v 2rbdeh vkd /REAE A A

§3he WA ol
132 9949 2 e

;—\]o

olge] (¥ 6-7)2 paypal.com? A “a”’E 7IEE&A=E diA g

o A meo] FAF ul%EA Ho|EE Fr),

]

wako

http://www.p&#1072ypal.com (Original http://www.paypal.com)
— http://www.paypal.com

[z1™ 4-3] IDN Spoofing Ak#l 1
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http://www.theshmo&#1086;group.com/

(http://www.theshmoogroup.com)

— http://www.theshmoogroup.com/

[Z1¥] 4-4] IDN Spoofing A4l 2

ASCIIEZE= % Unicode &A449<S DNSOlA EAAS & (7] &

AR WP E x| GEE Agke ok st} (Punycode ARE)

/= SSP.LT | eSprendimai | Reklama | Dizainas | Internetas | Hosting | Domenai | ELl. padtas | Infor - Wi

= E_l hittpeffame-atia-wva, it VQ' || ] | 2

W 4 | @]55P.T | eSprendmai | Rekisms | Dizainas | Internets.., | | - B

'ﬂ' This web address containg letters or symbols that cannot be displaved with the current language settings. Click here for optians. ..

[1¥ 4-5] 7] EAZ AFE3 ZH¢

R

1.4 &4 713 A& URL

1.4.1 s

5% URL #4942 x4k, x#h, 283 URL Sxbdd] 2= 54
g oo s zte dokd 5 22 pAEdEn 2% URL SA4FdeA 22
He e 55 £A4ES URLY #3 & 593 ons zkA] gev) 844

i I
& wolEolt Y AWE AW S v 1 Yot

_30_



WL sk e BAEE dEYACIATS 2aYEAA v
AezA EWE ouE ziit olgd x5S URLY olWdh gakn v
AA Gtk AR mpAEte R Tgo] o ZE|Alol el dEe] dud

A5 Qo) oJo)sh gebd Roln Mzt webds P wE Aol

4

142 A9H5F 2 AR

g dolA QoA i@ AWe WAT W AgRT) ohde] [17
4-61¢ #7} g A o]t
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W 55 = ond wets car insun., X |8 ford au carinsuranc.; -0 &-u-0-0E803

B Ford Auta
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B Inserziond Auto Usate
B AN For Car

B Auto Seat Siide

B v Ao

B AN For Auto

B cheap Car Insurance
O Aute i

B Aute Nusve

B & For Austomobibe

Buy_this Dama
CELE LY
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1.5 A H o= 71 T

1.5.1 /18

bl

Fa

Microsoft Internet Explorer= HW 2,083%%}2] Uniform Resource

Locator(URL) 4do]& zt+=

o] A|ge POST request®} GET request

FZol R URL Aolel] A&t
1.5.2 A8+38 R AHH24

obefe] [2¥ 4-71& HAS E=wedo] Yo 7hA 9

AA 2 AN Ao Eol

-
[ I

ml]l ol At

& Welcome to eBay - Windows Internet Explorer

(<IS

- 1& ht‘[p:/jsignin,Ehay,cum,ws‘Ehayisapi,dll,signin,usingssl,yes‘Eupannerid,siteid‘pagetype,updaie‘service,accnumi"l Sl % (U

& [@ WWelcome to eBay

fi- 8

—d) N

Welcome to eBay

Ready to bid and buy? Register

nere

Sign in to your account

Bark for mars fin? Sian in nn

[2% 4-7] v]BAA o=
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1.6 Keyword &34

- URL Redirection, Bad Domain Name, Friendly Login URL

1.6.1 718

1) URL Redirection 7]% ©]&

o
i)
oo
ol
o,
rlr

T
i)

URLE =% st 974 &4 % 5 URL Redirection
= Wo] AgHTh. URL Redirection”]® FdAM%= T2 HAAAZ 9
Redirection 7]%5< ©]&3lo] Long URL FE|2 &A= Fej7p dutz o]
t}h.[21]

2) Bad Domain Name

el 27F A&7 AF f1x Aol Bl mwdlS AAALlESE FAFSHA
whEo] FAE dtow E=Hldl o] YRS St JAE Hol= W
o]t}

3) Friendly Login URL

Friendly login URLS AM&A}E9o] HEstal Qe ARO]EZE 9

of\
i,
=
)

2l A URLS %3 4 9l
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162 A9+% 2 A £

1) URL Redirection 7]% ©]&

o URL Redirection 7]

%% o]&‘ %E“&]—-‘E H} Al

shol ¥4 Abe]E )

2]
- http://www.google.com/pagead/iclk?sa=1&ai=x&adurl=http://ww
w.hacker.com

o}gf o] Atdl+= URL RedirectionZ o] &

3t Phishing®] A%
o Visible Link :

d -] .
http://www.citizensbankonline.com/logon/securesurvey.asp

o Actual Link : http://review-data.org/go.html
o Phishing Link :

http://83.16.123.18/icons/pp/update.htm?=https://www.paypal.com/=cmd
_login_access_account_up

Update your Credit Card or Debit Card
s o called chck crts,
Pestercard loa

ices]
ards or banking cards) are accepted if they have (Get Claar Cholces)

o ear 7]
card pin 4 Digit cod

used in ATMs. (For ve
Billng Address

rification with bank)
Enter the address where you receive monthly billing statements for this card:

[71¥ 4-8] URL Redirectiong o]&

3+ Phishing
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2) Bad Domain Name

o f7t URLE o] 3ol AHg A7l E5HES s Wy

SRl

http://www.mybank.com/ tAlel http://www.mybank
com.chx & GAFIEH Y =g oF

of-g-ot= Woltt.

o Citizens Bank =42l 9%

a[ itizens Bank Online - Microsolt Internet Explorer

Fie Edt Wew Favoites Todls Halp

hbetk - % - Q7] Q| Qsexch [Braveetes Greda P - Dol - Hild

ko35 [8] bitp: [fumew ctizenssbankonine.comdefauty |

[ CITIZENS BANK

Mot your typical bank.™

[1%

=

4-9] =l 9)F § AlolE
e oA &+

S =Y
For}y AA A http://www.citizenscolorsbankonline.com/
default & =d|Ql o]Fo] WEFA Y& S & & At

http://www.citizensbankonline.com

3) Friendly Login URL

94 Jgen A%

P ARAY 91Fste] URLE =2 8=

T

- https://www%2Epaypal%2Ecom@www.evil.com/
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| Evil.Com - We getit...Daily. - MozillaFirefox
Eile Edit Miew Go Bookmarks Tools Help

(,f-/- v (P t.c? @ ||_|“ https: e io2 Epay pal % 2Ecom@wany evil.comyd

| ] Mozilla Firebird Help | ] User Suppaort Forum | ] Plug-in FAQ

7|

[28 4-10] www.evil.com® URL %t

sl HTML 429 Link TagE 243t} o]

al
2 Fol 44 Link 749 B/5HE F42E Solt PES S deA

= - <) S
Arrg,
% WA= o4 el Input Type Patterng FAate] Ab&abol A w7

@ AEE TS A Fol YokH AN o & Uel FoE Fus

sy,
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2.1 Input Type Pattern

2.1.1 8

A el AfelE Muls o]g Al S7FIE SfoF Feh A

o
o

E 278 e AOlEE T FEAEE OFE Ao]EE du 9 RS

— L -

L8 APlE Ho F 9 12 o] Boks 29

2.1.2 A¥+% 2 AEEY

N ViEw CART | WISHLIST | | v0us atecuit) | e

INTERMATIONAL | TOPSELLERS |  TODAY'S DEALS

COMPUTER B

SEE MORETour fickd finx
izt amis | O 3Feais

[ ARFAREL &
ALTEIS0RIES | FLECTRORSCS

| sEw vouR sTURE

Amazon - Yerify Identity - Notification
Diear Amazon wses,

Druring our regular update and verdication of the accounts, we conddn't vertfy your account
mformanon. Either wour information has changed or 1 15 inc omplete.

Fleass update and wenfy your infarmation below

Ty update will not be complebed i 5 daye, your accours vl be remowed
Al mfosmation i required and is kept conidential in accordance with Amasea's Privacy Notice,

Thank you for understanding

o Your ceeditfdebit card and cheeking account wforimation i used to verify poar identity.

Amazon User D

Passiiord
Email Addrass | exz johni aol.com
Password

(29 4-11] WY=E AAARE 8
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S i - ebcrneat Brisaial Dnadei

et x = Q] | Qe Giteetn Gres J - Dl H0 D
| dskdrwen [1] e et S, Db comy SRR S A o

2 e —
WOME | ACCOUMTE | PATMEINTS & TRANGE

Account Servicing cifibank

Ploasas wpedate your ATMOubit Cand PIN number b Lmest
Meeting your nevds 15 our business

#nd we da it onfine, at ATME and at hundreds of o

ATUEeb Cart [———————
T Cand -
Canent F1l0 wes ——
Sy et
el [—— et
[e—
Ftype Naw PI |_ * Ceaguml srbad Susstan
» Dams Uben
P *mm—

et | ghmstus | pames | Sepmesy | ges mps

bk, W bk, EAL. SRRk Wikl POl arbl] o,

N e

(2% 4-12] 984X 4887+ %

2.2 URL Address Spoofing (%00, %01)

2.2.1 Ms

H-& URL Address Spoofing 7| Microsofte] Internet Explorer
of HFHE o] 3k Fo] 7 WY o E &9 ofdge} T2 IEC] %01,
%00 25 FaA TAsE FHFHoZ A Windows AH FollA &8

Al "]A AFo]E URLe] Holx A & 4 & 7 &40 7Fsdu.[22]
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2.2.2 1973 B AHEHES

Aol Eof http(s)://username:password@server oF #o] 7| EAFS &

S Aoehs WS Yners Ao Fagel ¥R URLES EASH: Ao

o] HefALe 543 B W] et FHepdow g HFHS
URLE F9 A23do] %01, %00 == @7} Eo17F 99o™E %01, %00 =
T @ olste] Faw mASHA kst AtE @ URLs iAIsHA Xa7

WA ALA7 289 DA% G Ao ES wEeoE FageA o
qlo] Brbsate] AbgAE A& AllES AHE AlER WA dth 4
Beb e AL AY Hopel AokBHel o Thga

ATt

4

<br>

<b>Click this link to see if you are vulnerable:</b><br>

<a href="http://www.nicrosoft.contff@secunia.comn/]
mernet_explorer_adUress_bar_spoofing_testl'1 style="font: 8pt verdana, sans-
serif;"™> o

Click Here to Perforn Test?

{/a>

<br>|

(713 4-13] 2235 ) 295 FHokst E454

Az Yol &2 %007F S48t AS &9d =



2 Secunia - Internet Explorer Address Bar Spoofing Test - Microsoft Internet Explorer

W{E} Eﬂfﬂ EJ‘I':E'! i:‘iﬁ?‘lim E-?CD‘ EET{H?
IR TR
'_ | 2 |ﬂ hitp:// www, microsoft com J

[ 4-14] Ak uehS A F2g

= AL&  http//www.microsoft.come]t}t  AA]  HEEE  Alo]ExE
http://secunia.com/¢] Bt} = AL&27F E4 €38 FE3} 49 99X
ge dHoAE HIE F At FHS BEHeAs= JHOEE &Y
http(s)://username:password@server 9} & 7]HQF9] AL&S FH A

7ok 2t

|OFHE - O - 1) @) | & EAs &S00 & L
| F2D |:a_1 s/ /www. microsoft. com X 00@secunia,cam,intemet_explorer_address bar_spoofing_tesy/ l

(74 4-15] R YuekeA] F232
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2.3 href link(URL) Check
- IDN Spoofing-ASCIl , ¥ ZE A=Y

FHIY. FHIEAM = v
T 3L, olEH o E GHle|E Hol7hA] FhEstth.[23]

232 AGFY L AR

0 '°]00'E ‘BEC%ID%BA%HEB%AA%BS5%EB%B0%95 = £

L (Fy B (E) 2200 H= RN (E |03 B =20 =S H

- - @ @ (i[O boskkanan.egloos. comAag/ %EC%AD%EA%ER kA% 5% ER%E1%95
[ 3 By #He w2 270 [ O9RIH S0EE71 = 00 [ O [ W0t [G] P81
e DHLHS MR D> @ |

nli_lalol Alad
[71¥ 4-16] UNICODEZ <¢l=mYg ¥ URL
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2.4 1SO-8859-1 Q034

24.1 M8

[SO-8859-1& A-f9 <ojo] F7|o] HQa3d US-ASCIe] ¢l 94719

(e}
= -

=] =AHA ol
TUAE (ex. 7| DEA)E AL E}o]

=
F 7] Wil IDSNS Abgste] 94 &

I1SO-8859-1& w=uele] RE §1]

see) BAE &

.

i)
o
ok
4
¥o,

SMavbanikc u
'SECURED CONNECTIC

making every moment count

Member Services
First Time Login ©
Teli e tore © [
How To sign Up © [
Home Home

IMPORTANT NOTICE
Maybank will never ask you for this in
Tris new server wil protect the accourt username anc

nformation
ername

en

hepacia sesiapa pun.

11 you forget your PayBils passworl,
11 you have difficutty remembering yor

<htmI><head>
<title>Welcome to Maybank2u.com Online Financial Services</title>

<meta -+ charset=is0o—8859-1">
<meta http—equiv="refresh"

[713 4-17] ISO-8859-10] AF8% ¥4 Alo]E oA
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3.1 Nation Check

3.1.1 /&

AFOlEX ebayY paypal,
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T

R

[P=
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Helol Fa Apel

J

=
[€)

amazon

—_—
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o

el
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)

% & ok

=
=

3

ol Y ES T 3

< El
— T

Al
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3.1.2 1973 B AHEHEA

Gl 9 ApolES] 19X 9, K vF, FFYS gFerstel A
% 9 AMolA 9 P Fho) WAS LAl 9 T A= P AS

AN A Aag Fol 4 Aol ol g o Fo ¥ F dwD @k,

Infinity Secure =
[ mrp-;,fwww.p;qhﬂarderf?sess=35eﬁd1rabc919?o113094f1183df2ch ~(Q~ Google b m
Zip or postal code : 73069 4
State : | Oklahoma i)
Country : [ United States ]
Enter Credit Card Info
- Cardholder name: James Phishing
ex. John Smith

. Credit card type: VISA
- Creditcard No(16 digisy [4058111163120110. visa (= () B8

ax. 4000111100001111

- Expiration date: 103 @:2009 @

- CVC2/CW2: 346 | What is CVC2ICVV2?
3 digils number on back of your card, ex. 019

. Comments: Geta real job.

It is imporiant 1o know
he most suitable time 1o contact to
you

-~

[1% 4-18] AW7F Sl 8= ) #o]~]
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V. A= A 2 74
1. Alzd" 718 T2 9 Ayge
1.1 L7A 24
= AT § oA MAAR FA e as 42 s wet

B
o}, WVMSOAM = 7184 ox7 WWLH WBL DBE zta 9= Avjet €
A dlo] 93 FAEsta AlgA A YEMS ) = 5 JdE Fo|dE

7t Basi, 7@ g e g me Aol Basit,

O FHoIAE & 1 A

- AEATE 2F e ) Aol tid Arel Sele] shgaop g,
- AR Al W =uls}y] golsok Ft.

- AREAZE SEteldE mRage R IF 2u(HE 5ol FH 4

Hojo} H.

@ AW = 18l AR
- Be fo) ZoldEe] RAe agAow Aol dk.

- A8 AAel gk ®Bets Astsfof gk



1.2 HeF Y38 %E g2 Ay e

/ 3.Browser Embedded Toolkit Mechanism \

o = > ... Web Toolbar
F o & T
&Jn 1. Website Verification Mechanism
' - o
W;b 5,‘?.‘3 8 Check list
e URL Obfuscations
(URL encoding, ASCI code Free hosting)
@cCache Check e A
(identification number, credit card, account]
@DWebsite

Access @Domain Check

2. Domain Check Mechanism

I

@ Request |
E User —:
b
i

. q.;-:\ —:
\ | ( ® Notice
i

WEL

® DB Check

Outside
\ Institution /

@O AR&AE IE Y A &8k7] flsto] §) Bekg-A o URLS 93t

@ d8® URLe dial SFo]AE FolA MAE A3 Ao Hr
7F = A9 WWL, WBLell meh Ente] Alzs B8ls 8 RS vz
2=

@ ANAlel 8l
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ol EtiE Altst= AlaHe dadF2 vk go] e

.

main()
{
url = get URL;
ip = get IP;
serverConnection();
if(ip == previouslp)
calculateRiskLevel();
else
localCacheCheck();

H
void calculateRiskLevel()
{

color="gray"; // HIAE Z[X| 2t HO[X|= & + S22 FEA
URLEncodingCheck();
ASCIICodeCheck();
tagCheck();
nationCheck();
if(color=="red" && color!="yellow")
localWWLCacheUpdate();
verificationFlag=flase;

status="S4 K| H=5H YE O|X|= o] WAHEX| LtsHcCt
—_ e i | =
MessgeBox( NULL, status, "AFEAtS2|", MB_OK );

if(clientAgree==true)
serverRequestTrustLevel();

else
color="green";

if(color=="red")

localWBLCacheUpdate();
server. WBLDBUpdate();

if(color=="yellow" && clientAgree== true)
serverRequestTrustLevel();
sendSignal();

void serverRequestTrustLevel()

Gl

/) Mefoll 2H 0| X| A2

Hot otdst EH e 2l MM HALE SHAAEHI |

E)
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if(server.pageTrustLevel()==true)

localWWLCacheUpdate();
color="green";

/I Mol EAOIE dElE 5 2F
if(server.decideSiteTrustLevel()==true)

{

verificationFlag=true;
server. WWLDBUpdate();

else

localWWLCacheDelete();
localWBLCacheUpdate();
server. WBLDBUpdate();
color="red";

else

localWBLCacheUpdate();
server. WBLDBUpdate();
color="red";

}

H
void localCacheCheck()
if(localWWLCacheCheck()==true)
color="green";

else

if(local WBLCacheCheck()==true)

color="red";
else
if(server. WWLCheck()==true)
color="green";
else
if(server. WBLCheck()==true)
color="red";
else
calculateRiskLevel();
}
}
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}sendSignal(); / toolbaroll HOIX| 2|& +& M&E(AES)

}
void URLEncodingCheck(char ur)

{
char* token = strtok( url, "%" );// TAIL S '%' HRIZ2 EE
if( token )
value = GetBytes(2); /] B2|X} o|F 2&l2| =&
if(value == CharacterCode)
URLAttack = false;
else
{
URLAttack = true;
color="red";
sendSignal();
server. WBLDBUpload();
}
}
}
void ASCIICodeCheck(char ur)
{

char url[Length];
for(i=0; i<url.length; i++)

url[i] = url;
for(i=0; url[i]!=0 ; i++)
{
int a = (int)url[i];
if(a<0 || 127<a) [/ B = XTE ASCH el X| HAL
{
color="red";
sendSignal();
server. WBLDBUpload();
local WWLCacheUpdate();
}
else
URLAttack = false;
}
}
void tagCheck()
if (sTempTagName == T ("input")) // tag @fO| inpute! &%

/] text boxe| {EO| FRIHS ofo|H, HZE-FIEHSO A2
if(sTempType == T ("text") && patternCheck()==true)
privacylnputText += 1;
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if(sTempType == _T ("submit") || sTempType == T ("image"))
privacySubmitButton = true;

/1Nl EHeledg @+8r4? ClientollZll Notice
if(privacyCheck>0 && privacySubmitButton==true)

status="$1 A H=EHeF HHO|X|= JHAHE &9 2[go| ASHCh
2ot ode 582 Sls AN AAE SAIASUI
color="yellow";
MessgeBox( NULL, status, "AF2AS2[", MB_OK );
sendSignal();
H

void NationCorrectness(char ip)

if(KorealpRangeMin < ip < KorealpRangeMax)
ipNation = "korea";

else
{
ipNation = "abroad";
status="81 X =St ALO|E= 2lFAOIER Lt
color="yellow";
sendMessage();
sendSignal();
}

[18 5-3] WVMS Client Module &i18]3&
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NE g BAE S Hxm, Wk AN 9F 847k BANWE WEL

DBe} Local Cacheol A&=HA ol 93 L247F 44 HAx e ZHS9
= ‘9 AtolE AFE HIVPE E3] WWL DB Update®d & &= A4 0]

HEA HEF:HoZ HASE o] AARE AFOlE 9] Security Compliance’s
Abol E o] B bl gk Zste B7tE sted WWL DB AlEAdS #A 8
= g
olF Eul® Ajtst= AlxHle] darg
st & o Qv

otg] [2¥ 5-419F #o]

i
rlo

serverActivation();
clientConnection();

}
bool WWLCheck(char url)
{
CString query_statement = "select * from WWL", insert_string;
RETCODE result = SQLExecDirect(h_statement, (unsigned char *)
(const char *)query_statement, SQL_NTS);
if(result == SQL_NO_DATA_FOUND)
{
status="WWL DBOI|ZEX{5FX| S
sendMessage();
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return false;
}
else

return true;

}
bool WBLCheck(char url)
{
CString query_statement = "select * from WBL", insert string;
RETCODE result = SQLExecDirect(statement, (unsigned char *)
(const char *)query_statement, SQL_NTS);
if(result == SQL_NO_DATA_FOUND)

{
status="WBL DBOl| &M 5tX| 2t 5",
sendMessage();
return false;

}

else

return true;

}
void WWLDBUpdate(char url)
{
if(MODE == add) ) FEIRE
{
str.Format("Insert into WWL values (\%d, %d, %d, %d, %d, %d, %d)",
domain,site_name,site_type,nation,security compliance,mainip,subip);

}

else /| HARE

str.Format("Update WWL Set Domain = %d, Site Name= %d, Site Type = %d,
Nation = %d, Security Compliance= %d, Main IP = %d, Sub IP = %d Where domain
= %d",

domain,site_name,site_type,nation,security compliance,mainip,subip,domain);

}
SQLExecDirect(statement, (unsigned char *)(const char *)str, SQL_NTS );
SQLTransact(mh_environment, statement, SQL_COMMIT);
SQLFreeStmt(statement, SQL_DROP);

}

void WBLDBUpdate(char url)
if(MODE == add) I FItRE

str.Format("Insert into WBL values (\%d, %d, %d, %d, %d, %d)",
domain, nation, security compliance, mainip, subip, attack date);

else /| HE R E
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{
str.Format("Update WBL Set Domain = %d, Nation = %d, SecurityCompliance
= %d, Main IP = %d, Sub IP = %d, Attack Date = %d Where domain = %d",
domain, nation, security compliance, mainip, subip, attack date, domain);
}

SQLExecDirect(statement, (unsigned char *)(const char *)str, SQL_NTS );
SQLTransact(mh_environment, statement, SQL_COMMIT);
SQLFreeStmt(statement, SQL._DROP);

H

void WWLDBDelete(char url)

{
str.Format("delete from WWL where domain = %d, domain);
SQLExecDirect(statement, (unsigned char *)(const char *)str, SQL_NTS );
SQLTransact(mh_environment, statement, SQL_COMMIT);
SQLFreeStmt(statement, SQL_DROP);

pageTrustLevel(char url, char ip) /R HO[IX| AMZ[E It
if(WWLCheck(url)==true)
{

CString query_statement = "select site type from WWL", insert string;

RETCODE site type result = SQLExecDirect(statement, (unsigned char *)
(const char *)query statement, SQL _NTS);

CString query statement = "select subip from WWL", insert_string;

RETCODE ip result = SQLExecDirect(statement, (unsigned char *)
(const char *)query statement, SQL_NTS);

CString query_statement = "select security compliance from WWL",

insert_string;

RETCODE security _compliance result = SQLExecDirect(statement,
(unsigned char *)(const char *)query_ statement, SQL_NTS);

}
if(WBLCheck(url)==true)
{

CString query_statement = "select site type from WBL', insert_string;

RETCODE result = SQLExecDirect(statement, (unsigned char *)
(const char *)query_statement, SQL_NTS);

CString query_statement = "select subip from WBL', insert_string;

RETCODE ip _result = SQLExecDirect(statement, (unsigned char *)
(const char *)query_ statement, SQL NTS);

CString query_statement = "select security compliance from WWL",

insert_string;

RETCODE security compliance_result = SQLExecDirect(statement,
(unsigned char *)(const char *)query statement, SQL NTS);
}

[/ REEO| TE APIE FEEEH, 28d)
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switch(site_type result)

case free: /IFRSAE AR
total = total+(3*4);

case newnon-banking sector: /A3 2 &
total = total+(3*3);

case portal: [/ZEALOIE
total = total+(3*2);

case government: SR
total = total+(3*1);

case non-banking sector: /M2 2&8dH
total = total+(3*0);

case banking sector: VS ==

total = total+(3*0);

}
// s URL®] 1P the] A of 5 &<l
if(ip != ip_result)
total = total+(5*4);
/I 2ot Me| R&F =l
if(security compliance result==false)
total = total+(4*4);

[18 5-4] WVMS Server &il¢]
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ofee] [1¥ 5-5]i= Phishtankol Al A|&3l= XML &A49 o A]e]ar,

o] XML 4% o g3te] DBel dlole|g Agshs dueZe (11

o]},

<?xml version="1.0"  encoding="utf-8"?>
<output>
<meta>
<generated at>2008-08-06T07:51:40+00:00</generated_at>
<total entries>4155</total entries>
</meta>
<entries>
<entry>
<url><![CDATAT[http://gmglory.com/cns/abbey.com/?usid=PhishTank was_here!]]></url>
<phish_id>484086</phish_id>
<phish_detail url>
<I[CDATA[http://www.phishtank.com/phish_detail.php?phish_id=484086]]>
</phish_detail _url>
<submission>
<submission_time>2008-08-06T01:49:24+00:00</submission_time>
</submission>
<verification>
<verified>yes</verified>
<verification_time>2008-08-06T02:31:08+00:00</verification_time>
</verification>
<status>
<online>yes</online>
</status>

</entry>

[z1¥] 5-5] Phishtank XML Code 4]
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void fileOpen(TObject *Sender)

if  (OpenDialog->Execute()) {

Caption = "XmlTagExtraction - " +  ExtractFileName(OpenDialog->FileName);
m_OpenMode =  OpenDialog->FilterIndex == 2 ? otfUTF16 : otfUTFS;
StringToWideChar(OpenDialog->FileName, filename, sizeof(filename));

HANDLE hFile = OpenReadFile(filename);

if  (otfUTF16 == m_OpenMode) {
CWStringFileReader file_stream(hFile);
root =  parser.Parse(file_stream);

else  {
CByteFileReader file stream(hFile);
CUTF8DecodeStream  utf8 stream(file stream);
root =  parser.Parse(utf8 stream);

}
XmlTagTree->Items->BeginUpdate();
XmlTagTree->Items->Clear();
if (NULL != root) AddXmlNodes(NULL, root);
XmlTagTree->Items->EndUpdate();
CloseFile(hFile);

}

H
void AddXmINodes(TTreeNode* trNode, CSXmINode* parent)
{
TTreeNode* sub_node;
if  (parent->HasChildren()) {
TSXmINodes& nodes =  parent->Children();
TSXmINodes::iterator node;
for  (node = nodes.begin(); node != nodes.end(); node++) {
sub node = XmlTagTree->Items->AddChild(
trtNode,  wstringToString(&(*node)->Name()[0])
).

s’ub_node->Data = static_cast<void*>(*node);
AddXmlNodes(sub_node,  *node);

}
} H
void ShowNodeData(CSXmINode& xml node)
{
EditXmlTagData->Lines->Clear(); /| Tag Data
EditXmlTagData->Lines->Add(  wstringToString(&xml node.Data()[0]) );
XmlAttrList->Items->BeginUpdate(); /I Attributes

XmlAttrList->Items->Clear();
TSXmlTagAttributes& const attrs = xml_node.Attributes();
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TSXmlTagAttributes::iterator attr =  attrs.begin();

for (int i=0; i < attrs.size(); i++, attr++) {

TListltem* item =  XmlAttrList->Items->Add();
item->Caption =  wstringToString(attr->first);
item->Subltems->Add(  wstringToString(attr->second) );

i
XmlAttrList->Items->EndUpdate();

[1¥ 5-6] XML Source Code A& QHo|E &&& HFO

O 1o

3. A2 s

Wk o] Visual C++

CPU : Pentium 4, 2.13GHz
- Memory : 2.00G
- OS : Windows XP, IE 6.0
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3.2.1. WWL DB A4

5 Apazk

AR s A

RRo g Aot}
% =

gl ol gt Aul

E-mail&

EHQ Ao EST FHH Alo|ES
TEAL PR o FolhntE A
Fe NHEES aFsE A 27t
Alesd ~ A3vsAS £7]8H4
WA HE AZFERe o Fo

daumn
naver
yahoo
kbhstar
wooribank

citibank

samsunglife

kumholife

rushncash

sanwamoney

wuww . daum.net

WYY . NAVER.COM
wu . yahoo.co kp
wuww . kbstar.com
wwy . wooribank.co. ke
www.citibank.co.kr
wuw . sansunglife _com
wuww kumholife.com

wwuw.rushncash.com

Wuy . sanwanoney.co .. kr

211.115.77.212

282.131.30.83

202.212.171.217

211.181.199.211

218.182.9.227

192.193.83.158

211.45.38.185

218.185.6%.162

222.231.28.155

61.78.123.28

[29 5-7] WWL
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3.2.2 WBL DB A7

WBL DBE A4 9= &9 Anti Phishing Alo]Ed A F85 = A st
Al Alo]E o] BES o]g3lt), o] tFE o A Alo]|E] YA 7}

S8 el B 4 nddY B dow 9y AolEE Be

N

1= -1
% 9% Aelth WBL DB writh Qulo]E M=% she] gue HUYS

Y 5-8]2 PhishTankol A A|&F+= 34 Alo]ES] XML #A4

a
o] dF-olt}. o] & o]&3ste] DBl HeolHE ¥ daly

g

< [Z2¥ 5-9]¢]

<?xml version="1.0" encoding="utf-g" ?>
|- <output>
- <meta>
<generated_at>2008-10-30T01:55:24+00:00</generated_at>
<total_entries>12848</total_entries>
</meta>
- <entries>
— <entry>
- <url>
<I[CDATA[ http://lndirlx.com/portal/index.html J]»
<furl>
<phish_id>542014</phish_id>
~ <phish_detail_url>
<I[CDATA[ nttp://www.phishtank.com/phish detail.php?phish 18=5¢201¢ ]]>
</phish_detail_url>
- <submission
<submission_time>2008-10-30T00:48:03+00:00 </submission_time>
</submission>
- <verification:
<verified syes</verified>
<verification_time >2008-10-30T00:53:30+00:00</verification_time>
</verifications
- <status>
<online>yes</online>
</statuss
</entry>
- <entry>
- <url>
<I[CDATA[ nttp://rnalid.demystifying.onlineupdatemizror.ngjo20min. fhievs  com/ control ntm?/renewnizror/siteninderagent/OSL. htm?
10B=zCIzMPzcéasamp; refer=P781DTHgJo20Min ]]>
<furl>
<phish_id>542008 </phish_id>
- <phish_detail_url>
<![CDATA[ http://www.phishtank.com/phish detail.php?phish 1d=542008 ]]>
</phish_detail_url>
- <submission>
<submission_time>2008-10-30T00:30:45+00:00</submission_time >
</submission>
- <verification>
<verified»yes</verified:
<verification_time >2008-10-30T01:08:35+00:00</verification_time>
<fverification>
- <status>
<online>yes</online>
</status>
</entry>
-~ <entry>
- <url>

<![CDATA[ http://online.lloydstsb.co.uk.rtoe. tk/customercare/serverid/cform. jsp?

[72¥] 5-8] PhishTankelA A%+ XML 3 o] A]
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HentryelutSEREHRLAE
b = striemp. &1 locSysStringl )i
bstr = SysallocStringlb):

HRCALL( p¥HLOom->sel ectSingleNode(bst r, &pNode), "dom-=selectSingleMode: *

if [ !phoda; {
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}
elge |
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LPCETR cmsg = OLE2CA(bstr )i
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AN S ERARE? http: /0| ELRHE
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char+ StrUrl = strstrimsg, Analrl )

AN FEEMAED]
int Strleng= strieniStrirl )
int ReStrlen = Strieng - 9; A/SHIEEAE0(HA HHZ0a 0HEE 0

char Restr[300];
char +ptr;
ptr = strncpyl ReStr, StrUrl, ResStrlen)

£I0B 27
Connect0B. DB_Update( j.ptrk

[19 5-9] XML 419 DB ¢HolE
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