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<% 2>% 7]E RBAC Edo|t}[30].

RH

Role
Higrarcy

Permission
Assignment
UA

User
Assignment

User
Assignment ADMINIS
TRATIVE

ARI ROLES
Administrative Administrative
Role Hierarchy Permission
Assignmeant

a7 5. The RBAC96 Model

o] mdlo] AU — USERS)+ Az dlFolt} A& 21 o o]
Ueldth o] 98(R — ROLES)S Z A oA Hatof &3
A Foix At AAzE st A#HE YrES 7 €Y TSy
o] goltt. AZH(P — PERMISSIONS)& Al =F ol A sji} o] o] o /gl gk
Aol 54 ol g drtolth. £, AAIg AR @F(UA — User
Assignment)®} #3F &F(PA — Permission Assignment)< th—tj—t} #A =

Ne

A3 ok F, AEAE Be 9F9 749 F dow, sy g

=<}
e A8RE 74 4 Atk dge Be H7tE @ 4+ gom, s
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2
A EAAA StellA FAEE FolH, dE 5o &9 94T 59 JE=EH
B I &7}Hste] AFAAT[20][21].

A7 H2A] mde A% AdS AEFoRM AHgAst 159
HIES aRHoE AT F A =3 24 W A H2 s

3) EF3 JE

B HolM= ZeholMA] A 7vte] AQIPHET #™

A3

=4
M
ot
N
iy
o

D P3P(The Platform for Privacy Preference Project)

W3C¢ P3P(The Platform for Privacy Preference Project)s= & H E Al A
Hl 2 A F AL} Au] 2 o] 82} Alojol A JIRIFEESHAS XML F2o=z
F8st= FEolt. ole MABERS A S AFHoZ A5t HH3s)

g ged A9, A AJARE A, 5, P3P MHIAFEE F
=

o 7]1% FAL P3P AMAARERS A LRI ou, FAL 9 299
AAANZIZ] AT AAUSE 55 BT P3PEAL JHJAARES FAS
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ke

Ast7] §% P3P AANES A8l A4H AARATER o] FojA|u,
EG P3P 7B HolH 27nle) AWESS FEAT. o JE HolH
27lvbE BE P3P AFEA oo MESC] ANslol st AYAESY U@
nE Aot 2 AAARREHAL 7} ohEe AgHE AAHR
BHoWH7F Adolsted 2005 1€ 2z =71dE 3 =
2 s P3P vl Amete] WEHATH22].

P3PS 7]B FAL AgA oolMES 9 AW FAZ o FodT. <2
Y 3>3 o] AgA7} P3PYIe] WAH Ut U HekS Ao gesu
AgAS] BetSAE 1 el AE 9% P3P AAL AFHOR Wol g F
Atk P3PAA L £AF ALEA oo HEE AL 43E AMH U=
stel, A AAL AEAT F5T 4+ A= AAX BBL R ALEA

A TR g FoolA Mulx o] § RS ZAHIT[3]

A simple http
transaction ) <
with P3P added

2002d 499 FARTZTOZ FAFJY. vlo]|aZATEE JIHY JAEF
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# 6.09] P3P 7|5S dF AP, AT&T= P3P} #HH AFS F&8
=2 Azt AT[10].

@ APPEL(A P3P Preference Exchange Language)

P3P} H&o] W3Ce AHEAZE ApAle] S @St P3P oo|HES
Ztel P3P A S wdd 4 =2 APPEL(A P3P Preference Exchange
Language)S A|¢3tH[10]. APPELS ¢ AlolEQ ARG A ALE-=}
ol HES] HAS Hwsty] sl AFEAZE AFTE 5
& 7 Ae FZF dojolth. =, ¢ Ae]ETL AASHE P3

P
47k o2 84, AW, AT F b WWS TAY F YRS o2

APPELE A}4lo] AASt= AF oA AE=E 2T F dH. o=

AL HF3E F = APPELE FAFo=H, Holdt 21§ W vk
AREAL ol AEENA A4l AARdS Ay, S vlasta H

o 5 5l 7R/ R o] go] Fhsstth27]. <19 4>+ P3P APPELS] AW
He HlwE HAFET[29].

Website P3P Policy APPEL User Preference
- <RULESET>
- <RULE behavior="request">
- <POLICY>
- <STATEMENT> - <STATEMENT>
- <PURPOSE> - <PURPOSE>
<individual-decision /> <individual-decision />
</PURPOSE> 1 </PURPOSE>
- <RECIPIENT> - <RECIPIENT>
<ours /> / <ours />
</RECIPIENT> </RECIPIENT>
<DATA ref="#user.login.id" /> <DATA ref="#user.login.id" />
</STATEMENT> </STATEMENT>
</POLICY>
</RULE>
</RULESET>

agl 7. P3P-APPEL matching
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QEY AH 2] WAL ANGRY) FEEE EoluM AAPR FEA
nsh ge ARdsse HAAE AR Ak ol BAYS o2

71 Y& g elol A MAARRZ A3 7|& W A3yt &us] 1y F
olt}. &9 YE A A= PORTIA, PISA, PRIME, PiMIZ} 9131 U)o &=
ETRINA 7§et3k IDMS7F At

» PORTIA(Privacy, Obligations, and Rights in Technologies of
Information Assessment) — &3 A AH A A9 HIZs JHE t}

£ shtel EnFeln AYA =YYAAE Agdh Fo A7
.]

HS 9% A4 A =5 ey DY 23S B tid AT
£ X8 Folth

» PISA(Privacy Incorporated Software Agent) — WE = A A 7)<l
AR FF glo] AHRAE WAlete B3 dFE Fdstes Aed &
ZEJ O] oo]HE RAS Fe ZEAECT. MNRIAEE HId)
71 A3 A WAUEFS S ZEolHA BE TS AlT3Th

» PRIME(Privacy and Identity Management for Europe) — &% identity
w2 Az"lso] ZgolHAIE Aslele AAF EHS A AA
Fo BAHS Fi Udd. @A Y AXTUE zepo|lwAo] HFS
7] Eoes TgE ZoolWAl-AE |23 A7 T

» PiMI(Privacy in the Mobile Internet) — 2 H}Y 3FA o) A o] Za}o]n]A]
Sl gk 7=2Q £FAS A =Y. S, 2upd QAEU

AN EI doly, 9% dH o]y, CPI(Capabilities and Preference



Information), A= ©lo]E 2} & Jddo]lHEY /MAPEHT FHoF
AS dldsts AAT dHeoly Bt B FAS AAIFH2][3].
IDMS(Identity Management System) — ETRIONA 7} 23}k identity &a] Al
2Eo g AREAL, AMH|Z ARFAV]V] T OUEYI dAdE<= JHA

S Y33 YES=

R

ol

9] identity £4, A9 SHA, FE o] & AA
identity®] AHF7IE HAAHo =z BYNFE ZTHAE 7¥ Fxoltt

[10].
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A FTH9]. o]Hg AY JHIPRES F=7]Te o= NP E Ao
Az Bygd 5 glds A2, 34

& B3 7|5 A Fo ok IH[7].

g2 e WEL ol 23 U FFANA TS T
e GuAAE BARAN th F249 oelsel A7) YR

™
1-0{1

45717 94 @R BPAAR, REFAL 59 Avbf 2BRA
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Il & CRES
RBAC o FH 9iFe HINOZ SHol AEMsl SH
oap o Zajolu{Al M E#0| 2Etof M Ealsel 3
o AlgXIEel P3P =X 214 olu|
APPEL o BE Al Baf 2y 9 USEE LY
o ABR HHeS W2 3o AIBBOINE L2AIZ
EPAL o ZZlo|HA| HADt Hij2 FHEo FZSHIL olHS
XACML o BT YHO| JHSHNIT, ofn MYt UL

A 714 2APS AR Aetd o 2o
WA, HZA o] F 349l RBACLS 1992 2749 o]
o] AF wlolgMols #He] Alzd, Bot@el E o
Soll RBACY 7]5E5S Fd37] Al&Astd oy, 1758 715 7t flo]

T @5 RBACY &4 o7t B4t EE3 YAt i &
AEZ = FRo} APAES NISTol A RBAC £F¢HS 7EsiA = At
[1]. 3tA¥F, RBACS A 959 HIZAo] AL Ate At 230
A Qo] FAIR WEtE AFAAME FIA 73 F Alort o Pk
MAHEE T 73 71E< P3PE ¢ S40AM MAAHFERE B3T3
A3 Aoz B RFE v ud TAYHS AFA. F, Add

Agel MY 9 BeteAE ALgHT



S3 Qe ASAE IT B 58 Juns #d FAA el A9 g

3, P3P7INES] APPELE AREAZE AA AAle] Aie AAS A4
offt AAFA o AFHe WAUZH ol AREAY AREEolEE A
A7tk ob&e], APPELS Ap&o] F&& ¥A st g =71 =A 2
HHo g2 g A ERS ZesiA "o aga 5839 ARl A
o] 3] FFE FY3 7ol XML 71¥ke] APPELo] A7} & Ao =

N
==

a7 HEef & zepolH Al FHo ik A
ddstr] 913 7otk [10]. EPAL ol AR&AL
e 22 2] (User categories) 7Y HIolHE A1&3t= /MAS w3y, d
o] FHA|o] Al ZEtolHAl A= FEFO] HITARI AHAG[31].
=, ZgolHA] AT ENE FAY RAE VAR RS VRS H A
o7} g, AAFE YA Al AsA XS

ztolHAl HAAES AT F IEEFE dFe ZTolgte HAA P3P,
EPAL®} H15:3F 7]E2 XACMLE XML7|uEe] ddojz 74" FArd=z
Z dHA do ole 71 W HeolH A % AMEA FERE ES
g 7lsE BHu gFstal EF3 zZepolwA] AAS st AdE
AT AA (AL HH1)Y AFH FRE ALSHAN, 4 AFES Yv7t

Bt ga, A FES AT £ JT[10][031].
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IV. PIPS(Privacy Information
Protection System) Ty Ol

ol FHE nh, § A=E SAHAA TR ZEto|HAIE EASH] ¢
e HAE 2 7sd Heko] e 78, £ =FdAs oy 8FA
S PIPS(Privacy Information Protection System)ol] Z &3l 70 A RE &
2] 2 H3E3t PIPSt MABEES A|2¥og XEA] 4H8tA P YAty

AYPog FPFQ ZgAEOH H A= PIPS e I FA oAY

219l OECD ZzholwAl o el = 7HJIAERES #AdHS A8k
ARG AFOIAl MA BHE stol] b MHlA o] &S AT F V€ AR
Heb Aol ofs) AAdE Al
ARt oW Al Fojol 2
ARt = QA7) o] E A

&3} Al&H e 7S Fol o

25 B AlLF Y Het Yee AF
Aol 7iwtoz HAHA @Fo} ZepolMAE
T At ol T oA HE FA 2 A
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oM AHgdte A9 FAL Beld
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ry
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V. AP ERY FHAZ HHUS

AEU TE=E Qg AtolH 1Yo tigte® A MeAl ATd FHAL
FY A AHo =2 AJAFEY AFHHQ #Hy L F8L F A= PIPS &
FAE At o, PIPS+= Privacy Information Protection System@] 2F
A2 67HA 715 (O T3 A 5, @ EHARE o3 &3A 9@ HIA
o] 7%, @ MAAFERES HAAAR 75, @ AR 75, @ AHEA AMA
&9 ¥ Notice 75, ® "AE xd2 7]5) 7€ AF7F I8 Folth. £

=z PIPS Woll AAQBEES HAAAD mAY S B #l<tsiH,

AAAne 97 B9 AAYuRs Bd A7 5% 9 AE8FL v
oz U W el AARRRE] FAL ANDT EH Zeho]w A7}
Hgd g qoAols] 4Ae A4sn, 248 44 g} e
o AAAR ol¢ B BEo] U FAS ANDY. Aol WAYE T
2% Jlgor A7 2 7del Wl Jedh ALY WAYZY rEL
g8 Werow Ad Hgste AA A gt AEHL A
A @,
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2. IHUSE X

PIPS(Privacy Information Protection System) 72| AA o} 7)€l = F+A4
TE <ay 5> Yeidg, B AT AEd AJPREE FA A

A 1) Zgo] WA 7]xke] A A o} (Privacy —based Access Control) 9} 2)
A ] (Policy Management) 27§98 F#02 FAHG. HIA o &2
719 HZFA(RBAC)E Sl AHEALE 92 FEstal J&of 3 3st=
HUSHE AFEAA A FoAst. JJARFRE #AEsie AP FES 2
HAl o ¥ 7|8k Feojd FAd we} /HAF R ARl g /AR
FE 2R =3, AT ads AAS gAste Al2=" A
Hlwslal 1 7|t g ZAZEK S 9 #eE TPt HT s7teE 8F

Ao} a7 o5 HAYRE A%

12 o re

9

I
i

2. AHER E]l
v 3. A5H A8l 2% User DB
. Ce% User Authentication
. Key
- Cross Certificate AVNBER T A A7
___________________ 2
1 Palicy Mangement |
1 gy !
1 - o 1
' .S
l v l
1 Human Policy |
1 Readable Policy Analysis / Parser
1 1
: / : Policy DB
! |, 1 = e
P |
: %, .E‘ | 5.[dAg
1 : 1
Policy Policy f
: Gathering & Repository  Enforcement | Law D8
Loy i i e S ! Log DB
1T4, AN E ZA 9y
e - o]z EE”ﬁT
I Rale 1
I Q&'/ . Permission 12? : 6. Event 715 i
sasas hd L L0 e | ,5% hie |
LARE AS | Assignment Constraint _
i 1 At Z1s Log Record
i Privacy-Based Access Control |
ALgR o 9
Notice 715 Auve ojcs 7. VR BALH

1% 8. PIPS 7k
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A A AR REE FAARA HAYZ L RFHOZ Y
Stal iR RE S AH JHie] HITEAEZ Fd A& A

A% 5 Y= Auzs AT Aol Fasth o A

I
Fds A% F2 7 EE89 Vo2 e dadEeE 1¥d)

Algorithm Privacy-Based Policy Management (user, policy)

1
2
3
4
5
6
7
8
9
10;
11
12
13:
14:
15
16:
17
18
19:
20:
21
22
23

24:
25:
26:
27
28:
29:
30:
31:
32:
33:
34:
35:
36:
37
38:
39:
40:
41:
42:
43:

: requestPolicy <— An array of strings provided by the request policy in PIPS
: purposePolicy <— An array of strings provide by the use-purpose policy in PIPS

1=

. result = false
. check = false
. if login(user.id, user.pwd) = true then

if user.auth = accept then
// Human Readable Policy
if action is happend then
while i < reqeustPolicy.length do
if regeustPolicy[i]idx = action then
oecdidx = Oecd-Define-Table(regeustPolicyli]. relatedOecd)
lawidx = Law-Define-Table(oecdidx)
if lawidx # null then
Read-Policy(user, oecdidx, lawidx)
if

end if
i+t
end while
end if
// Policy Analysis / Parsing
if policy is requested then
i=1
while purposePolicy[il.idx = user.policy.usepurpose do
parsingResult = Execute-Parser(puropsePolicy)
result = Execute-Policy-Match(parsingResult)
if result = true then
Policy-Gathering-Repository(restlt)
Policy-Enforcement(user, policy)
return true
else
return false
i+t
end while
end if
end if
end if
// Policy Gathering & Repository
Policy Gathering & Repository(policy) {
policy = Select-Policylnfo(user, appelContext, accessControl, condition)
if Check-Policy-Collision(policy) = true then
Insert-PolicyDB(policy)
doc = APPELDocument-Convert(policy)

_28_
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M return doc

45: end if

46: }

47. // Policy Enforcement

48: Policy Enforcement(user, policy) {
49: if policy is updated then

50: check = Check-Update-Policy(policy)

51: if check = true then

52: Update-Policy(num, oecdTitle, lawTitle)
53: result = View-Policy(policy)

54: if result = true then

55: Insert-PolicyDB(1um, oecdldx, lmwidx)
56: Send-EnforcementMsg(user)

57: end if

58: end if

59: end if

60: |}
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3. HHIHUS T
1) ZgtolH Al 714te] HZ A o] (Privacy —Based Access Control)

ANARE 802 BE37] YalME 7R &L 2H(A 32 Al

MAYRE ol § B AFsA LHES H25AZ Bosih o2 93 9
ol AEAcle] T2 Hgstel AAH BAFLS ATk,

A HAYZAA Aosta e g2 A9 AJAYEE 2fstar
A= MAAEASE AJAFERE 2Fs=
ALEAbE A AERE #esta BE o8] ZhwstH, dA= 71E U
BEE o8 B FA4E & dd. dAe aFd= vidd N3 E -

T 7Re 71, AR ) G780 A8 - 554, ISP §)e 2 AS5H

0

O

ROLE ROOT

M A& R AHA
Ha1d Yt A-g 2 EE) uloge]
84 Isp HIZIRA =7} ez ERs

o
S
m
o
i
e

gl AgAE dFeta AJAAR o] &l the AT
Al Ajg ot ZetolwA B3 E A H2AES sl 7€ 9
X

A, 274 wg HZol AFE F UAEF
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Constraints feceeccmccmcmcnaan

\
v
3 \

Privacy-Based Data Permission\

Purpose

Binding

|

v

'

\

'

\

.

'

\

|

\

! Role

\

A \ Hierarchy
i

'

\
i
\
'
i
i
|

|
~
User Permission
Assignment Assignment

Data Permission

2+ A g
Users AARE 0|88t ALEXL B QXL
Roles AAEAM MEOE L AIRH 29 EFE 9 Mo
Roles = {User, ISP}
Sessions SHO 2 ALEXIZL & EEE + UTE o
siLt E2 1 olMe ESE AXMSUHIMEE)e e M2 e &
Operation N H2ub
Operation = {Create, Read, Write, Delete}
A ARl osiAM Ba|=l= A (AR2XEe| THeId )
beit) Data = {UserBasicinfo, Conauctinfo, ... Creditinfo}
QEXIL HEE 0|85t SHES M9
Purpose )
Purpose = {Marketing, Delivery, ... Payment}
" clolEfoll HZst7| 2lsl st =A
Condition . .
Condition = {AgeLimit. OwnerCertify, ... ParentsConsent}
: ALEXRPL gl sEEE =7, AE JjelyE ASH g A &
Constraints T o HokxA £

Us AR = (A E AJ2"o] A A, User Assignment® Reol] &
FEHY. RS 9o Fosigz gTo] FRHW, I ujAEH HSE Al
o] Role Hierarchy #AE

AAEE AFEGI FEBAS 2E

Permission Assignment® A}gA = HZ 7|5 2 @IS v A2
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A5, WG 21 CF A H2e AR AvE FAdTh
=

2) A3 &2 (Policy Management)
D Human Readable Policy

Human Readable PolicyE &3l AAHQ] E/F=Z AAE A5 71+F

Es ANRRRE A FHY 5 AEE F= Aol

OECD
Security Safeguards
Accountability WBE  Aeme vz
H29Z A 7|
HaaZE3 Uoo| x5
HrE el meel AUz A HaaZs Asgolgael gy
H32E  saeyid H44Z4 A27F4
H53E 7RI e84 ey 94 ¥ 74 Hi4Ze oA ﬂi@ HAAFTET
A3E2 zye
AsE  Amad
HREs gadozage Ay
HuaZe ojgael AR AFET 2
HaaE10 oiojo 24 24 8 A48Ea W 4ne %1\5*4
HabZE2 YA wEALSE JYUAY DF g AasE yzsaw dyy #e
HaBE  HosUT BB 5 FA AsIZ Fad29 I 8eAY
A18%E2 2aAme g2 Hs52Z #Fdmmzags
Collection Data Purpose O~ Individual Use
Limitation Quality Specification P Participation Limitation
ARZE NUY24U/0% Y AMEs Yu gLy H8sy AnZE U/els 5o HerZz IM-ﬂ’a:-_ HaF el 3 nsm ol g A2l 7 H24E U uz e 5T
= 23 ® T4 HAnZE yaoezy we H24ZXa /ddze AF 5o
H23ZE A2 o A Has52 yagugy 9y 3 HasX 114745 ﬂ\%f‘H HRRE H36ZE 29 = H2X Had S8 o A2 x4
Ha9E =Y a8 ) Hzex L ELES )a‘.ﬂ_%““o‘ LAy B AME ‘=-§-*H§OM4 dr H42X2 HadisioiHey 2
A49Z2 S0/ BH AT AU H4633 Y203 FUAD 8% 2
BE =UFA H47Z Yoo swe Ay @ R43E =8 H44%2 yno AAa i H44%7 BUHERY 5534
AspE wA e 2oy An = Ha4ZEs AATCIGA U AMEE ARBUR YT
EEE Asp%Es /S0 PH =2 HuE 2 al Bl
3 Bof €4 4 H4Z6 G\%A}Vﬂ e ArAF HsoZ °51|g’44 #9¥e
Hs50E Rl Fe By YE dsel AP % EERL
dgel AW AspXe A2 WS #T AF 5o HHMIT Eqmz_l 2EFA  H44Z3 Uy *z\
hd H48Z R TAUT Ay g
AS0ES Y252y BuY =2 Al
34 5o A Ha8Z3 Hsfajug U
As0Z8 2UUHE AT F24 HsoE %He|Sao| BaM e
AR dgEa HEg AT

HaaZ3 o9 x5
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23 F AEE fAABRES Heto] 2R At FY BHE F32 et

W ¥ F< OECDY “EglolHART S %]
B FAH 5o B3 slol=ged 8¢F’S Vwte g I H(HREFA
&

3 8 JERES Sol #F WE)S &8st <2 8>3 o] I

=
=
@A AHH AAFRRE A PFEES /O AR 7T

" Collection 1L Data ML, Purpose IVO V. Individual VL Use
Limitation Quality Specification RERIERS Participation Limitation
+H3R Subject Bt L] Bfak] =71 22 Zsolg | FmAz A
Accountability Accountability
& Security & Security

;

:

=% :

Individual & BB A ]
‘

Participation

Accountability

& Security
Accountability
& Security
Collection Accountability
Limitation O & Sec urity
Data Individual s JHolmmo) ey
Quality Participation
s ) oA

3% 12. OECD ~|gre| JielEEE S M 2| E/E
o= OECD9 67}A €3 o 2 +qdH= 7Ioe /st 9w Al UH A

27FA 4=l A (Accountability) & ¢FA A (Security Safeguard)F-#2 o] 3}

G2 ARG 3, 4 BRE NN ]88 2Ux) 3 Waoy
PN
T

AeT 5 Slwe] WAY W, AYLIAH] BAE ¥ ut
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<7xml version="1.0" 7>
- <POLICIES>
- <POLICY name="forBrowsers" discuri="http://www .catalog.example.com/Privacy/PrivacyPracticeShopping.html"
opturi="http:/ /catalog.example.com/preferences.html" xml:lang="kor">
- <ENTITY>
- <DATA-GROUP>
<DATA ref="#business.userID" />
<DATA ref="#business.userName" /> 1
<DATA ref="#business.companyName" />
</DATA-GROUP>
</ENTITY>

- <ACCESS>
<all /> 2
</ACCESS>

- <DISPUTES-GROUP=
<DISPUTES resolution-type="service" service="http://www.PrivacySeal.example.org" short-description="PrivacySeal.example.org" />
<IMG src="http://www.PrivacySeal.example.org/Logo.gif" />

- <REMEDIES>
<correct />
<money />
<law />

</REMEDIES>
</DISPUTES-GROUP>

- <STATEMENT>
<CONSEQUENCE=We use this information when you make a purchase.</CONSEQUENCE>

- <PURPOSE>
<delivery />
<marketing /> 3
<other-purpose />

</PURPOSE>

= <RECIPIENT>
<marketing /> } 4

</RECIPIENT >

~ <RETENTION>
«<stated-purpose />

</RETENTION:

- <DATA-GROUP>
<DATA ref="#user.userID" />
<DATA ref="#user.userName" /> c
<DATA ref="#user.occupation” /> =

<DATA ref="#user.email" />
</DATA-GROUP>
</STATEMENT>
</POLICY>
</POLICIES>

32 14. APPEL 24 3t o
2 7betd <2¥ 11>3 o] APPEL 42 Fd 9t (1)dA &
o] AR2 A, (2)9] <ACCESS>d|A A olE A3t} (3)d)
A APPEL A EW oz JF3AHE <PURPOSE>E E3) o] &E7Fd ts)
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$

o
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golatal, (4) <RECIPIENT>Z @327t {28 & de 559 A4S

oo

Aty At (5) <DATA-GROUP>A A& 7HAAR 3Eo] o]
o] 7}& 3ttt
@ Policy Enforcement

AzE WA FRIF MARAL Fh AASG 2o AR A B
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Ao BAASE A9, AR TE 5O fvro] WAL A4S B WAEE
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Abstract

The Analysis and Implement of the Privacy Information
Protection Mechanism in Web based System Environments

Kim, Kyong-Jin
Dept. of Computer Science
The graduate school

Sungshin Women's University

With the development of the information technology and the internet,
new problems of IT re—engineering(e.g., cyber crime, personal information
abuse) are increasing ever before, and the concern of overall information
society i1s also rapidly increasing. Further, the cyber crime has moved
from the internet environment to the real world, the estimates of damage
have become more diffused. As the business related to aspect of personal
information is being developed, various risk factors such as personal in—
formation abuse, mis—usability, and illegal distribution are getting more im—
portant problems in these days. Even though the government continued to
promote personal privacy protection law, there i1s a lack of counter—
proposal related to secure and privacy.

In this thesis work, I introduce how to analysis and implement of the
privacy information protection mechanism in web based system
environments. I suggested the privacy information protection policy based

on preliminary studies of standardization technology, regulations and laws



for protection in personal information. The privacy policy in the technol—
ogy aspect of personal information protection is represented as APPEL(A
P3P Preference Exchange Language) which is one of the standardization
technologies, and I describe the analysis and design of the PIPS(Privacy
Information Protection System) engine that effective access control to sup—
port law—based privacy policy. Lastly, I also introduced how to build and
design of the policy for systematic information protection in a secure
manner, [ prototyped the privacy information protection mechanism which
provides law—based privacy protection for feasible approach in real system

environments.
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