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I. A3 d+

B Ao = Feature selection, Bit scaling, Undersampling Al 7}A] d]9]
H =4 7o A8 AFE FA4FH

TABLE I Feature selection 7| A A8 AFoA ALE-g o]
EHA Aeke 7S QoFst Fo|t}, Feature selection 7|H& 83
feature®] & M 44 B9 EA ASFE=E MY, MRYE 2

Al7lE @77 FE olF32 A
TABLE 1

Previous studies on feature selection

Ref. Dataset Methods

* GBT(Gradient Boosted Trees),
LR (Logistic Regression), RF(Random
[6] EDBDL’14 Forest) 243} t}& =7]| 9] do|gAl, v}t

[e}
He 2He B3] LY AT, 45

)=
w4

o

« KDD'99 Hlo]E] Al A featureE A1 s}

KDDCUP’99,
[7] A2 dolE Al NSL-KDDE A|¢tste] A
UNSW-NBI15
52 B4
Malware Detection,
_ o Z}7te] HlolE Al A featureE Z oA A
Android Malware B
[8] g HUIE L, feature selection® &3
Dataset for o =
Ho

Machine Learning

* Feature selection 7183 F2 o]y o
CCCS-CIC-AndMal #], Random oversampling, ©]A&3: 2], 3t

-2020 A3 T 718 Y GFES 53 feature

[9]




Tawfig Hasanin [6]2 GBT(Gradient Boosted Trees), LR(Logistic
Regression), RF(Random Forest) 3719 2€3 o2 zZ7|¢] 37}A] dHolH
A 6708 Bles F&ste] F 547 S A, BRE =239 4TS
EAste] ZHAQ WEE =5k sHARE e Bkl A AEE feature

S I ALgsten, A4 feature selection 715S FEdHA &gt

Tharmini Janarthananl [7]& KDD’99 Hlo]E Aol A featureE 123t A
=& HolHAY NSL-KDDE A¢tstAth. a3 dAellA wole e =7
£ Fola AY #A AsE MAPA T KDD'99 HolHA o]&e thE
olEj Ao W HES 2FT F A

Esraa Saleh Alomari [8] ZtZ+e] d|o]EJ Aol feature selection 71 & 4
g3t A delEAle] A5E Hrbednh 7 deolgAld i3] dHolE
Abol =7} Z+zy Ao 42.42%, 93.5% #Aadt o vlE AT FHo 5.84%,
9.44% A&} o] feature selection®] THE YF3HATh AT wlo]E 9] A}
o] =27} A% WE AT A FAE HAN}A RIAte HAAdA 45
Ao Edol=oz A7 Ytk

Rejwana Islam [9]+ feature selection 713 ¥ dlolg Wx, #d <
HAZH, oldgt A7, d3d=zdg 71 Aol A= 7IWE ARt
feature® 60.2% =°l1 HAYEE 08% /NAE & ATk A Hs H7t
ol latencyE »#sHx] @gtorn dHolg w3t mE dT& BrIehA &%

= AR Ao

o3l

Nl



TABLE 0O+ Bit scaling 7|#o] #3 A3 A

Ll
fo
12
oL
=51
)
O

TABLE II

Previous studies on bit scaling

Ref.

Dataset

Methods

[10]

ImageNet

FAst YA AE Aol A

[11]

ImageNet

[12]

RT-10T2022

QAE(Quantized Autoencoder)
2493 QAEE W33 QAE-u§,

[13]

CIFAR-10, ImageNet,
IWSLT’15
English-Vietnamese
Dataset, MovielLens

1 Million Dataset




Yukuan Yang [10]% &$AF8t ZYALIZE AdStd HE &% 2 Ay
E&s AMdstz mlry 8-S FaAFY. Ade s B w2
< A4S HERZ AT F oA HEe eH&HE Ay £x 3 XA
2HE A FEE 7 A} AR MR o=, Ay X WEE
v g0t Frists, A9 Ry 849 AAAAE BASA Edde
SAZE At
Naigang Wang [11]2 SH|E % 2FHS 839 dolg % A A
28 SHIER E9°on AFe Ad glo] Ha 24 oo =8 AM
ot AR Hlo]HAlS imagenetel st thE HolHAlA AR B 2E A
T2 ASEA &7 AHYE Al Uk
S.

)
o)

B. Sharmila [12]2 QAE(Quantized Autoencoder) 223 QAEES ¥
3+ QAE-u8, QAE-fl6 =S A<k, 28] ol FYE w©Xxsl7] Y3k
A ERX Al2"E s HUlsto WR2e] Z7], CPU A= SHAAM A5

o] FAES Y=stHrt. kAT Raspberry Pi IoT &Xdl A autoenocder,
2o AT FrtdMe AFeE HrhshA] sk )

28 AMEF BA N JFHAE A Tk
Leopold Cambier [13]2 8H|E H& A4 d2S 283+ S2FPY(Shifted
and Squeeze FP8)& A3l S2FP8L BIE AUEE HaAA FA32
A FE EHE HAiFsden WME FHo JtEIE EIT AW
BLUE(Bilingual Evaluation Understudy)2} NDCG(Normalized Discounted
Cumulative Gain)& 37} AXZ A&7 W tr2 do]gAdd &

Atz Aess BT o gtk

fllo



TABLE MM< Undersampling 7ol #3 X3 AT7E A3 Foly,
2 Ed¥ dolgHAdA tY$ Undersampling 7|9
3

S %31 AFEE fAste 7 FE ol FAoh

M N
i

TABLE II

Previous studies on undersampling

Ref. Dataset Methods

nps-2009-casper-rw, ¢ Oversampling 7|¥ % Undersampling

[14]  Honeynet Forensic 71Be Hg5e] Holg Fao] o)A
Challenge 7 g9 HE5g FAANLNE =9
« E7F AL HelH RUS

(Random Undersampling) 7] '# &
A &3t b ML(Machine
Learning) ¢agl&dAeY A5 vl

* RUS 7I®¥o] #& 4 (underfitting) &

[e] =] [e 3] =
T3] S TH

[15] SGCC dataset

* RL(Reinforcement learning)<
7IRko 2 HdAR
RLFOUA(Oversampling and
Undersampling Algorithms)

6] CSE-CIC-IDS2018 ZTHAHLIE Aotstz
16
, NSL-KDD TFRSMOTE(True False Rate

Synthetic Minority Oversampling
Technique) € 1¥EFS &34
AESMOTE®] H]3] A &=}

g4 B

e RUS(Random Undersampling) H] &%
HIlA|A dolgHAeY E4d TAE
A3 RUS 7189 FE34L

==
<

(171  CSE-CIC-IDS2018

_7_



Hudan Studiawan [14]2 &7 3 dolg Al 47}A] Oversampling 7198
(Random Oversampling, Synthetic Minority Oversampling Technique
(SMOTE), Adaptive Synthetic (ADASYN), SVM Combined with SMOTE
(SVM-SMOTE)), 47}A Undersampling 719 (Random Undersampling,
Tomek Links, Near-miss, Instance Hardness)S A8 wl #& dolg=
Z&atd o] B4 HeE AT F ASS BAT AT mEY AR,
latency & W& H7F AZE LA A7) wEol Aol AFA 27l
A&3t7lole= ofelwol AUt

Mulyana Saripuddin, Ms [15] &8 A|AIE€ do]lHe RUS(Random
Undersampling) 7182 &3t t}%3 ML(Machine Learning) €32 &l
Aol Adeg Hlastel RUS 7IWol #4& AgE fFEshA FskaS T8
Atk sHAT AlAE HolEol A E ol gler, undersampling H] &S 60:
o AAYS WE Adstie BT FLHEA Fhenw dad 4
£ Bt ddstrled e oEeo] Uk

Najmeh Abedzadeh [16]2 RL(Reinforcement learning)< 7|5t 2 AA#
RLFOUA(Oversampling and Undersampling Algorithms) Zd ¥ =2 E A<t
3t TFRSMOTE (True Falsse Rate Synthetic Minority Oversampling
Technique) <ielF& Tt 7€ dAHER 71 AESMOTE

o
w5 o

(Adversarial Reinforcement Learning with SMOTE for Anomaly
Detection)ell H]8} F&=7} 215% FHES EAoh st#%F RLFOUA =¥
ANz AeS vud AESMOTE Z#E g9z Aol BAHA de
= AR ] U
Richard Zuech [17]€ RUS(Random Undersampling) ¥]&<& 2 3sto]
olE Al ETd EAE MA}AL RUS 7I1He F84& THIIAAR o

28 Abg= latency 52 LHEA Ut}



m. deolg 54 719¥

1. Feature selection

2
|5 F0l1, HFHFES WAFHA s £=EF JHHTH. Feature
selection2 Filter 7|, Wrapper 7]1¥, Embedded 7| 2.2 Yt}

Filter 7I® & A4 &4 7Iwtste] dF A Q] featureE Aot W
o|t}. Feature’l 53tele =
feature® AHstAY, #4to] 22 B o ggd F&3A4 & 74
o] Atk AT featureE AAIH[1I8]. o 7IHS EHE TFote
FHAgo] otd dloly WA GANA featureE: A 7] wiEo] g E

2] Ao 9EsA Gy WA featureE AT 5 AUt

==
(e
5
Ll
e
=)
i)
i
il
ol
Q‘L
rr
N
A
ot
P‘L
2

Wrapper 718 <& 34 2d9o A%S 1#ste] AA feature & feature
i AEY F8EE HUtete WAeod. g R 5ol FAHE
featureg® st F7tet ALY, d5o] BoAA & featureE AASA HF

&)

feature IS A

wiZof feature Ao 2 Q3 HlEo] FI7E & AT A3 featured:
A 5 QT

A uo 2 Embedded 71 & 8% Hde] HolHE S&st JAoA



2. Bit scaling

Bit scaling< A< HOolHE G HolHE ®Fs= 7I|HORE, HolHY
Td FAEEE Y9531 HolHe AVE oA WEEY AEFS IS
ATt Bit scaling 712 F @AE AA AP A HAA= F5 LAFF
#He FFE WEsE Aot A4 HolHE AFE HBEY o £ o
st A A F 7
o T HAE old dAdA HFZ BEE dHoHE AL bit o
U AY FH3te 2ALd dAoth

TABLE IV+ Bit scaling 7|'H< A8 o 3 &+ = & ved
¥olt}. 16bit scaling®} 8bit scaling< Z+Z; 0765,535, 072557141 9] k&

‘;:‘i
sk 4= Q). 4bit scaling, 2bit scaling, 1bit scaling< Hlo|EAlE Shit= H3IH

B RE ol AYEE BAATE E3/7F

A

et

skl sk9l 4bit, 2bit, 1bit¥hs ARES7] wlEoll 4bit scaling 0715, 2bit

scaling& 073, 1bit scaling< 0719 #S T3 + U0

TABLE IV

Expressible values by bit

Scaling bit Expressible value
1bit 071
2bit 073
4bit 0715
8bit 07255
16bit 0765,535
o HolHE AW WY WE g33e] AF IUL FGsHT Ak

Fo3 Mgl FadhE EHUF U AW Bit scaling2 &3 08



3. Undersampling

Undersampling< 578 dolgHAldA = 7+ AF 59 o7t &
d, iAo ®E B AEo £33 Y29 HolHE oA dHoly EF
&

F TAE 287l AR ZIReld. HolHAe F4357] mEel HolH

undersampling, Tomek  links, Near-miss, Instance  Hardness,

Undersampling 7| 2.2 Y& & Ao}

e

=73

ofs
o

A 71EARQ AReg, = d
oAl T BluA B HolHE 7 ZHzdA AAT HolHE F24
2 Ag32l]. olw FHRAEE AAs7] A FEA A Z=(seed)
< 4AA37|= ¥t} Random undersamplingg 202 YelH 424

(D3 Zo] 23F = Ut

oflt

Random undersampling< 7H3 @<

M

undersampled ~

= Random Selection (M, N) (1)

Table V<& Zo] F2 7|z thst F7|HES A& o, Random
undersampling < Ml A N9 NZz S EA =2 A A sk

UndersamplingS <3 ¢+t}.

_11_



TABLE V

Notation and Description of numerical analysis

Notation Description
M The majority class of unbalanced dataset
N The minority class of unbalanced dataset

Tomek linkse M Z tU& Sz &= 7H 77 ol Holy %
2l Tomek pairg 2, FiHer @we AFo] £ FY=d fdste
HolH & AAAY ol B AAstg F 2 39 BAE BEH
== 7]olth22]. Tomek links® Z@o2 #@AstA FIGURE 134 2

o] ety & 9t

4

Tomek pair
A" m;

M;
5'0 0@
o

®
® o o"
e Yo o ® o

FIGURE 1. Description of tomek links
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Mo &3te HelHE M, mol &3: HolHE mIun EW

et
E=)

Tomek links= AA " o]lE oA Tomek pairE A A3 27 g o|r}.

Near-misst= M3} mAtol9] AgE Tt me dF-E AA S W
2ol t}[23]. Near miss W2 AEE AHIAY AAsE W uet
NearMiss-1, NearMiss-2, NearMiss-32.2 ¥ 3t} Near-missE 2] &
2 Yeid 524 (2)9 Zo] dT & Tt

Moy camprea = {z; | x; € m, and NM1,2,3(z;, M)} (2)

;e dolg stU4E 9n s NMI, NM2, NM3<2 Near miss H A& 9
u] g w Near miss 7|82 Mol dFsHA Near miss H Ao wat A
& d9stAY A AZ .

Instance Hardness© dlo|EAllol| A z+zheo] Q1AW A7) duluf of 3 &X],

% guht A3 BRI oA AMST AP delHE AAs B

_13_



V. of4 39

M
o
[ze)
o
=

m

%ll
L

o

o

ﬂ

A

A=

17] @t webd AFEsh Wme AE, latency

A7

s

3}

sl
~

=~

Ho}

o
o =

Apele]

=
=

AL o]

AA

2}
o]
i)

W)
)

ADE 7N

1

k)
T

ol NE A% obd A9 FAE AT 54 Holy

FeH26].

=N

Fd) @7

ﬁo

el

ol
N|m

B
ol

B

file)
o7

£ st Al

AL8-#3} latency

of SA Hely 2 7I¥e &

&

<

@30l 74

o
i
X

] o1F o] 3l

st A FAC A

[} =
< EF dy

g

8

K
ﬁo
W
90
HE
~H
W

Tor

)

G
"

_14_

3l wlmaE AlS-2 latency &



54 "oy & 7Y A9 @

al
er BEstm, 4Pl YuE A Ee AREES A EE 4

Check requirements

,—' Requirements exist or not I

Yes No
Check memory usage
| requirement
No
Yes l
,—l Check latency requirement '_‘l
Yes No
Se.lect technique Wlt.h t.he Se_lect technique w1t.h t.he Select the highest
highest accuracy within highest accuracy within .
. - accuracy technique
memory usage requirement latency requirement

FIGURE 2. Proposed algorithm flowchart
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7, A4 dlolE e 29298702 27 50%4 FA S
T3 dolHANA BFa e TA F32 Ao, 209, ER
o] Eul F 37A| ol AlEH]AE 915 TABLE VI®t #©] Benigne 0,
A dole 1, 2Foldojs 2, ERojEnle 302 Fddzds WP
=3
TABLE VI

Label encoding process

Attack Type Label encoding
Benign 0

Ransomware 1
Spyware 2

Trojan Horse 3

TABLE VI CIC-Malmem-2022 d®o]EAle WE feature FXH %

featureo] ™3 AEE eEFN Folw CIC-Malmem-2022 HlolH AL &
5570 9] feature’} A& % AT}
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TABLE VI

Representative features information of dataset

Features Description
pslist Process information
dlllist DLL information
handles Handles information
ldrmodules Loader modules information
malfind Malicious code detection information
psxview Process extension information
modules Modules information
svcscan Service scan information
callbacks Callback information
Agkshs A Fo el oby WS GH A% vnE e 5Y 27

ZAdAM A= WEY AFEZ latencys SA AT latency = ol H 9
time¥TE ALEsto] SAS AT HEE AHE&F2 7 dolEHAY AVE F
Aetdd. A= F AT HIFe  Scikit-learn BoA  AFTee

2
accuracy_score SFF-E ARRs AL 4 (3)F o] YEd $ gt

>

p

P TP+ TN
Ccuracy = b TN+ FP+ EN ®

TP (True Positive)= 2 A gto] FAd) HAFo ol & A3t
A$olm, TN (True Negative)2 A o] ¥4 AS$S FE EF3I
4 §-olt}. FP (False Positive)© 2 A ko]l &4 (Negative) 745

A

(Positive) 0.2 ZE o =3 7 o)1, FN (False Negative)=

_17_



(Positive)?] & &4 (Negative) 2.2 ZHE o33 H & 9v]din),
oy 39 ¥4 4% Bt FIGURE 33 2& #3402 Ag3ch A
A g dlolHAlS 40%2 F# HolE, 30%9 HF HelH, 30%¢ H
E dolgz ztz} ¥ 31 Random Forest =28 A&3le] <oFA 39
22 45e AT o] S 1,000 wiEse] BAAHA AP S

o)
IR e R=

olr

Preprocessing
Dataset (Label encoding)

Data Splitting

o [ I i

i Train set | i Val;d;tlon | i Test set |

' (40%) E ! (30%) i 1 (30%) |

1 1 I 1

[—— . I P —— )
Training

(Random Forest model)

Evaluating Model

Calculating Performance Matrics

FIGURE 3. Flowchart of performance

evaluation process
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2. B7b A3t R B4

1) CIC-Malmem-2022 ®o]E Al 7|8k Al & o] A

3 AHA Al EHolAE CIC-Malmem-2022 HolElAle] 2 dolE] %4 7]
HE Agste T $AG Actste w4y HRED Z&48 HUkstged
AlEHNAS e 22 o= YA

CIC-Malmem-2022  d®lo]EJAlo]l  Feature selection, Bit scaling,
Undersampling 7| H< A &31, HA WEY Z&& Hol= Jtvy 3
< 747 =&y a9 HA e getv|HE A &3 Feature selection Hl©]
ElAl, A oteinelE 483 Bit scaling HlolElA, A< sEnElE A

£3% Undersampling ©lolEj Al Z+zk B8k, o] 37kA dlolg Aol v&
Holg =4 7|MES A&t =2 7Fed Z& dHolgAds A4 v
2 HelH 54 7[MES A8 9 sorEe 4 7Y HA | iy &
& AFE degdE FeHHE AT AT ZE HoHAE nEeE

>,
i
v
o
ef
_E
O_|_4

A& Astd FIGURE 49 2t}
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1. Feature selection 2. Bit scaling 3. Undersampling
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FIGURE 4. Flowchart of dataset utilization simulation process

Feature selection 7|H& A&T of HA drg & AHE E&317
A3 AEGeold #AFL & 2o AAF HolHALE £ doly, A
Z doly, H2E dHolHZE ZtZt 40%, 30%, 30%% E&3sitt. Random

Forest 2d& A}8-3to] 2d A5 A 77t & £ YR featureE

s

At i, feature A HE 1INFH 5570744 feature MFE ¢ A4 &4
7t Ao Brbed o

FIGURE 5 85y 29 A5 gAto] 7)o

N

} =& feature <AUE HE
3 Tz ol TABLE VIS 7|9%=7F =2 A9 15709 featurest Z+
featureol] sk Ar S vEld Fo|oh

_21_



Importance of each feature
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FIGURE 5. Importance of each feature
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TABLE VI

Top 15 highly important features

Number Features Description
45 svcscan.nservices Number of services
46 svescan.kernel_drivers Number of kernel drivers
. Average number of DLLs per
6 dlllist.avg_dlls_per_proc
process
. Number of memory sections per
18 handles.nsection
process
3 handles.avg_handles_per Average number of handles per
_proc process
svescan.shared_process .
49 . Shared process services
_services
11 handles.nevent Number of events per process
. Average number of handlers per
4 pslist.avg_handlers
process
7 handles.nhandles Number of handles per process
14 handles.nthread Number of threads per process
19 handles.nmutant Number of mutants per process
_ . Number of loaded DLLs per
5) dlllist.ndlls
process
16 handles.nsemaphore Number of semaphores per process
10 handles.nfile Number of files per process
Number of registry keys per
13 handles.nkey

process

AlEY ol A Ao W2, class 1] ALY AE EA T w= feature 2
ME AHEE o HAH YR &4 HAL, class 2% 3o gog}
class 3%1 EZo|EuE BX T u= feature 3ME AIEFS W 7 =&
|28 §&48 2T} FIGURE 62 7} class & WX T&4& YE

agolt

s 2
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Bit scaling 71'H< HAL39S o FFo vWEyY &84S vERY
S &3] $3 A EdHA #AHL g2 Ao
A s dHolg M-S Z+Z 1bit, 2bit, 4bit, 8bit, 16bit® W3sto] 2 &

qolB e A4S, o dolHAS wo oy A ¥x s W7t

oy

Bk

o

stth. TABLE X™XI2 ZF bit @ A%, #lEe AMS-#F latency 4% 3
7} 232 vkl Zoln FIGURE 72 Bit 7)o w2 A= ] #lx2g
eSS vuT azolry AEHOA ZAAd wEW HEEy AME-F
latency < bit®] Z717F F7HgA whet F7hskATh S bitd] 2717F F7het

W oBe o olHE G # U0z ARE} FPHE F4L BY

A9k B E classol A 2bit scalings AE3FE W 7HF =2 WR2E 2 &4
S Bt
TABLE KX
Bit scaling result of class 1
Performance . . ) ) .
. 1bit 2bit 4bit 8bit 16bit
metric
Accuracy o
58.45 67.38 70.49 70.83 71.27
(%)
Memory _
6467.4 6467.4 7263.52 8996.33 9512.66
usage (kb)
Latency (s) 100.06 112.26 128.49 118.6 129.73
Memory B B B B B
. 9.03x10 ® 92x10°® 75x10°"® 66x10 ®° 57x10 P
efficiency




TABLE X

Bit scaling result of class 2

Performance . ) . . .
. 1bit 2bit 4bit 8bit 16bit
metric
Accuracy
63.0346 73.4725 74.5926 75.5091 76.5784
(%)
Memory _ -
6467.4 6467.4 7263.52 8996.33 9512.66
usage (kb)
Latency (s) 100.06 112.26 128.49 118.6 129.73
1v[emory —15 —15 —15 —15 —15
. 9.7 %10 10.1 x 10 7.9%x10 7 %10 6.2 X 10
efficiency
TABLE XI
Bit scaling result of class 3
Performance } . . . .
. 1bit 2bit 4bit 8bit 16bit
metric
Accuracy _ _ _ =
%) 26.9858 62.6724 70.7482 72.0041 71.9218
(¢}
Memory
6467.4 6467.4 7263.52 8996.33 9512.66
usage (kb)
Latency (s) 100.06 112.26 128.49 118.6 129.73
Memory —15 —15 —15 —15 —15
- 8.8x 10 9x 10 7.5%x10 6.7 X 10 5.8 %10
efficiency
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Memory efficiency of bit scaling technique
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FIGURE 7. Memory efficiency of bit scaling technique
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TABLE Xl

Undersampling results by sampling ratio

Performance Accuracy Accuracy Accuracy Memory Latency
metric of class 1 of class 2 of class 3 usage (kb) (s)
0.1% 18 10.35 92.46 34.67 21.66
0.2% 3.21 8.93 93.01 71.19 22.33
0.3% 3.55 7.14 94.92 105.71 22.96
0.4% 717 8.57 92.43 142.24 23.42
0.5% 6.98 6.8 94.97 177.73 24.44
0.6% 5.25 6.69 97.96 213.21 25.5
0.7% 4.29 6.95 97.13 249.74 24.98
0.8% 391 7.28 98.1 285.23 25.83
0.9% 4.34 79 93.03 320.72 26.37

1% 4.52 8.79 97.47 355.2 21.77
2% 6.44 9.14 97.31 713.25 34.81
3% 9.77 9.71 96.38 1071.55 40.78
4% 1341 115 95.51 1430.38 48.28
5% 16.26 13.24 93.52 1788.62 56.03
696 17.88 16.05 93.63 2148.46 63.11
7% 18.47 17.78 92.95 2507.01 73.43
8% 19.38 20.49 92.19 2867.54 82.96
9% 20.98 23.87 91.18 3225.74 88.96
10% 23.87 27.83 83.95 3586.93 101.52
20% 43.6 49.45 73.72 7188.27 182.25
30% 54.84 65.63 64.77 10789.26 261.84
40% 56.82 68.43 62.28 14392.61 344.4
50% 61.38 72.22 62.36 17994.87 401.97
60% 66.32 74.09 63.52 21598 471

70% 67.86 75.19 66.3 25200.17 527.17
80% 70.09 76.58 63.46 28306.38 587.67
90% 71.19 7714 70.94 3241295 636.27
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FIGURE 8. Memory efficiency of undersampling technique
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TABLE X

Description of the notation

Notation Description
FS Feature selection
UusS Undersampling
BS Bit scaling
+ Combination of techniques

Algdold Ao mE2d AHASE7 73 =2 7|2 Feature selection
7o, M=y E 7HE A AR&ste 292 7HA 7IRlE B ARSEE
%% % FS + US + BS, US + FS + BS, US + BS + FS Z=go|At
latency7} 7V% #®E 7|M & Undersampling 71'#o]th. TABLE XV&=

CIC-Malmem-2022 dle]HAl dolH Z4& 7|HES A&3 15719 do]gAl

2 a9 A9 45 Wt ARE Y Bl
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TABLE XV

Performance evaluation results of combinations

Performance metric Accuracy Memory Latency (s)
(%) usage (kb)
CIC-Malmem—2022 71.65 15724.03 178.06
FS 86.09 629.49 87.68
US 52.86 34.67 23.43
BS 67.38 6467.4 80.35
FS+US 16.15 14 24.27
FS+BS 80.87 400.61 38.6
US+FS 38.89 094 26.84
US+BS 36.98 4.88 24.82
BS+FS 80.87 400.61 100.54
BS+US 0 30.21 24.48
FS+BS+US o4.17 1.43 25.7
FS+US+BS 6.42 0.27 23.27
BS+FS+US o4.17 1.43 27.16
BS+US+FS 23.7 0.94 27.64
US+FS+BS 31.34 0.27 27.52
US+BS+FS 31.34 0.27 34.17
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Memory efficiency comparion by methods
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FIGURE 10. Memory efficiency comparison
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TABLE XV

Memory efficiency values by method

Proposed
Iteration Method 1 Method 2 Method 3

algorithm
Iteration 1 8.24 42.26 8.24 152.37
Iteration 2 1.27 4433 7.84 69.09
Iteration 3 19.20 4.29 19.20 40.50
Iteration 4 1.54 0.97 1.31 40.42
Iteration 5 9.78 0.57 3.94 35.94
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ABSTRACT

Dynamic Data Reduction Technique Selection
Algorithm for Lightweight Detection of Malicious

Behavior

Min—Jeong Kim

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’s University

Recently advancements in malware have seen a diversification in attack
methodologies and an increase in sophistication, prompting active research
into Al-based malware detection techniques. Accurate detection of
malicious activities necessitates large volumes of data for Al training and
inference. However, there is a problem that storing and learning big data
collected in real time requires high-performance hardware and substantial
memory capacity. In particular, in an environment where available
resources are limited, such as IoT, it is difficult to apply general malicious
behavior detection techniques, resulting in trade-off problems in accuracy,

memory usage, and latency.This study proposes an optimal data reduction

_48_



technique by optimizing feature selection, bit scaling, and undersampling
technique to solve the issue of memory inefficiency in malicious behavior
detection within big data environments. An algorithm is proposed that
dynamically selects a data reduction technique suitable for the computing
environment, effectively improving memory efficiency relative to accuracy.
Experimental results show that the proposed method offers approximately
90 times higher memory efficiency compared to conventional methods, and
an improvement of about 7.6 times in memory efficiency is demonstrated
under randomly generated environmental conditions. Therefore, the proposed
algorithm showed that it is possible to detect malicious behavior by
reducing memory usage and latency generated in the process of storing

and learning existing vast amounts of data.
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