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ABSTRACT

Principal Component Analysis based Adaptive Feature

Selection for Encrypted Malware Traffic Classification

Yurim Lee

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’s University

As data security has become increasingly important in all industries,
encryption technology is critical for secure data transmission and reception,
and the proportion of encrypted traffic is rapidly increasing. However,
advanced attacks based on malicious encrypted traffic have emerged,
exploiting the inability of Network Intrusion Detection Systems (NIDS) to
classify malware due to the inability to verify packet contents. Although
response research using Deep Packet Inspection (DPI) and artificial
intelligence has been conducted to solve this problem, it is still difficult to
use it in the real industry due to privacy concerns and limitations that
cannot be detected in real-time. Furthermore, the difficulty of training and
classifying network traffic with poisoning attack that intentionally injects
noise to disrupt training models is increasing. In this study, a feature

selection technique based on dimension reduction is proposed to efficiently
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classify malicious encrypted traffic using principal component analysis
(PCA). After reducing the dimension of data from 1D to 27D in an
environment where noise levels vary, the change in detection rate is
checked. Then, an adaptive Feature Selection based Fl-score Gradient
(adaptive FSFG) is proposed, which utilizes high-explained variance ratio
features at points with steep gradient or selectively adds features with
reduced dimensions. As a result, the detection rate improved by 24.74%,
the training time improved by 35% when only PCA was used, the
detection rate improved by 32.82%6, and the training time improved by 48%
when no feature selection was used. Furthermore, by contrasting the static
and adaptive applications of the proposed method, the effectiveness of the
proposed adaptive FSFG was demonstrated. The adaptive FSFG can be
used to classify encrypted malware traffic quickly and efficiently, and can

be applied when other data protection techniques were used.
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