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22 EEAU #9F
2429 F38& =LA public, private, permissioned® Y& F it}
Public &40 A% F74 #ol7hs3shal, Private ¥ permissioned £
EZ2AA9 AF A5 H AFEAR FHodd 4 9t} Private ¥ permissioned
o] A5 Aol 7tsaty] wwe HAAFRE A& T ow, olF 1neEd H7
b maste [E 5l BEA #3¥W 54 49 molw, [ 6] 2
A FAF @ 592 4G Holoh
[ 5] A F8 57
Public permissioned private
Management o Certified
All participants central institution
subject participants
transaction
slow quick quick
speed
Network
. difficult nomal easy
Scalability
Identification Anonymous Identifiable Identifiable
hyperledger
Use case bitcoin, ethereum Ling
Fabric
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[ 6] EFAQ ZdE 2 5A[17]
Hyperledger
Bitcoin Ethereum Ripple R3 Corda
fabric
Specialized
distributed
Payments General General Payments
ledger
Purpose | blockchain purpose purpose blockchain
platform for
blockchain | blockchain
financial
industry
Type Public Public permissioned private private
Currency,
Digital Ether,
BTC tokens via XRP -
currency Token
chaincode
Mining
O 0] X X X
reward
Transaction | Account Key-value
state - -
data data database
Open to
Privacy Open Open Open Private
Private
Solidity
Multiple Multiple
programmi
Smart programming programming
X ng X
Contract language (Go, language
language
Java, -+ (Kotlin Jave, -+)
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2.3 sto] ¥ @ A Fabric
2.3.1 Fabrice] 71 &

stolH YA sfrE L &7ty Zeloldl ERAJSRE sHE oA AFste
MSP(Membership Service Provider)gli= <135 #g] A" 559 ALE
AHNE o] & 4= QJuH20]. W B Y-S HolHE A & ul, 371% ©A
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Crreler Execute Updare stare

- Bro| M2 % mj=2l2] glojE X2 28
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Fxecure Crider Falidate Updeate stare
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PoWu PoSe} 22 54 daglss dozta AHst= A9 =274 =
g2 EAAA AAFE HA EF0] peerdl AFEH7|7EA S R

stojgbar A AT = B Yoo o= BEAAM F<l(Endorsement)

[ 7] B8 BEAH o A[21]

examplel)
HZ TF = {peerl, peerZ, peer3, peerd, peerb, peerb, peer7}
HE FA = - BE 159 BE peerd] LAY QISAE F55)oF

‘¥E T80 peer & 17]9] AT U5AE HE3oFE

w

example?2)
HZ T9F = {peeri=15 peer2=10, peer3=25 peer4=20, peerb5=10, peer6=10,
peer7=10}

HE G = < I}EA A 500182 =550k
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Voter

‘ ‘ Fabric-CA ‘ ‘ Validator ‘ ‘ Chaincode ‘ ‘ Cacluator ‘ ‘

Tally

[ voter Authentication]

Reguest a certificate

(valid)lssue a token

:l Check requested

(valid) record

certificate is valid

(invalid) refect

[ vote & validation]

Send Ballot encriptd

(valid) give a receipt

i

d with Validator 5 pulliic key & Ioken

Check requested

is valid

Token validation ched

votar s certificate

:l (valid) Record Bdg

(Trvalid) refect

ot Result

[ tally result ]

| Encrypt using Hqlib library

reamdom assigrment

|Ca!cuiarsd in eqe.

Send result

calculator

] Tally
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o). wEbaA 2 A 2" A= admin-channelS A4 3] admin:==¢<]

validator®} tally ==%F A 75 EdS wEAnh Ad Y & =3
EZd FEE A AJIAEE 7wz AAAFAY. (2" 1D A

g Aol B3 Ay F&ol
ol t}.

root@hezzong-VirtualBox:~/testnet# configtxgen -profile TwoOrgsChannel -outputCreateChannelTx admin-channel.tx -channelID admin-channel.tx
Loading configuration
Generating new channel configtx
€ common /tools tx / der] NewApplicationGroup WARN 003 Default policy emission is deprecated, please i
nglude poltcy spcc\flcat\on for the appchatLon group in conrtg

0 ARN 004 Default policy emission is deprecated, pleas

e 1nclude pollcy spe: f\cat\ons fcr the app gat\on org graup OrgOHSP in ccnflgt ydml
f ] y ARN 005 Default policy emission is deprecated, pleas

e 1nclude poll;v \pec\f\cat\oﬂc fur the appl\cat\cn org grmup OrglﬂsP in ccnf\gtx yaml

Writing new channel tx

(¥ 11) admin-channel 244

root@hezzong-VirtualBox:~/testnet/voting# ./installcCpeer®.sh
Using default escc
Using default vscc
Installed remotely response:<status:200 payload:"OK" >

root@hezzong-virtualBox:~/testnet/voting# ./installcCpeeri.sh

Using default escc
Using default vscc
Installed remotely response:<status:200

(18 12) chaincode 4
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[ 13] Issue Token chaincode

Issue Token chaincode

// issue
1 func (i *Issuer) RequestToken(tokensTolssue [I*token.TokenTolssue)
2 (*token.TokenTransaction, error) {
3 var outputs [[*token.PlainOutput
4 for _, tti := range tokensTolssue {
5 outputs = append(outputs, &token.PlainOutput{
[ Owner: tti.Recipient,
7 Type: tti.Type,
8
9
10

Quantity: 1,
b

}

" return &token.TokenTransaction{

12 Action: &token.TokenTransaction_PlainAction{

13 PlainAction: &token.PlainTokenAction{

1;‘ Data: &token.PlainTokenAction Plainlmport{
16

2

[ch1][d917283d] Exit chaincode: name:"testnetCC" (1ms)
Query Response:{"token_list" : "pP6u2PEWgg" }

o

-

(19 14) dade EF
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[3 14] 3% 2 F84 AA

Voting

input: Token, Ballot, Voter's private key SK"'“" Validator's public key

PK'Ua.Zidatorl Validator’s private key SK'{;alidator
Output: A receipt

<Voter>

1 SK""'“"(Ballot) < Encrypted(Ballot) as SK"'"
§ PK'Ua.szator (SK'U()ter (Ballot), Token)

<« Encrypted(SK'uoter(Bauot) , T()ken) as PK'Ua.Zidator

<Validator>

4 SK"'“"(Ballot), Token
5

6

7if (Verified(token)) = true then
8 return receipt
9 else

10 return false

11 end

< Decrypted(SK " (Ballot) , Token) as SK‘eiater

[ch1][d917203d] Exit chaincode: name:"testnetCC"

(1ms)

Query Response: {"receipt”: "pP6u2PEWggawm8VZatrD"}

[ch1][d917203d] Exit chaincode: name:"testnetCC" (1ms)
Query Response:{"receipt" : "pP6u2PEWggawm8VZatrD" }

(19 16) 945 vksk =21
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Al(tally result)E YERU = 17 o]t}

Validazer Calculatos Tally

l/ EnCrypt using \'

-\ Helib library /n

= ."'f— Calculated in each _h\‘.

alculator

; Send result w Totad tally -\'l
— o A

Resrcalk the results

Random assingment

S,

o ——— o

(2 17) A SA(tally result)
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TaSd Ax="oAes AA AS5AHS @437 93] token?] balance<}t
Tally 23E v|w3tch, (2198 18)2 token? balance$t Tally A3 = A<l
FE7 ool HlmwatE aPo|th & Al2EgAE B2 73t A A

3}

| A3 gho] 22 AS AT dA AT 24

[ch1][d917203d] Exit chaincode: name:"testnetCC" (ims)

Query Response:{“total_tally" : ’

/ Compare

[ch1][d917203d] Exit chaincode: same:"testnetCC" (ims)
Query Response:{"balance_of" :

110%

ACCURACY OF RESULTS

5 10 15 20 25 30 35 40 45 50 55 60 65 70 73 80 85 90 95 100
VOTER'S NUMBER

(Ll 19) T34 ol W B 25
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ABSTRACT

A Study on the Design and Implementation of
Reliable Electronic Voting System

Based on Permissioned Blockchain

Kang Hee Jung
Department of Computer Science
Graduate School of

Sungshin Women’s University

Electronic voting has been studied continuously because of the effects
such as Iincreasing voting participation, providing convenience, and
efficiency of counting votes. It is important to ensure the reliability of
voting because e-voting 1s different from the conventional paper ballot
and the process of counting votes is conducted in computer. In order to
ensure the reliability of e-voting, the introduction of various information
protection technologies has been studied such as zero-knowledge proof,
secret sharing, and re-encryption. However, since it 1is basically
performed by a central trusted institution, The possibility of forgery and
falsification caused by the attack is still presented.

Recently, attempts have been actively made to solve the problem by
introducing a blockchain in which all participants constituting the network

share the record and are difficult to forge or falsify. However, if
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blockchain 1is introduced into electronic voting, security research 1is
needed. This is because the blockchain transparently discloses information
to all participants in the network. Voting should be conducted only by
voters who have the right to vote. However, the public blockchain is not
suitable for electronic voting because unauthorized users are allowed to
participate. Also, the existing transactions are tracked to identify
individuals. Private blockchain are suitable for voting because only
authorized users can participate, but research is needed for reliable
electronic voting because of the basic characteristics of the block chain
that all network participants share information.

Therefore, in this paper proposes an reliable electronic voting system
based on blockchain. The proposed system uses O blockchain to prevent
the manipulation of the central server and forgery due to external attack,
@ the network is composed of only valid voters by using hyperledger
fabric. Also, in order to prevent the possibility of manipulation by one
node, @ we apply the concept of borrowing a multi-party algorithm. In
addition, When counting votes, @ we used Homomorphic Encryption
which can be calculated in encrypted form. Lastly, we have achieved ®
individual verification by issuing a receipt. However, we have verified the
©® voter's privacy through receipt by outputting a random token value
for the other candidates, and @ confirmed the total number of tokens and

the final value.
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