creative
commons

C O M O N § D

Ol2XtE= otele =2E 2= R0l 8ot 7S

o Ol == SH, HHE, 85, Al SH L 58 = U
o OIXH MAEESE HdE = UsLICH
Ol HHES del SR 0|8 = AsU T

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

o 7lot=, Ol M& =2 MOISO0ILE HHEZ2l H<, 0l A =0l HE= 0125
S Bt LIEHLHO10F B LICH
o MNAEAXNZRE EE2 3IIE &2 0lE ZHE2 HEL X ZSLICH

AEAYH OHE 0I8XA2 dele f12 W20l 26t gets 2 X ZSLICH

01X 2 0l Ed = 772 (Legal Code)S OloiotIl &Ml kst 23 LI CY.

Disclaimer |:|._'|

Collection



http://creativecommons.org/licenses/by/2.0/kr/legalcode
http://creativecommons.org/licenses/by/2.0/kr/

2013

<7

ﬂo

p—



B

) L
A
o] &

KR

2
0124 10
4

<7

ﬂo

p—



2499

2499

2499

2499

2499



BEZ Ao o g JRJAHE 53 B o9 Fagdo] wolyol w
o

s A9y EH

fu
|
i)
o
=
>

27 Frhednh olel® A& F7hz AdEe $¥ 2 4a4d =d

7=

ZetolHAle] 9F " FHHAS BAsH =E2E EAZY deHtoe=m
MNAFERE FHHoz FA 2 Aostn K&5A4 #ESr] %
MNAFEEZT HIZA] 2dg Atk aRHA HAIFAE <3 3
NABEESTHE AHES 7IE 3 73S AT 5 U= ZHABYEA



=uEAs
R [ P T 1
1. A9l T QA El B A i, 1
2. GATEL] B Q] rrererrrreree 3
3. IEIL TLAJ et 4
O. 7N A R KT O] O] Z A H| A orrreerrerersemmmes e 5
1. ZDOTA E B E B F ovrrerrerrererrsesee 5
1) ZRO1A R A O] Hl B A et 5
2) FHOVA B & B G e, 9
3) U] HAE B T e B
2. MAAR BT e FTFF F] G 23
1) TROIA K B G 7] Gy vereererremrseesesenesest sttt 3
2) T TA O] F]Ln e B
3) XACML (eXtensible Access Control Markup Language):0- 3
M. AAAR BT o] T3F AP AT e 3
1. MO ARRE T3 Tl O FJE e 33
2. %A MBI AT JIE e 3B
3. Al AT AHEO| I B A 41
V. AQNABRRT A Y Q FRFFF e Pl
1. T2 Z2dHA] NOAARET BB e 49

2. 7H?_126]E-E-§§ ‘?4@_ -g_:rL/\]_so]. ....................................................... 49



V. 7“(\)1%3]-;@“—5,—; 73{"2‘“01 _11:1_1%]_ ............................................................... b

1. A TA O] FE] FQ eeveerssmimmseissnisinssssisss s sisssines 51

2. HIF LS TLZ Hl J] s e 5

1) ARG R} QIS5 F]am ettt 5l

2) AR TET] F] S e B

3) T A O] T I e e a

4) BIZ)E B A J] 5 e 6l

5) AFE R} QFB] 7] 5 rererrereererseees st &

VI, AJ 228 A Al H GG oot 8

1. QI B R A] e 63

2. T O] EJH O] 22 AD | weererrererererersnsnsnsneneisti 73

3. R EEFO] T v 76

1) AFSRFTFE] BFEH oo 7

2) HEFET] BT e B

3) AR TFT] BFTH reveeerreesreniee e B

4) FTA O] B serereeeer D

5) RIITFE] B v 3

VI BOFA] BA =l I g oo B

1 E?l'/‘é H ﬂ%:_l_@' ................................................................................. {5

2. X B A ALE T F} e 9

VI, S E) GFF G Gl ettt e 3

1. A9 9] o] Tl F T I rrerererrrererrereessesesesi s 03

0. BB QT TL HEGE eeereerererses ettt %5
ZFnEd

ABSTRACT



1>
2>
3>
4>
5>
6>
7>
8>
9>
10>
11>
12>
13>
14>
15>
16>
17>
18>
19>
20>
21>
22>
23>
24>

NAAR R AL - A FIFF 10
ZU 9 MAAKKEE el B A A o, 13
U ANAHBRBETH FA A A e 18
MAAR AAHEF7]E Bt T Rd 20
T Zo|HA] 7]E BEE 24
The RBACOIE MoOdel «veereerremmremiemiiniiiieniiiniee st sresniee e sieeie e 29
XACML BT oot 31
XACML HJO]E] FTE et 32
AR Haf|Bed AL E T o 43
ol HAB7F FE2EHHEH AL FFASTF? e 43
T alolHAIS MAAB BT thdF QAT e 44
o] &2} ko] I TAILE v 45
AR 4 e MAAR HIZA| o] B v 51
AFRAF Q12 AT e 54
BHOFA A A L3 PKI A v 55
AFRAF Q12 B A A e 55
A TEE] LA D oo 57
AAAR BHZFE7] GAE FH Taxonomy weweeeeeeereseeens 58
WA A AE ZFE Q1A E FJAD e, 60
A TA 0] AR onnmimnis s, 61
OIBF Z| L e 62
HOFE I 73 v 62
BIOT]E BEA 64
AFRAF Bl AT e 66



25>
26>
27>
28>
29>
30>
31>
32>
33>
34>
35>
36>
37>
38>
39>
40>

ZLZY DB erererereresenrnte 73
T O] DB werevereerersseeseesessssssiseti s 74
AFE 2 DB R IL DB s 74
FFE]ZF B BT e 77
AFRAFTHE] BFT oo 77
B TFE] BFH e 78
AAMA f2E 2 FAHEZT A T e 79
AAB MER7) HAZAHA S e 79
AHL XACMLE B T o, 80
NANAHR QAAA ST e 81
AT A 0] BFH s 81
A ] AR S v 82
Ao o] S A T RF BHO] e 83
B TFE] BFE e 84
XACML A G @ H]IL v 91
RBACY] ] T] H] T woverereemsrimiiiiiiss s 91



Kl

= T - I -

f

1> 39 FaF NQAAR ALY v 5
2> RAAR FHE FF(af]) o, 7
3> AAAR Ha] A-AT GEE FFF e, 10
4> 20083 o]F MO R FZ FHIZF 12
5> OECD 8t Q& i, 16
6> NAARRSTH Ao WE FQ AT} v 18
7> MAAR AAHEFI]|H FQUR o 21
8> MAARRS 7= 67 P FE 25
0> FN QA B G T]De v 47
10> 7A AR ASFT o WE AP HOET T e 62
11> AFE A L3 BEE T A HFE 67
12> MBI AT BT cooereremmrsni i, 87
13> AT e] HOFA B A H] T o, 89

_Vi_



SHA H A

S

Ll
=

A3 ITHop7h 3

I. ME

B Roor R g e X RoMe ®OR W o R AR Gl
70 f 70 — Ll — _l —
eSITcli,x Zeel=Zra g
T A e I A S S
T T o 0 Mol oz X W of o
ML_LﬂME@zi HMW%%@%% o
a Q)
w0 R @ O ﬂ_W ~ E m " RO m.,u_Hl &E N o o} w__w
o _!1_ K _!1_ _WH_ M_ll M_Al 63 o = \_ﬂ_u ‘_vlo_w o n_u._ ﬂﬂ_ o
S T O o= S S W
oF @_l W M_Auu B o ) () B - o L N =W 03
Py N A N S A R - I
my — o B oo o N o o = B o= o5 i
— — K X H._ _ﬂ_ BN = k) __£ X0 dn_._ B
D R e T X o bo =
w2 oz - o % o0 W T ox om o P =
— N ° % % UL Y e S R °
DI Iy PoEE A oz T AV - ~
—_ ‘ul —_ ~ ) — _.__0 0
NOE W T O.N o@D o= MY o "
S T e R =T S N I
T o 8 oo ® B ow ®=x F
o — K R E AR E g o W Iy
(R H oo @ n & < m g ~ = do i
. .mﬂ_u ~ 0 == g} — JEH — ﬂAr_l ™N ‘_l__.Al
| O™ = P " ol — o = o~
wm T ~ < ° Y — = o T 1 L X o o I
R I G o A S B
SO N T S O I N
=R % = i Tom ook _ W o o o oy
mﬂa Hofm 4o o ¥ mw mw Mo w2 N o g oﬁ_;u R0 K
j KO X < 5 - <
T R B B TR B B S L
- = N S g oE PU ST E g ow
° EE AT G L R S N -
G M 4 oo W R B o = T Hom o
~ °o < W M o) &~ o m ok T N iy P o o W
oo oo o mi op m AT o W o T W W ™ RO B o
o o A o W o B S W H M od o) W oW o W

T glol 7%

1

kel
pa

of






ted = i

=)

AL s}

X
")
ol
i
M)

)

v
A
g

il

s

i
)

__o._

B
o

e
N
A

_
o

Ag 9

xn

A

—_—

Rig

s gaAle] mae] AAHQ

Aol A At

!

(e
oF

wK

_
o

Bl

=1}
=

ANA HAHES A9

o2 uoz thrtd =

g shopsin,

)

Hlo

ol

ot

)

ghol WAl A 7|Rke] H I

H

_
o

oF

E_a
__o._

&0

=

3]

oA HIZAl Bde] £ 7ed AAe 9

3

)

A

1))

1))

A

B

=2
o
el

N

&0

__o._

&0

—_—

0

ol
o}

E_Oq %—:ﬂ-,

o
=

d 7t

2 g

HoE Rds FEFoZ N AF7]|=9]

ob-&¢,



<0

ild
Hl

~—
o

g

il

o

=

el
s

wK

oF
TH

o}
3!

EH

JEE S #Este] =9

X
0

wK
0
B

—_
o

A

1,

=)

HES FHIA 2dS 47

)

o)
L

ol

1

=4

I HolEH o],

SR

i

S
pd

Atst md Zjgte g A7

T
T

673 oll A

ZR2EFEo|Y
7 A HAd o
EFE HoAFETH

é-_]__

wK

LR AT o

do

A eto 2 8ol ATl

th

Aol s AAF



1. JIEEEHS Bigt
1) IR Ho| ¥ EH

MAHE] 7hge Aol whe} by Afol7h hxwt ARtz oz OECD
v EU AFANAA" i3 FEote] B da A7 2
I glew, FHZole e FHo EolsiA Asid MAdS HEE 5 3
= AEAAE st JYop(7,31]. ) JHIFERE

<
B2 ol g Adel B FuzA 4E, FUSIUE L 94 5L
=
[e]

_,d
ofr
ox
filo
N
yus
lo

g z
=S FASIL ArH9.10]. F, B Al wksAY Belo] %A 3
GRS gt ol sfgrAlel o
U = EF MdARET & 4 ok OECD<}
EUS 9% o9 FR35L AAYRE e} o] oJFTH(6,48].

<3 1> g9 Fo= /MAFR 42

s =3 -8
OECD 7bel=ghel | Allz | — 2w wi A 7bsg ole] 93 An
EUA % A2z | —ARFA] Aol AN A9 e An
B R SR L L T
1= e . o .
Aol 11 5o 2% _gégt{; ;]1201%;13& An=EA 4% e
A NE
T, Ao |~ SAAR mE elonyy Asle] wusY
L aol WA T g 5 Qe A B gn e o

(&)}



—ARE FRIE 5 e S Jd= ARl
= #A9 o]y TE AW B} Hesw
Jergumsy | NE | SUM o au@ Aedel we sle Au
—dolE2RE Aol ol sEe  Al=sQlx
g dlold
SEgpos

—gAe gAglel A AWI 4 A e

SRR s I 4% .
guAGSA 5 Al AuzA Aol Wi Welo] ATt An

Aol B W E

=9, Q| —dldel HIEQAY B ke PuAA)
Ao
Mg n ey A2 Aol B AA e gu
—AESE A AgHen  @Ad  wE
A 0w B

_ golg 24, 7ele] Alge
T NJARY | A2z ﬂH 1 L “]L e

EA L vEe JIRIARRS W -AR 53, R 538X, 2012

S o8 e AIAHEE ZFet 3 UHIE AEE F e HIA
BETh A7IA FRF ALEE olE g FeTt Hohl

ar tu2k AE] 8734 Wstel Tledde g AL dud
e Holth. HZ AEFAY HEE AASHFL, A
axd, F7](cookies) HE, YXAHHE, DNA HHEH S A=

& SAstL Jen, <F 2>oAof Ho] thek3 AR E FHFE wat
TA A FEY AE HEFAT[3,6].

o2,
i)
2
32
rr
por
9

o

ofo
Y
g
=
a2
T
o
fu



(e

[<]

[e]
T

<E 2> 7feIAR

ﬂﬂo -
5 OE |k x |z |® |® |=% 1
. 63 o - - _TE 10 ™ ~
o i = = = A R _.Em B - g
i A - ¥ x ] T | |n w T
N N O R ~
2 T B N I O T 2 o
- .WL =K UT.E Eﬁ ~ R T ] m = m
ol M aul - K = W | o " T
7L ,ﬁ 19 —_ 0
B e | A R O A g 5
) S i\ = oy ,_m/u o PE | oo - 2 oy
®ooE | X . o e o e
B d g ATd@mmM AL Hlu |5 |2 =
% | X- Ch ~ MH | AR o ) i m@ o B r )
o Mﬁ R - 3 U o | = g = | g i
= | 1] Mo X c*w M| X =K =} ™~ T ] Y =0 ! R = o
= = T | = o | P , & T = W | - g R |
g O I R I A s < s K| = | B
= | X Tl || 5 | ® S S A
2 S Fe L 2Tk v T P R PR i)
ﬁ o TR R = i — = (R e o | A |
Pl | Es| TR E S Rwldw|T 77 5w |20
7 22232 |s5E5fny =% I 2%l4
.| o T o | X | NN B |~ |
%%ﬂ %Eﬂzuﬁ o W Ry M%ﬂ), x| |
x° - lx — oM | R = e
M T I ST I I
R T <o T - il = | BKom | do N K T | M Al o] B | s
N xr _ = nz Sl R o Cea . An ~ = @ . = - 100
R A N IR ! R O R Kl s
% - &m __oH ﬁn_ﬁ AE| & || ® Em o E wﬂ m_uuu M _.5, M mro| B ST = lo- .m -+ oo or ,“.Eﬂﬁ
L N A D A e A ol e N GO B -
ﬂ_rm n} _L ~ ru _— D.TL dlL R
Ml c| e =3 HirSl &S| <o
W R N z
- %o % K HD | = 1..& .Ro B o .
B = M| o % % (S mw Mﬂ [ ® ”0 on on on oo o
s 2 < ™ it o N b | 7 | = {z _H_M_ﬂ

, 2012

il

¥

DA QIE YRS

A



=
HARS7E el mEt HA Bl ggsiAr e, AR gE #
He 2 tgdt Fert AVHEAT. =, JEY Aol MJIFEE 7HA
ZgtolHAl 9] Jid o] bl wet & AP EE] JHE 9
Itk ARFAEET fEo JdHYE T MMAFEY edg, #
e, ZatolH Ao He| T2 oloXA Jid thE FRE ASATL o
DA Best=rtel ts AEFAVE BT A E Fa5A A7A HAT
[5,15].

Az =Zgloljalo] 3l Aol 1890 w9 Warren®} Brandeisdl
o8 ‘2 9 4 9= AF(the right to be let alone)’® o]F T}ok3
Aozt oAl =HIA=H Mdsel X8 oA glov, @A ZgholH A
o] B4 tjsk A EZ M Rober Ellis Smithe] Asfe} Zo] /AP EE
gto| Al  {YP o2 Fopste A AASL UT[7,60]. HZ BRI=
of Mo g A4lo] B JAA-E L FZH o]&S FAZ F U= MU
S8 o|8}= Frederick Schauer®] Ho2H Zglo|HAIE 7lAA R} TYUA
st A¥¢ez%® el o L.Brandeiss Zalo|H A7} 712 ExF

oz

L

—|—‘

o kl
pe i)
[EU )

—

¢

[kl

Yathetm AT o, Aldx AFelde A%, Alsx APde
A, AL6Z FA AR, AL8Z B4 Af 5o B A £F zejo]
WA 2L oudth oo me QEABLE AGT D B, ALY
g Agel 274, A71ARY B FAS AABY Afel BB YEow

Lﬂ

1) Robert Ellis Smith, Privacy and Curiosity from Plymouth Rock to the Internet, 2000/2004:
“Just what is privacy? It is the desire of each of us for physical space where we can be free of
interruption, intrusion, embarrassment, or accountability and the attempt to control the time and
manner of disclosures of personal information about ourselves.”
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Og I MABE A FA - 4E AL AAdATFE FAZEA, 7HE
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H st oF 560% o F7Istlth. AR 2o fE=Hduds AL 1
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W5 BeESS T AES AxEA AF WA Al ogE The
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(&4 7)

Arid 2007 | 2008 | 2009 | 2010 | 2011
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;1;&7@124%; Al ALA] e A . 6 15 . o3
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1) HUHEES J|&s

MR RBE 7)< (PET : Privacy Enhancing Technologies)¢] 7]d-& thok
stAl A= vk WA fFHAAZdAE MAHERS Jled guE
‘URIALEA e Ve BEAEANA ouwdt FAFNA dri B 52
o &9 FAERE ety AT AAME 2 F e v¥€E A
Fote 7le'2 Aosta, AT&AS Lauren Hall®& OECD HE KRS ZgHl
sloo A HEF ofu= AE Tted HEE £3 =2 AHsA Zst=E
& AV HLgde2N HEALEY 75H &8 glol Tl xatol
¥ FF JIe’2 Bostar vk17,31]. o)A H, i
JBHEEG7|zoldt FR/R7F thdsta AHHe2 dHsts Jldolola o
of that Fol FA| theFetH, oln] T EF Aol Jwo| A&y JHE
Hol i EE I Fol Ik WEAHQ V2= s s, W3C(the
World Wide Web Consortium)ol| 4] 7§23+ P3P, OECDo| A 7] 238t = g}o]H

3
>,
i
fz
l-ol]l
fr
>

r

Al A A A A 7] (Privacy Policy Statements Generator), AF&A}5 0] F7] &
ARE ARSI AE BRI FANE & Jd=AE Fdske FI) BE
5 i AAd g w A A,

ot

Al (Cookie manager or blockers) 7], ¢332 &

AZE Fd, 28AdAA AFUANHE BEE = AA e 715E AF
e 4353 A= E o] (Encryption software) So| Zx]3}[11,13].
ot AFE EIAME MAFEREZST J|Ed W& ERFS Qth

Abdelmounaamo| A= AR B HE S VeSS <8 5>9 o] 7|& 7|8 £ F
A BAHRE EFHE RSt J7,56]. 2-AA BRI e 7
% 7|vt £F M (Technology —enabled solutions)& A}-&x} AR E HHAS
9= el AFE 3t Zalo]AE 7k 7]<(Client—based solutions), A}

|2 AEE ddstn AMHl2E AFstrl A MW 7 Tls
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(Server—based solutions), 121 Zalo]AES AW 7t SEFHE MUA
HE 93 Falo]dE - 7]8F 7)< (Client—server—based solutions) & F&
#Hh A #H £ (Regulatory—enabled solutions)S AR} AR E #g
st AHZE AAFHoR FAHES AY B Aldse A

&
(Self—regulatory solutions)¥} FXoA 7/IJAHHES AH HES AAHS

Solutions for privacy
preservation

Technology—enabled Regulatory—enabled
solutions solutions
. ! ) . '
Client—based Server—based Client-server— Self-regulatory ll_an:dat-c-t}' i
solutions solutions based solutions solutions regulations solutions
Personal VPNs Automatic MNen-certified
firewalls e negotiation policies
e Firewall Certified(seal-
Remailers rewalls based) policies
Trace
removers
Anonymizers

Zle 71W EFAAd A FetoldE JIRE Jlzde i wshd (Personal

% (Anonymizers)o] Eg®T. 7 wad 7]&2 7 AFERF Al 2=Fl o A
weten ByEE JisolH, gWde e WA dFe] AdHAAS AFske Al
H 2 72 $Axe HRE £ F F439
< Al FARNA By F= 7ot &3 HZAA 7]
2] @ AME ARV =2EHA FES >
7S § AREATE A TP F4& Y HEE #2 F UE Tlsolth
A8 7)8r 71L& VPN #3ld 7)< (Firewalls) 2 &%

MAARRT V|Eo|gt7|Bibs ARHES FEofol dutx9l r|&golng B

=xodAe d8E A3, FeolAdE-AH Zdt 7|le2 AT J4 7e



(Automatic negotiation)®} ¢+& 3} 7|8t 7)< (Encryption—based solutions) &
2HY. AE F 7led FEoldES AHIL 7z Zelo|HAl F S
Aojsta gAe Tl MIAFEE F5 2 #FEst= 7le=2H, W3Ce P3P

=
7 g Z2 Aot 53 7wk Jlee FEoldEY] AAFE wgke] 9o

71, WREAREREVE) HA MR NRJIFEERI V&S ERISAT

[13.63]. oh <X 8>clMe FH9E= /AR EH D 7| @3 d¥rt
<E 8 MAARRT 7% 67 do B
Fof R 5

—StoldE g A

© 2R gRe) A B AR gk @A D A% (A .
A e = s o] AbgAle Adgumps © = ononvmEen
y Onion Routing, Crowds)
olm 4 Agsls e
] —qu WA AT A%
AT 71%| » AHEAE 7He) WAALE Eato] WA
o e (Janus, Rewebber
o Azahe %
network)
ool | AFEF Tl eleld gl Au | iy
7]:* SZo] U8 ALEAE tAlste] EAG | —o=H 27
= | Fe=dg —stoldlel Ay
e AAR HHARELS VELT 7
G| 1 BRI AW @ T AR sy
YES
e S8 WRES] 2 HIOTEE 1 ke A IEA A28 (IDS)
O gmse e uwrEly o]2 el | —meEka] Au)
7=
. 9l $.0 S A 3
aaEs %EA} ]E_LZX}Oﬂzﬂ °l- f} zwf - )
A% HE #Ags 4+ Qe A2 dA=0=| P3P
Tl A ol8A Ausl ARd Yo Alg
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o=

i Hlwsle] ARE A A A&
s dosts S A Wld WAA], A=
g, 2710 AFYA NS HE oSl
o 53}l X QA I PALRpRE )
o} % 3} %?} boelrolad AL 7] wd wEES (RSA,
N dosld grd gk YAE 715 1A 6
4 == T AHE o DES, MD5, Diffie—Hellm
cOAE A waed, AAas, sge 0O
7t= T3 Agtste] AA

* T8 VAR, AR, I S o] AW HF  &FA
ol A ARV} fEH92 Be (Secure OS %)
ARFE FAE WHAR sk, Ui 4wl &34
Ret7lE | SA UES RUHE (DRM, IRM 71% %)
o A2E YR dojut= Z1EAQ0 H| —dloly B &4
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Ho AMulzo] HHPHog 7|oqstA HH o2k AMuH|2Fe] HIF FAF
A "ok tHEH HoAll 2l FRe AAY FZEFAMAC -
Mandatory Access Control) 9} o2& H Ao (DAC : Discretionary Access
Control), 9& 714k HZ A o] (RBAC : Role Based Access Control) o] 9lth
[7,49].

1A d9F HIEAT AT Jde AHEATE dAAFHeE T E AR
A A I F2E AL T Ue 7IHeE HEAAE aH 5= A
7o e 2AE T HIH7E 2AHTITHT]. o AL HIAT
SAZE BEAAL 2fAd o] T E AREANA HTFEHAY HEE F
Row, FEAA AFAY Ao wet HIFATE o] Fo{A] 7] wE
AW ALEAE delFor FH HFZo] TMFES Hol o] HAF £
A7E 2 Atk oo HAZ AR EE AFstr] A A HIEE
A 7S A&k gvk. AAA HIFAS Al2E B B ¢35
Fodg AbRARet FRAA L Hb Tl o] PR i HIZHIF AF

|

# 2 FAlG S7k SRS RAW F FA Al 42 etk 44L
Azt ZAHCR FASE RAolth ot FRAA S g wjH s
L R FEol Addez & FE £ 9T WS 94 PR zEW

2 Fgstel gold P eARG At

A AAH JTEAE A ok Te S 54 9
E HHL AT dold §540] Wad AN AdBAel Fgsht
o EAgel Atk wd deld HIEAT FAH HTEA AHuT 44
S ARRE MAUEL AFY 5 U= Fhel dont, Al FEsn
AR AF Wk FZEAL 4A WP sbsshel BARA Ak EA
ST 5 UrH32].
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[49,33].
o 54

7

o 37lut A Z A o] (RBAC, Role Based Access Control)

1970dthol HH " 2] A2 Jiger A

AFERL7E Aol 24 AH YL JgE A

gozH 7]

Aol =

-7
T

718 A

F o,
A

3}
=

o=}
e

é-_]__

Zk

o] d&(Role)d] FoJF

Aol 2o A A&}
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SR EERE:
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RH

Role
Higrarcy

P
Permission
Assignmant

U4
User
Assignment

. s

< I

~ . . :

4 --—| CONSTRAINTS

A

# I

Vs I

v

U4
User
Assignmant

ADMINIS-
TRATIVE

ARH ROLES

Administrative Administrative
Role Higrarchy Permission
Assignmgnt

<% 6> The RBAC96 Model

<29 6> 2dE EdoA Y FHeAE T dHEE FFE U
B = dita 9o Yz TdE F e AFEAoln &
AH(U : USERS)&= AH&AF R oz Al 28& ALgshe AL
Q17re] s Eoll A& AQ doeldER TFHT. AT (R : ROLES)L =
W g7 2 HF HPgez 3 rhed A AJAS uHstd 4
"ok &, ol¢t dHHE guE VR HF Y V5o E
om F e do wt g3 FHE AHE F
AFE-AL F(UA @ User Assignment)-2 A-&-2ke} H o] o} —o —th(many—to—

=

Aclmz # ALgAE sht o4 ¥ #a

lo

8
o
=
N
l"‘]

o A& 3 W ol AMRAE 7HE & ok WP : PERMISSIONS) &
543 A e £ Jhsd HIwAe JEdo w2, ALFdA st
olAol thAa & Ao thd HZ 7 2 AR 59 AT vehdd. A
5+ S+ (PA : Permission Assignment) X3+ TF—t) —th(many—to—many) A o]
o2 st gL oy S AT ¢ A3, e A 9A o
Ao A" $ Qg olgd BA= AA 2 AYE HIse it ALE



ZpeEgto] ol R E TR A NAE I (AR - ADMINISTRATIVE
ROLES) @} #&H AP : ADMINISTRATIVE PERMISSIONS)o] A&-gt} 874t
HZA ol s H2E AR e g2 7|E9 UHIdE dy 9 A
Z(RH : Role Hierarchy), ¥4 (Relationship), A 2F(Constraint)ol] 3+ H &
Sl AFEAY AT FAG F vk 53], 9 AFL FEFHA FAA
A QA FAHE ALz A9 9L o9 dEEREH 1 iAol A

oEh[19,35].

3) XACML (eXtensible Access Control Markup Language)
MAHRE BF5357) 98] P3P, EPAL, XACML 5 theFdt H a3 T d o]

AF7F A HIL U B =EdAAE 22 2 7de BEdAAE 98 &
2]

£49 43 BAL AT XACMLe| tjs) Lojro).

24 ) RebgA EEE Zzte) AlzddAd SRdoz walHm e

7h detAoln, Hekg A FHd= B2 HEo] 28 A A A

__(')_
dolxnt. Z1doll A EE S Aldst=d oM Heb thAe] td FF

Aojo] FHQ Aol =ofxm Jr}. o]o] OASIS(Organization for the
Advancement of Structured Information Standards)®= A3k 24 Q3 7H
A AT AZE Fostd ALES HIZE + UEF XML 7|9k H A
ol 4 dojql XACMLE EE3} 7lez A&t [20]. o= XML &

=

H(syntax) ¥ 9 v](semantics)7} A oo FU3 QA ES THF
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F Qe HZA A 2E AFs F £ Jdoen, XML 7y
ol 7] W&ol vk ZHEF H&o| Lol
0[20,22]. XACMLE] HAl= <ad 7>3} Zo] o] &X 7} &

=
2 S Axgel AFoE AABVL Hu I ABEH $UE 5 U=

oft
o
k)
°
o
H
EY
2
i
N
)
:

2 H2A o] A (Policy) ™ 8% AR AE(Request), 28|12 SH AHAE
oH20]

(Response)& XMLZ HAHE 4+ 9= XML 27|nE A 23}

xacml
Palicy xml
domain-specific xacml Context/ xacml Context/ domain-specific
; PDP
inputs Request.xml Response xmi outputs

<19 7> XACML &+
% 23] ¢ OASIS, Extensible access control markup language(XACML) V3.0., 2012

o] XACMLZ ol&3] HZFAE FHs7] Hallds <23 8>

2=
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Algorithm AANAR HI5A)

1: if IsValidating(user.id, user.pwd, user.cert) = true then
2 if CheckCert(user.cert) = true then

3: sg_level < CheckSecurityLevel(user.cert)

4 id_tag < Policyld(user.cert, sg_level, timestamp)
5 return true
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11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:

end if
else
return false
end if
if CheckAuth(id _tag) = ACCEPT then
role < AssignRole(id_tag) // give all permissions to user
pur <— UsePurpose(request, action, id_tag)
id_access <— CheckAccessControl(id_tag, role, pur)
sub_data < AccessCustomerData(id_access)
LogRecord(adm_id, Today())
Audit(user.id, id_tag, role, pur, timestamp)
return sub_info
else if CheckAuth(id_tag) = RESTRICT then
role <— AssignRole(id_tag) // give limited permissions to user
pur <— UsePurpose(request, action, id_tag)
id_access <— CheckAccessControl(id_tag, role, pur)
switch id_access
case P4 and S:
sub_data < AccessSubjectData(P4 and S)
check_result <— AlertAdministrator(user, sub_data)
if check result is confirmed then
Notice(CONSENT, sub_data.id, pur, sub_data.contact)
end if
Audit(user.id, id_tag, role, pur, timestamp)
case P3:
sub_data < AccessCustomerData(P2)
Notice (CONFIRM, sub_data.id, pur, sub_data.contact)
Audit(user.id, id_tag, role, pur, timestamp)
case P2:
sub_data < AccessSubjectData(P3)
Notice (CONFIRM, sub_data.id, pur)
Audit(user.id, id_tag, role, pur, timestamp)
case P1l:
sub_data < AccessSubjectData(P4)
Notice (WARNING, sub_info.id, pur)
case PO:
sub_data < AccessSubjectData(P5)
end switch
LogRecord(adm_id, Today())
return sub_data
else if CheckAuth(id_tag) = DENY then
role <— AssignRole(id_tag) // give denied permissions to user
pur <— UsePurpose(request, action, id_tag)

69



49: Audit(user.id, id_tag, role, pur, timestamp)
50: return false
51: end if
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Algorithm & A) ]
1t requestPolicy < A ~®ld] A)®l g AR

2t purposePolicy <— A|Z~8lell Ao H o] 422

3. result < false

4. check < false

5! if action is happend then // Human Readable Policy
6: i< 1

7 while / < requestPolicy.length do

8: if reqgeustPolicy[i].idx = action then

9: guideidx <— GuideDefine Table(reqeustPolicy[i].relatedguide)
10: lawidx <— LawDefine Table(guideidx)

11: if lawidx # null then

12: ReadPolicy(user, guideidx, lawidx)

13: go to next step

14: end if

15: end if

16: ++

17: end while

18: end if

19t if policy is requested then // Policy Analysis / Parsing
20: 1< 1

21: while purposePolicy[i].idx = user.policy.usepurpose do
22: parsingResult <— ExecuteParser(puropsePolicy)
23: result < ExecutePolicyMatch(parsingResult)
24: if result = true then
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25: PolicyGatheringRepository (result)

26: PolicyEnforcement(user, policy)

27: return true

28: else

29: return false

30: end if

31: ++

32: end while

33: end if

34: Function PolicyGatheringRepository(policy) { // Policy Gathering & Repository
35: policy <— SelectPolicyInfo(user, xmiContext, accessControl, condition)
36: if CheckPolicyCollision(policy) = true then

37: InsertPolicyDB(policy)

38: doc < XMLDocumentConvert(policy)

39: return doc

40: end if

410 )

492: Function PolicyEnforcement(user, policy) { // Policy Enforcement
43: if policy is updated then

44: check <— CheckUpdatePolicy(policy)

45: if check = true then

46: UpdatePolicy (num, guideTitle, lawTitle)
47: result <— ViewPolicy(policy)

48: if result = true then

49: InsertPolicyDB(num, oecdldx, lawidx)
50: SendEnforcementMsg(user)

51: end if

52: end if

53: end if

54: }
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Algorithm ¢+<

1: resp < false
2. chk_notice < CheckNotice(pur, role, condition)

3: if chk_notice # null then

4: switch chk_notice

5: case CONSENT:

6: sub_data < SelectUserData(sub_id)

7 resp <— SendMsg(sub_data.name, sub_data.contact, msgConsent)
8 if resp = true then

9: give all permission to user
10: end if
11: RecordLogFile(user_id, sub_id, pur, resp, timestamp)
12: case CONFIRM:
13: sub_data < SelectUserData(sub_id)
14: resp <— SendMsg(sub_data.name, sub_data.contact, msgConfirm)
15: RecordLogFile(user.id, sub.id, pur, resp, timestamp)
16: case WARNING:
17: sub_data < SelectData(sub_id)
18: resp < SendMsg(sub_data.name, sub_data.contact, msgWarning)
19: case ALERT:
20: sub_data < SelectData(sub_id)
21: resp < SendMsg(sub_data.name, sub_data.contact, msgAlert)
22: end switch
23: AdminMonitoring(adm_id, action, timestamp)
24: else
25: return false
26: end if
27:. if event is generated then
28: imp_level < ImportantCheck(event)
29: if imp_level = HIGH then
30: result < AdminCheck(imp_level, event)
31: if result # null then
32: Notice (WARNING, sub_id, event)
33: Audit(sub_id, id_tag, role, event, timestamp)
34: else
35: Deny (sub_id)
36: InsertLogDB(sub_id, event, timestamp)
37: else if imp_level = MIDDLE then
38: AdminCheck(imp_level, event)
39: Audit(sub.id, id_tag, role, event, timestamp)
40: InsertLogDB(subject.id, event, timestamp)
41: else if imp_level = LOW then
42: InsertLogDB(sub.id, event, timestamp)
43" end if
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ABSTRACT

A Study on Trusted Model for Privacy Information Protection based

on Access Control

Kim, Kyong—Jin
Dept. of Computer Science
The graduate school

Sungshin Women's University

With the spread of new web environments such as cloud and social
network, usage of personal data has increased sharply. In addition, new
technologies are collecting more personal data than ever before. And with
personal data usage increasing, concerns about the easy access to person—
al information have also risen. The latest report on the number of privacy
breaches(2012) suggests that it accounted for about 123 percent increased
from the previous year. According to these records, personal data can be
accessed and may be disclosed even without the knowledge of the in—
formation owners. In other words, there are still many potential personal
problems. For this reason, this work considered it necessary to develop
the model for privacy protection.

In order to protect and manage the personal data more efficiently, it is
very important to take into account the impact of privacy laws. In this
thesis, I briefly describe the Korea's privacy law, and outline some re—

lated research, and privacy technologies in the web environments. This



work also discusses security and privacy concerns related to web environ—
ment services. This thesis introduces a trusted model for the privacy in—
formation protection based on access control. Proposed the model aimed
to protect and prevent the privacy information in vulnerable network
environments. Also, it includes privacy rules to ensure compliance with
privacy laws, regulations, and guidelines, and helps to protect users from
potential dangers. This work examines the practical applicability of the
model by prototyping the system implementation method in the web
environment. And it is compared and analyzed several related models, and
also carries out to predict the performance of security. Finally, I conclude

and discuss some ideas for future research work.
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