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.Ⅰ 서론

연구의 필요성 및 목적1.

IT

.

, ,

. ,

.

[1], 2011

122,215 123%

.

2011 3 29

, 9 30 [9,10].

.
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,

.
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연구의 범위2.

.
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‧ .
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.

‧
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.
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‧
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논문 구성3.

1

.

2

,

.

3

.

4

.

5 ,

5 .

6 ,

.

7

.

8 ,

.
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.Ⅱ 개인정보보호의 이론적 배경

개인정보보호 현황1.

개인정보 정의 및 특성1)

OECD

EU

,

[7,31]. ‘

’ ,

,

[9,10]. ,

( )

. OECD

EU [6,48].

OECD 1 -

EU 2 -

,
3 -

,

2
-

,
6

-

< 1>
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,

. , , , , , ,

[7,50]. , ,

, , , ,

.

. , ,

, (cookies) , , DNA

, < 2>

[3,6].

,
1

-

-

,

4
-

,
3

-

․

, 2

- ․

, ․
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, , , , , ,

, , ,

, , , , ,

, , , ,

, ,

, , ,

, , , ,

, , , ,

,

( , ) , , ,

, ,

, , , ,

, , , ,

, , ,

, , , ,

,

, , , , ,

IQ,

, , ,

(E-mail), , (Log file),

(Cookies)

GPS

, , DNA, ,

, , , ,

,

< 2> ( )



8

,

,

. ,

. ,

, 3

[5,15].

1890 Warren Brandeis

“ (the right to be let alone)”

,

Rober Ellis Smith 1)

[7,60].

Frederick Schauer

. L.Brandeis

[7,60],

17 ‘

’ , 14 , 15

, 16 , 18

. ,

,

1) Robert Ellis Smith, Privacy and Curiosity from Plymouth Rock to the Internet, 2000/2004:

“Just what is privacy? It is the desire of each of us for physical space where we can be free of

interruption, intrusion, embarrassment, or accountability and the attempt to control the time and

manner of disclosures of personal information about ourselves.”
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[15,16].

,

( , , , GPS )

.

,

.

개인정보 위협 현황2)

. ‧

,

. < 1> 2007 2011

,

2011

122,215 123% [1].

,

.
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< 1> ‧

: , 2012※

‧ ,

67,094「 」

560% . 1

, ,

, .

2007 2008 2009 2010 2011

25,965 39,811 35,167 54,832 122,215

1,166 1,129 1,075 1,267 1,623

7 6 15 75 53

51 87 115 146 379

3 1,001 1,037 1,171 1,202 1,499

‧ 123 125 158 158 278

2 6 6 25 36

< 3> ‧
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: , 2012※

,

, ,

.

,

, , , , ,

,

. ,

.

[6,54], 1 2

. ,

.

14 9 6 22 64

10 26 10 21 38

‧ 522 1,321 819 1,551 10,958

‧
146 294 294 323 488

, ‧ 865 949 680 826 662

, ‧
461 503 603 630 800

14 27 19 35 71

9,086 10,148 6,303 10,137 67,094

12,497 24,144 23,893 38,414 38,172
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, ,

,

.

: , 2011※

,

․

. [6], 10

.

6 7 998

.

,

,

2008 2 1863

2008 9 1151

2010 3 2000

2011 4 175

2011 6 , 1900

2011 7 3500

2011 8 35

2011 11 1,320
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.

국내외 법제도 및 표준3)

‧ ,

,

.

< 2>

◦

[6,8,12]. ,

2)

2) (COPPA), (FCRA),

(GLBA)
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.

1974

(Privacy Act)

,

,

.

‧

, ,

.

[6,12].

, (Directive on

Privacy Protection 95/46/EC)

(Directive on Privacy and Electronic Communication 2002/58/EC)

.

,

,

,

, .
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,

[6,12]. ,

.

,

,

3) .

,

. ,

,

.

.

.

, , , ,

,

,

[8,12,14].

3) ‧ ‧ ‧
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OECD [30].

OECD 1978 , 1980

‘

’ , ,

,

,

8 [7,30]. 8

.

.

.

.

,

.

.

, , .

.

, , , ,

.

, ,

. ,

,

.

,

< 5> OECD 8



17

OECD 8

, OECD

,

.

◦

.

2011 3 29

, 9 30 [8,9,15].

,

.

‧ ,

.

3 ,

,

.

,

.

, .

.
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,

. , ‧ ‧

,

.

[3,8,9].

< 3>

.

< 3>

: , 2011※

� ․

- , , ․

- ․ ․ ․

�

�

< 6>



19

. ,

,

,

.

․ � ․

�

- ,

�

�

� ․

� CCTV

� ․ ․

�

-

�

․

�

( )

�

� ( )

� ( )

�
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.

, ,

< 4>

[11,18,52].

.

< 4>

: , 2007※

,․

.

,
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.

< 7> , ,

, 4 ,

.

.

,

, RFID LBS

,

. ,

( )

.

. ,

. , ,

.

. ․

3

.

, 3

.

,

.
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: , 2007※

( )

. ,

,

.
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개인정보보호 관련 표준화 기술2.

개인정보보호 기술1)

(PET : Privacy Enhancing Technologies)

.

“

” , AT&A Lauren Hall OECD

“

” [17,31]. ,

,

. , W3C(the

World Wide Web Consortium) P3P, OECD

(Privacy Policy Statements Generator),

(Cookie manager or blockers) , ,

,

(Encryption software) [11,13].

.

Abdelmounaam < 5>

[7,56].

(Technology-enabled solutions)

(Client-based solutions),
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(Server-based solutions),

- (Client-server-based solutions)

. (Regulatory-enabled solutions)

(Self-regulatory solutions)

(Mandatory regulations solutions) [30,56].

< 5>

: IEEE Security&Privacy, 2003※

(Personal

firewalls), (Remailers), (Trace removers),

(Anonymizers) .

,

.

,

IP .

VPN (Firewalls) .

. -



25

(Automatic negotiation) (Encryption-based solutions)

.

, W3C P3P

.

, PGP [56,63].

.

6 (

, , , ,

, )

[13,63]. < 8> .

�

�

-

(Anonymizer,

Onion Routing, Crowds)

-

(Janus, Rewebber

network)

� -

-

-

�

-

- (IDS)

-

�

-P3P
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,

‧ ‧ ‧

, .

접근제어 기술2)

. , ,

, ,

, ‧ ‧

�

�

� ,

,

�

� , ,

-SSL

- (RSA,

DES, MD5, Diffie-Hellm

an )

� , ,

� ,

�

‧

-

(Secure OS )

-

(DRM, IRM )

-

-
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. (MAC :

Mandatory Access Control) (DAC : Discretionary Access

Control), (RBAC : Role Based Access Control)

[7,49].

[7].

,

.

.

[7]. , ( ) ,

.

.

,

.

,

[32].
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.

,

,

[49,33].

.

(RBAC, Role Based Access Control)•

1970

,

.

(Role)

.

[7,19]. ,

,

[33].

, , ,

.

< 6> [25,26].
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< 6> The RBAC96 Model

< 6>

[25,26].

(U : USERS)

. (R : ROLES)

. ,

.

(UA : User Assignment) - - (many-to-

many) ,

. (P : PERMISSIONS)

,

.

(PA : Permission Assignment) - - (many-to-many)

,

.
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(AR : ADMINISTRATIVE

ROLES) (AP : ADMINISTRATIVE PERMISSIONS) .

(RH : Role Hierarchy), (Relationship), (Constraint)

. ,

[19,35].

. ,

,

, ,

.

3) XACML (eXtensible Access Control Markup Language)

P3P, EPAL, XACML

.

XACML .

,

.

,

. OASIS(Organization for the

Advancement of Structured Information Standards)

XML

XACML [20]. XML

(syntax) (semantics)
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, XML

.

, XML

,

[20,22]. XACML < 7>

(Policy) (Request),

(Response) XML XML [20].

< 7> XACML

: OASIS, Extensible access control markup language(XACML) V3.0., 2012※

XACML < 8>

PEP(Policy Enforcement Point), PDP(Policy Decision Point),

PAP(Policy Administration Point) [20].

(access requester)

(context handler) ,

PDP . PDP PAP

,

PEP . PEP

(obligation service) [20,21].
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< 8> XACML

: OASIS, Extensible access control markup language(XACML) V3.0., 2012※

XML

.
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.Ⅲ 개인정보보호에 관한 선행연구

개인정보보호 관련 모델 연구 검토1.

,

‧

.

[11,12,39].

PORTIA (Privacy, Obligations, and Rights in Technologies of◦

Information Assessment)[7,11] -

,

.

, P2P .

ID

.

PISA (Privacy Incorporated Software Agent)◦ [29] - EU

,

(ISA)

.

, ,

, .

PRIME (Privacy and Identity Management for Europe)◦ [28] - EU

, Identity



34

. ,

, ‧ ‧

Identity

.

PiMI (Privacy in the Mobile Internet)◦ [7,11] -

. ,

, , CPI(Capabilities and Preference

Information),

.

BS10012 (Data protection on Specification for a personal information◦

management system)[7,11] - 1998 DPA(

)

.

PIMS (Personal Information Management System)◦ [27] -

2010

. ,

,

, , 3

.

ü ,

,

,

ü
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, ,

ü

,

,

IDMS(Identity Management System)◦ [7,37] - ETRI Identity

, , ,

identity , ,

Identity

.

(P3P, XACML )

(PET)

, . ,

[11,13].

,

. ,

,

.
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학술적 선행연구 검토2.

,

.

,

. Qun Ni et

al.[40, 41]

(P-RBAC : Privacy-aware Role Based Access Control) (User),

(Role), (Data), (Actions), (Purposes), (Conditions),

(Obligations) . OECD

LC0

(Condition Language)

. P-RBAC (constraints)

.

,

,

.

,

- (CA-TRBAC :

Context Aware-Task Role Based Access Control)

[42].

CA-TRBAC
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.

,

.

,

. RBAC

[43] P-RBAC[40, 41], ,

RBAC (IPP-RBAC :

Integrated Privacy Protection Model based on RBAC)

XML .

.

, P-RBAC

,

,

. Ahmed AL Faresi et al. [36]

, HIPAA(Health Insurance Portability and Accountability

Act)

. HIPAA PHI(Protected Health Information)

ITEPP(IT-enforceable privacy

policy) . ,

,
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. HIPAA (purpose,

condition, obligation )

,

.

,

[53,55].

[51]. [38]

.

.

,

,

. Schneier [44]

.

W3C P3P OASIS XACML [57,

58]. P3P(Platform for Privacy Preference)

XML

[13,63].

. P3P
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.

. XACML(eXtensible Access Control Markup

Language) OASIS [20,24].

XML

.

, , ,

, .

. Jianning Geng[23]

(Personalized privacy policy management

framework)

,

.

P3P, Privacy Bird, Nutrition Label for Privacy

.

,

.

.

[34,

46]

(Assurance Management Framework, AMF) .

(gap)
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,

proof-of concept protype4)

. , AMF

[45]

.

. ,

(constraint)

.

4) 프로그램 개념 이 기술적으로 실현 가능한 것인지를 검증하는 것(concept)
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선행연구 검토에 대한 분석3.

(role) (condition), (obligation)

.

(constraint) .

,

.

.

.

.

.

,

,

.

.
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.Ⅳ 개인정보보호 한계와 요구사항

다각적 측면에서 개인정보보호 문제점1.

. 2011

[9,10].

.

3

,

.

, ,

.

,

. <

9> ,

,

[3,6].

.
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< 9>

: , 2012※

. ,

.

< 10> ?

: , 2011※

[4,5], ‘

· ’

80.9% ,
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.

.

,

. ‧

.

◦

.

. 5)

[59],

.

< 11>

: , 2010※

. ,

5) , , 1 5

19~49



45

,

.

< 12>

: , 2010※

.

.

[2].

. 2

[1,6].

,

,

.

.

◦ ‧
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. ,

. ,

.

[8,15].

,

[14].

,

,

[38,51]

1

.

,

. ,

.

◦

,
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[14,17].

,

[50].

,

.

,

,

.

Cookie &

Super Cookie

Super cookie ,

cookie

Beacon

‧

,
JavaScript beacon

History

Stealing
,

Fingerprint

< 9> [50]
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. ,

.
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개인정보보호를 위한 요구사항2.

.

,

.

.

-◦

-

-

-◦

-

-◦

-

.

.

,

.

,

.
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.

(RBAC) .

.

,

.

.
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.Ⅴ 개인정보보호 접근제어 모델

접근제어 모델 개요1.

, .

.

< 13>

.

, ID/PWD PKI①

.

, .②
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. , ③

,

, . ,④ ⑤

. 5

< 13> .

,

.

5 1) , 2)

, 3)

, 4) , 5)

, ‧

.

5 .

X.509

.

.

( ) .

‧

.

.

,
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,

,

,

,

. XACML

. XACML XML

.

‧

, ,

, ,

.



54

메커니즘 구조 및 기능2.

사용자 인증 기능1)

.

PKI .

.

< 14>

(Identity Authentication)

. ,

, X.509 v3.0

.

. PKI

.․ ․
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PKI < 15>

,

, .

< 15> PKI

ID/PWD

.

< 16>

PKI Toolkit①

,
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.

-

.

- , .

②

.

- Policy API

,

.

.③

- .

Policy API④

.

.⑤

,

. 1

,

.

정책관리 기능2)
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. , ,

,

.

.

‧

, ,

,․

.

< 17>
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, ,

,

. < 18>

, ,

,

.

< 18> Taxonomy
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,

, ‧

. , 4

,

.

:◦

, , ( ), .

:◦

.

. ,

,

.

:◦

.

.

,

.

:◦

.

.

.
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< 19> .

.

,

,

.

< 19> ‧

( ,

, , )

.

.
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접근제어 기능3)

. 1

.

< 20>

.

(RBAC)

.

< 20>

,

.
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,

.

.

< 21> < 22>

,

.

,

.

.

5

S S GPS,

,

P3 P4 , Risk

( ) ,

< 10>
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(Constraints)

,

.

.

.

.

.

.

.

,

4 P1 + P2 P3 P1 P2

3 P2 P2 ,

Risk

ID, , ,

,

2 P1 P1 , P2, P3

,

,

1 G P0 ,
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,

.

로그기록 분석 기능4)

.

.

< 23>
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.

, , ( )

,

.

.

.

.

, , SMS

.

,

· .

.

사용자 알림 기능5)

,

( )

. ․
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(Notice)

.

< 24>

, ,

․

. ․

, , ,

SMS

.

. (Consent),

(Confirm), (Warning), (Alert) 4 ,

.
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.

Consent

¡

F

/

Confirm

¡

F

Warning

¡

F

Alert

¡

F
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.Ⅵ 시스템 설계 및 구현

알고리즘 제시1.

.

, , (Notice)

.

,

(Notice)

.

. ,

. ,

. ,

.

Algorithm

1:

2:

3:

4:

5;

if IsValidating(user.id, user.pwd, user.cert) = true then

if CheckCert(user.cert) = true then

sg_level CheckSecurityLevel(← user.cert)

id_tag PolicyId(← user.cert, sg_level, timestamp)

return true
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6;

7:

8:

9:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

25:

26:

27:

28:

29:

30:

31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41:

42:

43:

44:

45:

46:

47:

48:

end if

else

return false

end if

if CheckAuth(id_tag) = ACCEPT then

role AssignRole(← id_tag) // give all permissions to user

pur UsePurpose(← request, action, id_tag)

id_access CheckAccessControl(← id_tag, role, pur)

sub_data AccessCustomerData(← id_access)

LogRecord(adm_id, Today())

Audit(user.id, id_tag, role, pur, timestamp)

return sub_info

else if CheckAuth(id_tag) = RESTRICT then

role AssignRole(← id_tag) // give limited permissions to user

pur UsePurpose(← request, action, id_tag)

id_access CheckAccessControl(← id_tag, role, pur)

switch id_access

case P4 and S:

sub_data AccessSubjectData(P4 and S)←

check_result AlertAdministrator(user, sub_data)←

if check_result is confirmed then

Notice(CONSENT, sub_data.id, pur, sub_data.contact)

end if

Audit(user.id, id_tag, role, pur, timestamp)

case P3:

sub_data AccessCustomerData(P2)←

Notice(CONFIRM, sub_data.id, pur, sub_data.contact)

Audit(user.id, id_tag, role, pur, timestamp)

case P2:

sub_data AccessSubjectData(P3)←

Notice(CONFIRM, sub_data.id, pur)

Audit(user.id, id_tag, role, pur, timestamp)

case P1:

sub_data AccessSubjectData(P4)←

Notice(WARNING, sub_info.id, pur)

case P0:

sub_data AccessSubjectData(P5)←

end switch

LogRecord(adm_id, Today())

return sub_data

else if CheckAuth(id_tag) = DENY then

role AssignRole(← id_tag) // give denied permissions to user

pur UsePurpose(← request, action, id_tag)
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49:

50:

51:

Audit(user.id, id_tag, role, pur, timestamp)

return false

end if

Algorithm

1:

2:

3:

4:

5:

6:

7:

8:

9:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

requestPolicy ←

purposePolicy ←

result ← false

check ← false

if action is happend then // Human Readable Policy

i 1←

while i ≤ requestPolicy.length do

if reqeustPolicy[i].idx = action then

guideidx GuideDefineTable(← reqeustPolicy[i].relatedguide)

lawidx LawDefineTable(← guideidx)

if lawidx ≠ null then

ReadPolicy(user, guideidx, lawidx)

go to next step

end if

end if

i++

end while

end if

if policy is requested then // Policy Analysis / Parsing
i 1←

while purposePolicy[i].idx = user.policy.usepurpose do

parsingResult ExecuteParser(← puropsePolicy)
result ExecutePolicyMatch(← parsingResult)

if result = true then
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25:

26:

27:

28:

29:

30:

31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41:

42:

43:

44:

45:

46:

47:

48:

49:

50:

51:

52:

53:

54:

PolicyGatheringRepository(result)

PolicyEnforcement(user, policy)
return true

else

return false

end if

i++

end while

end if

Function PolicyGatheringRepository(policy) { // Policy Gathering & Repository

policy SelectPolicyInfo(← user, xmlContext, accessControl, condition)

if CheckPolicyCollision(policy) = true then

InsertPolicyDB(policy)

doc XMLDocumentConvert(← policy)

return doc

end if

}

Function PolicyEnforcement(user, policy) { // Policy Enforcement

if policy is updated then

check CheckUpdatePolicy(← policy)

if check = true then

UpdatePolicy(num, guideTitle, lawTitle)

result ViewPolicy(← policy)

if result = true then

InsertPolicyDB(num, oecdIdx, lawidx)

SendEnforcementMsg(user)

end if

end if

end if

}
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Algorithm

1:

2:

3:

4:

5:

6:

7:

8:

9:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

25:

26:

27:

28:

29:

30:

31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41:

42:

43:

resp ← false
chk_notice CheckNotice(← pur, role, condition)
if chk_notice ≠ null then
switch chk_notice
case CONSENT:

sub_data SelectUserData(← sub_id)
resp SendMsg(← sub_data.name, sub_data.contact, msgConsent)
if resp = true then

give all permission to user
end if

RecordLogFile(user_id, sub_id, pur, resp, timestamp)
case CONFIRM:

sub_data SelectUserData(← sub_id)
resp SendMsg(← sub_data.name, sub_data.contact, msgConfirm)
RecordLogFile(user.id, sub.id, pur, resp, timestamp)

case WARNING:

sub_data SelectData(← sub_id)
resp SendMsg(← sub_data.name, sub_data.contact, msgWarning)

case ALERT:

sub_data SelectData(← sub_id)
resp SendMsg(← sub_data.name, sub_data.contact, msgAlert)

end switch

AdminMonitoring(adm_id, action, timestamp)
else

return false

end if

if event is generated then
imp_level ImportantCheck(← event)

if imp_level = HIGH then

result AdminCheck(← imp_level, event)
if result ≠ null then

Notice(WARNING, sub_id, event)

Audit(sub_id, id_tag, role, event, timestamp)
else

Deny(sub_id)

InsertLogDB(sub_id, event, timestamp)
else if imp_level = MIDDLE then

AdminCheck(imp_level, event)

Audit(sub.id, id_tag, role, event, timestamp)
InsertLogDB(subject.id, event, timestamp)

else if imp_level = LOW then

InsertLogDB(sub.id, event, timestamp)
end if
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ABSTRACT

A Study on Trusted Model for Privacy Information Protection based

on Access Control

Kim, Kyong-Jin
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Sungshin Women's University

With the spread of new web environments such as cloud and social

network, usage of personal data has increased sharply. In addition, new

technologies are collecting more personal data than ever before. And with

personal data usage increasing, concerns about the easy access to person-

al information have also risen. The latest report on the number of privacy

breaches(2012) suggests that it accounted for about 123 percent increased

from the previous year. According to these records, personal data can be

accessed and may be disclosed even without the knowledge of the in-

formation owners. In other words, there are still many potential personal

problems. For this reason, this work considered it necessary to develop

the model for privacy protection.

In order to protect and manage the personal data more efficiently, it is

very important to take into account the impact of privacy laws. In this

thesis, I briefly describe the Korea’s privacy law, and outline some re-

lated research, and privacy technologies in the web environments. This



work also discusses security and privacy concerns related to web environ-

ment services. This thesis introduces a trusted model for the privacy in-

formation protection based on access control. Proposed the model aimed

to protect and prevent the privacy information in vulnerable network

environments. Also, it includes privacy rules to ensure compliance with

privacy laws, regulations, and guidelines, and helps to protect users from

potential dangers. This work examines the practical applicability of the

model by prototyping the system implementation method in the web

environment. And it is compared and analyzed several related models, and

also carries out to predict the performance of security. Finally, I conclude

and discuss some ideas for future research work.
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