creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86tH AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Mok ELICH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aele 212 WS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

o] 4 F wF AE
qAEHS HTFEE

2020

Ao A SR o 5 4

F 49 3



14

o] 4 F wF X

=%

o] EEE AAGAEREOR A

20194 114

A sta o g

F 49 3



78 AT ERo2 AFF

20194 114

AAMILE A AZ3 A (47 w9l
AA S o d F (4 = Q)
A A9 oA E (4 E )

Ao A SR o 5 4



o~
T

TAEN YEA DY F3t

=l

2

ol 4]

Tw
o

¢+
w
i+
™
o

—_—

N3

R

™

fite)
N
NJo
"o
4
)

+

o

)

o,

sl

A 2k

il

R

+

o

Mo

o

il

o

ol

AE RS el o)

ki3

m
<]

NI

o
50

R

+

o

oy
)
™

fite)
\.—_mﬂo

el

olo

=
or
-
&

o

am

w

el
R

+

o

X

el
T

stk A ole e

12

9]

50l ¥

ba, Abg A

A g EAS

-
R

gl

A

pul
el

X

X



mHr

SRR I

%0

alg
M)

B

[
)

olo

o
Ho

¢+

w
N

olo

o
Mo

+

W
N

st (DSA, Dynamic Spectrum Access)

p—

0

Wr
gl

1) BE A QLTI Q. crerererereerseemsseesseeseit st

2) T‘;_L%;q]?l T e

o
oF

p—

0

Wr
gl

(Smart Contract)

13

15
15
15
17
20
20

il

1. BSS(Blockchain-based Spectrum Sharing) «weeesseeseesscsssinnns

1) BSS A] A E A A FPQ orsevesrsirissmsmsrisssissnssiissississnsssssssessussisiassssises

1) BSS Al&de] vESA



20

—

2) EH=

R

2

D

V.

22

=)

H

o

Al & o] 4

1.

24

pyl

e

2. Al Ed o]

e

27
31

Aol F o] Bl e

T
W

=0
<

)

s
0

T
g
O
o

T
BE

33

B

o

wmo
K

.
o

i
sl
™~

XE

ABSTRACT



¥ = g

12

14

24
- 26
27

o

glojo] o] HEo] o

=
=

2z
=

51 Al

-
st

[
[

-
st

_iv_



11 ToT 7FQAAFSF 71 7] 8] Zo7F  covvereererreeseriseiesistiesinesses e 9
O] BB A QI O] o werrrrrmererrereereessssesssssss st 10
31 E5 A9 /0 ~MEY dojde] G WA AEE 16
4] 2 EZ 018 Al A E TR e 17
51 2nbe AEdE Jjwe 2HMEY dojd APE 19
6] Eelolo] 58 o WE 2AEY o1y 5o WS 25
798 58 Sl W AuEY dolw 350 W (R2) 28
8 208 Mg W 2=E Hofd I Weh (R100) 29



Al1FZdAE

to

AEA T

’

RS

ZA4¢1, IoT, &

doly, =

H]
=4

~
;00

oz A% 96

7o

=
=

b MlEA A

I PN

%

o}

p=2
o

371, Al =%

p

H

0

p—

<

o

il

™
oy
W
™

I
)A

A& 918 Yl (Internet of Thing, IoT)eF &

"o

i

A
2025 7} A]

PN
o=

5}-5 )

A Al o] 5& A AFE A E 3] (GSMA) ol A

°1E]Yl (Internet of Everything, IoE)¢] & oz F

A

-
1

ATH1].

7}k

=
[¢)

Aol A of 759 JHe A =& IoT AA=E Fojw [19 1]

I Zo] IoT 7FdAH, 71717 2018 359 7Hell Al 20259 1109 /W= S7}

skl 2],

=13
=

w

4

2
=

"

=K

B

4 3

1l
oL

g =7}

7] 19 Al

)

SEE

o
RuN

B!

=
=

A

i

5 7

o

el
7o

ol

F

HEYAe] Qo uet

T
T+

3

Ju 3 A3l 2F AFEA

—
fite)

olo
o

N

oy

il
-
w
N~

fite)

olo

el

A

g
ol

p—

0

I

ox

+
ol
ﬁo
T

g AT E A4



[ 1] IoT 7Fd#ket 71719 S 7H2]

Source : GSMA Intelligence

Billion

Consumer

o
—
-

0.1

0.3
—

0.4

o
(=)

"
w

sJjayyo asidiag

YileeH

|IeY2I JJewsS

BulIN}oRINUBW JewS

A2 Jews

SN Lews

sbuip|ing Jews

SIBY30 JaWNSUOD)

EEJIEEITY

SBIDIYDA 1eWsS

2103233 JaWNSUOD

awoy Jews

wn

| =7tH o oz 7]

17 9%

A&

TEHORE

il
-
"
N~

A A9

g 7]

)

)

—_
fite)

olo

o
Mo

il

ey
el
-
!
)A

M
Ao
il

+

==
1o

el

B



Mo

il
-
B
N~

il

I

ol

ol
T

oy
o

,AI.T;
TH
W
=0
<]

o)
cn
f

p—

0
o
il

o

™

—
fite)

o

—
fite)

™

7]

A|39]

&3t

o]

|
o
|

el

W
<
B

R

)

S ol Al

bol Abg A

)

[



0

alg
HJ

ol

HEY =

P, 3o A

S

2]

el

3

o

= AlEel

PR Th mpxlato 2 53 e 2

S

o2 Wy} @ BA

al



AT

eAn

A2 &

04 FEAE

oo

o
Ho

¢+

H
NF

b= 71 = ol tH7].

o] § 5] 731

(TV White Space, TVWS)Z

L Fog

[e3]
2R

o]

]

H

al

ol

&5 A

Mo

35GHz ™99 150MHz t19% (35573.7GHz)& &3kl

b

)

Al &3 oH9).

=
=

23 H] 2~ (Citizens Broadband Radio Service, CBRS)

)
N
NJo

"
G

Hir

N

o
il

vzl

N

o, 7]

[e3]
2

™

o] =95

s

=0

o
20

)

ox

+

ol

=K

A ATHI0] whEbA %

]

0

olo
o
Ho

¢+
w
i+

%



2) ¥4 29 EY 9 (Dynamic Spectrum Access) 7] &

H]

9l
F71 sl A, Al o,

S

=
L

ZF(Dynamic Spectrum Access, DSA)o] & 7]

o}

Ll

=]
R

ol BH111.

)

—

NH
=0
Nfo

R

o

)

Nlo

@ A7k dawa gl

=0

o,

o}

o}

==
=

T fl& MEAA 725 VEo=R

/1\1,

23 E 2 v (Dynamic Spectrum Allocation, DSA)3} &

i

o

S
&

A ® (Dynamic Spectrum Selection Distribute, DSS)=

tol DSA¢F DSS 9

1 %3

AM = A olE&=

)=
Rl

4

—
fite)

i)
E]

4
o

o

mr
<)

X

)
T
W
=0
<]

o]
Gl

=9 shgi v}

G

1l A

9]

el o

o

)

—
fite)

7Y 3} A

=
L

[15-17]

ol

S

u

=0
<]

—
fite)

Mo
ol

o



o

o]
el
T

)

0

N

o]
G

-
it

[

FAdRF4 53 29l g9

o]
e

)

0

N
o
oF

LR E=s

el
Iﬁmo
N
o
Nfo
-
G
) oF
" N
mh A
To o
e
Mo ™ o
B Jo
1% ~
= P
=
roow
fite) ;\ME
™
B
i E
=
LA
ofF b
Mo of Mo

ToR

A

0

N

ol

o

&

o

| E

2~ A
==

adtr] HAAew

s
=

Al 3A7F

-

1

st

537 O =
, o=

ki3

|

o =

—
fite)

TH

7ol

TR
W

=0
<

ol

=Rk

}

0]
pul

A7 &4

LN

)=

449

’

3

o
=

ol

B

Ay

SR 191,

873

s
=

] -7}

O
RS

il

Ao M =

)

g 71E A2"ET 0L v

o
olo
o

el

o
—_

[20].



—

0

3
M-
)l

w9593 8 3

A7 55 HES A

}

)
3k QF

=13
=
)

L

=542l

2270 = 21

Satoshi Nakamoto”} 2008\

[e]
<@l

L

1 7<=

o

A

-

1

=
=

5t

°

o

1

1) A2 Mo

=

o

el

il

™
Wr
gl

ol
o
r
il

A

o

ol

il

A ©

[22].

=

)

—
file)

p—

o)

o
B
o
o

o
el

33
=
=

g 7ol HAY A

—
fite)

=

tFof 2

ps

R E!

7ol
N
T
o

T
ol

=54

A Al 2wl
1

j
a-

ARk sl e

A7F A

LN

FoA S dlo]E7F ko

L Ed
2130

HE=

o 35 o]
=241

1

17

19] £52 39 (Header)9} vlH (Body)Z 4 %o Tt

o

|

1uhe @ e} wj

-

A

2) A +=
2

el s A7)

o

i) A (Prev

9]

x
= 5

o

gl
o}

p—

@
W

o] ¥ (Version), o] A

3l Al (Merkle

E

w-

)

ox

+

ol
Njo

Block Hash),

e = ]

=

=

Root Hash), @5 3t =2~(Nonce), =2 3t AAbe] o]l x=



=(Bits), 5 A AHE Yetde B Y 2" (Time Stamp) % 671%

o] Folx QlrH22]. EF witel= EdMA Fr7L V|EEH. [19 2]=
- I

r>~

[29 2] &5A9] 7=
Block #22 Block #23 Block #24

Block Hash - Block Hash - Block Hash

Block Header \ Block Header \ Block Header

Block Body Block Body Block Body

E5 dde WF FE §Al(Merkle Root Hash)& 7t A E 27402 &
o] SHA 256 dugZFoz dAsteta, o2 A% 28 Eo dAs9S
w7 H Aol e siAlgtelth25]. ol #d o)X Er WA EEA

of Azlell Adaglel HeolHE wWEA fAAd = vk =3, e ERAA
T



A& ougteh, M EZQ], oldE %, EOS EEAdo] dudl HEY &
2399 ooltH26, 27]. WHZE 3718 EZ2AAL YE A oIy
A& 7S wolol st EFAACRZ, HAA A(Consortium) & A 1 3}
H] &7} & (Private) S5 AQle] vt 371d S5 Aol = stelu#d A B
2] (Hyperledger fabric), 2 = (Ripple), &t} (Corda) 5 °] &g 3tc}. H| 5] 7}

BEAe) 4% AP @

H
T Ae 5Ao] vk of#e [X 28] EFAAY FEHE 5EAS A

_10_



il
i)

0
oF
o)

o
X
Wr
il

22!

g MM Jo wrm 5 1
° N T °
& B N oz < Pl T
K m o |— ™ o
A 3 oo M . X
w m e =) m@ o KL ~ K
o | o R G S =
5o = Ty X o
~
* MM ww cu 3 |
~ 0 [t 11}1n!
o B N I Ol I
_ﬂ_O .n ,_m_l J 3 Zﬁ!
= A Gy = E
x| ® =
T <
Jio
AR
B2 | I |
® |5 W | 2 i — | =
o | o & o 0 E
| o
2 I N
[Jie]
m o <
o F | o y = T
oF | <A z 5 | ™A
T L ]

_11_



4) AutE AEHDE (Smart Contract)

ol
s
L
o
N
N
O
>
m
HU
of\
I
>,
N
rlr
>
=)
[
~e
[
i)
[
w
8
Q
=
@
@]
=]
=
Q
Q

DO
S
S
|
a1
E
2
1o,
[
iV
s
[m
>,
[
i)
o
>,
it
o
BT
il
J
__)‘4_10
[40
~
o
lo,
>
o
=
iy

oH30]. 20159 g FEH Y] WER AAHE Axse
2

AHQ WHE o ¥ &2 PN

_12_



Bt 43 AEY Al At AutE AE, 2uEE, 4&FY 2
!

A, FAZE7 10T 7171 Bk Fok Al Abghe] ¥ 4

£3 71& IoT 373 EEAQ 7|4t [oT &7
TG A" A AT BAL Al~Elog 2 e
$44 P A
A= 71719 71 AsE =5 g4 F7F 7t
T Alz2Eo A dlo]E <] BAF Al~"log Fof
&4 A 2 AFS ¢ g Alz=dl B} goly Ay, A%
H§ 48 H|-& A7
TG A Z U EY I Ao AW U ESY T dH
erg A WAl Al AAE 7]7] AL A7 AAE DA Al 2~Ho
7} S v A &S
B A <€l 7 =
HolEe %ol Aa .Mz TAE Al2"lo] Zh7) g o] H
B oA ’ Agetal de], §-Wx7h
HE: 2 B3 AH % .
SRS




A 3FE

1. BSS(Blockchain-based Spectrum Sharing)

1) BSS A9 A7 748

—_

=0
<
o

AL
00

o}
Bl

e 9 F

Blockchain—based Spectrum Sharing (BSS)

F3 el IoT 7]

. BSS+ o

o
=

—

ol

¢+
w

=3
o

7

\.—_mﬂo

o

il

7

\.—_mﬂo

o

Atk HEZH BSSeA]

o~
T

& wY oug

o

A

\.—_mﬂo

g,

=
[€)

gej= 7t

BAgL o9

;OL

o=
Mo

T
W

=0
<

Njo

Mo
K

y

‘umo
o

~

o FE e Bl AEE ] witel Al

o

_14_



pult)
&
il
Jhu
—_>‘4—",
ro
~
=
[
g,
[
fajis)
g‘
2
o,
lo,
ul
o
ro
f
o
=
ot
k1

User

User Sharing

Sharing __ User
—

Dl D3

Incentive Incentive

_15_



2) BSS Al&"d #&

(19 4]l =29 EH 4

o] #7 ¥+ S-Blockchaing

S-Blockchain

Standard Spectrum Sharing Spectrum Occupation
Smart contract Smart‘contr act Smart contract
® ) Incentive Y
L L
user usFr
BN\ = =
7 - Spectrum - ——
o s
= Sharmg - Reputation
Smart contract
R-Blockchain
Device A
- Quality | |
— Security
= Stability | [
CAQL A%, A 7@l A 2nte AEdE F2s 44t B2
o 7|EdlFowl AEAEL olF VHteg ~HEY FH ~vE ZEY
EE A48 + A 2957 H09 208 e A6 753

_16_



g wolt s BN wAEs F4e AAA 7
o} olfAe] TekolMAE WET & Ak AEA S P

7 AH So t3sk =2 54 w3 £33ty 7] wfo] R-Blochchaino] #
C

J
i,
N
m =
M
=2,
ol
o
B

FE WES /WMo CAZ 2HERY A wel & 5 Aok F# A

29 B 2fEY FRAL ASAA FAs FAL wY GES @

o}
Private RES A@ach thFd AgA4s dFd Fee 752 Fa
AdE F ol BSSE AHEY A4S FHeE SR £A7E Aol

t}

_17_



: NO
Spect Sh ;
pectrim Sharing Private Mode
Conditions?
End of private mode
YES YES
End of public mode Spectrum
Public Mode Occupation
o
NO Conditions?
Sharing Payment

_‘]8_




2. AY o299 HE
1) BSS A€o Y EI 4 dot

e AFEAE o8 FH ] VVlEs Sl AdE 7 = BSSe=

N sdE2d doge AZas AsAe 94 Mg FA8E Aol
a4 #A7h 9 Aot}

2) EHZ §FS A% AY o889 H&

B oERdAE AnEY 499 Fbeh Aur AR AmEY FH
2 fEdy] 93 EAZ AY ol Hgato] sAsdng Ak A
JJEE ol WAL HEH] 4T 4§ i o)A
dss Agsta olE dF3r] fa AAgET A o2 &5 e

e We + A Wi FEA AYG MPEH AdeE e

=
offt
2
[40
-
rx
=
[
10
Y
rlr
=
bineil
BN
2
X,
ules
|o

Mol AR AY AgEth 2MEY 4o

g odolae Ba dojuis £43 o5 F
3

_19_



oe] = A

p=2
o

/2)1—

H

%

)

o} 4 &= = (Robert Axelrod)

sA mwE

g A

"o

29

o Ad mde o

A2

b CH35] 2HE o

S

48

BSS x 94

KeN
=

ol

o

o)
o

HESA sHgols dte] Fojd ID AW

-
1

T FH7E 8T

o,

B

oF

ox

™

—
fite)

)

W

el

18t A 2 (Tit for

3 3 (Nice),

B

A

a4

S|
=

2 471 719 E=
(Retaliatory), &4 (Forgiving)2} ™ & (Clear)©] t}.

TFT)

Tat,

L g A=Y

3|
pud

e pEstm, ik vl gEdvd mE §a

o

%

<

o] 2]

j
a-

ojt}. BSSel A

ol 7] fls TFT =S 7]

j
L=

=
=

o 213

e

?;51_

—
fite)

_20_



Eﬂol(ﬂ %1' 17HQ =

=

=

shar, 174 ¢

Xgo

=2

olEg 7Nte =
BSS A]2®lS§
29 ™= E—Ei—_!‘j/]
3

=

=

g o] o]

=

A 4% B R =
AL |

Z13
s TFT Az #A <
=

A E ol A vy

EE
o= ]
F ok A 10,00070 2

°

oy B KX o
T CANNC wpow
o © R > T T 9 g
ol = o B
)| 2 ) — = B I
i TGS X T I
o 8o o A W = o ° ajo <0
g 5= o © NI =
= L o ik ay
= ok of = o N ) o T 3
Lo B = = o 4 oF il
N o 9 Mo e A} oy Y T
5 o= D Joow A
Boms T o W OF =~ o/ S i
%_dmﬂ@%iz% s ol
T o W% Ho oF o =
. _&o W = o ot ) M o G2
~ - ST I = & N < © o
oy 63 oo < ) G ooy
o a0 ° : ) i =
o8 mo £ Y N T Yy o) o) B X wr
_ B o T o I+ N o CA op o
X o W T R X 3 WL I A =
W ™ o ur = N ooz
5 ook Ao ®ork BT o o it
oF o R Plo ~ BT 3 on = )
Mo N w oo K T
TH ~ - 55 o] WA Hp o " P
N i ar o0 o = @ =) T o e <0 l
S48 @ o ZF M ﬂaaﬂr.aopl
= B = = o = -~ ™ o 0 o M~ T
K] T o= fint 5 ofF = ) o - X =
- - ~ o m# Ho oy ~ oo i° o T 2
mwmﬁ%ﬂ%ﬂuﬂﬁlﬁ ctﬁﬁﬂmlﬂ
S ) RIS M BoM g T U
N TS E s G oz by ™
oE ) m 5 e o= ® ) O = MmN
o B R s TF g w L ®
o % o = Mo T o i BB E Jﬂum = mr
: — oy B X
o oW W W M g o mﬁm H_H M o = Gl
CRN T < R e = B2

- 21 -



Public === ol Al

o H e

sk
=

g

£ Private

—~
fite)

]

or
cn

%
0
B
o

oF

el
et

=0
<

b
ad

=
=

TFT wdle] 4 A7

g A AA=

9]

oz 14& 94 Ak

Lo

W

I

22!

Al €

g

z
4]e] B

A&
1AL

9]

gl oo o 10H 9

B

-
it

ok

&

o

—
fite)

19l 5% A& AFo

uj A, s

98

a9 5% A&

A o

o
o

~al
il

o

7} A 3

dojoid 1749 B4l 7|7&

3T
=

s dA3I. 199

gl o] of

=
=

7H 9l

T3 BSSolA =7

Eigsy

3

3

H 2 Aol

18

HAH A (25%), BP H A}

-
1

gl o] of

=
=

JERAE

bt

7(6] >

S|
=

A FEe

(75%)2 A4 5 2T},

B

shof ok

=713}

==
T =

3
“

al

—
fite)

W7

_22_



+

L
o

e o] o

g o] of o]

4] =

it

[ )

Q —

- |

) o
s g 5
g ™ S
o s
PR
y—

1m - -
a0 YT
a

o) O Q
5| 5| %
o 5 &
[} [a B} [
wn

Alg ol 23

g Aoz ws

il
3

o

N

—
fite)

gl o] of

=
=

7IHko 2

=9 o]o] 7} Public &

v

et V&S

il
rey
)

o)
G+
=

ﬂDvO

,AI_TI
T
W
=0
<]

N

%
o

e

)A

il
il

e A g

A3 = e

!

A&

bl o

S

fite)

oy
hin

el

o
=

TV White Space® 3¢ &

KN
T

ol 10149 7]E R (C)

~
;OO

3|
pud

Al vl A

5 O
A=

Folch, wekA PITP6e] R ¢

2| &

I =

%
75% ]

g o] o o

3L
=

el

_23_



——C P —=—P1 P2 P3 ——P4 —=—P5 —P6

110%

100% e S S|

00% //
L

80%

A
W 70% 1

o

T |
TR
w|
"
<]

|

[Z29 6lolM = 5 3
B

oA A= 4o



ol o] 2] 100%7}

=

=

e

By

d

d] o
=

A 2t

E
==

Jo1d sl=7F 7

N
T

=3
=

}+= P1, P3, P6 &

S

A

o g vl g ol

1:3

=
=

10
10

10
ol A, & WA

=
=

10
10
10

Ape] mlgo] Al

A
10
10
10
EE

H]

o
o

5] A& ]

P1
P2
P3
P4
P5
P6

\
it

[

4

o

ox
—_
fite)

4
N

X
xR

&
=

Mo
el
W
&
<]

Njo

Aol

T
i

o, whebA )

_25_



oA EA e

sl Al 71 B &(25%)S U2 AT

I

%7H41717] 9]

=
=

25% < w, Plat-E] Pled =d2 049 H

& vpepaTh

& A

A

6] Al & dl o]

it

[ )

14

1.3

1.2

1.1

0.9

1.4

1.3

1.2

1.1

0.9

0.2

0.4

0.6

0.8

1.2

Pla

P1b

Plc

P1ld

Ple

_26_



Plc ——P1d ——Ple
13 14 15 16 17 18 19 20

12

11

10

P1b
9

~#eg 409 342 W3} (Round 20)

Pla

——P

110%
100%
90%
10%
0%

il
o
)

o}
+
=N

Mo
)

w}

H] &
s 3

73 AEA

W

g
N
A

(29 7] A

- —

o A%

I o)
=

a

2lt}. Pla®} Plb
} <2+ Ple, Pld, Ple =

S

—_
fite)

=)

Lt

A, weba

St

HHs

=

=

=

o

et §

]_

b7

~HER Hold 3

o

or
o
el
w

e
fite)
Mo

_27_



[2% 8] =Y vlgo e ~F9EH Hoj& 32 W3 (Round 100)
| ——P Pla P1b Plc ——P1d —e—-Ple ‘
110%
100%
90%
80%
3
B 709
'FISO
S 60%
'T—‘,_— q
T 50%
|
W 40% |\ S
< ¥
30% |\ L/
\| A
20%
10%
0%
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
AlEd A e
27 AAol 27 @A/ MPLART o B Ple UL A9 sns

AR fPo] WAHAT wep ~HAEY Hoje 5Tt 4 A
Atk AR U Ajzte] 52 F 24 YA FhE AHEY F



o]
k=i

Mz A

Sogle webA ey

= O
=

EEE

N

)

i

7} A

deiate A4 @Yomw 45

il

AA HeEo=

A sw, 27 @

=
g 4

|k Ade] Bl

A
EEER

TH

rele ¥ ol

3} A

==
=

o, Rl E A |

3|
pud

=apal

H] & 9

_29_



3) ¥8 +3 974 WHd e A¥9EY Holg W3}

_ o = = -
[29 9] ¥ 3 WA Ho e ~FEY Hojgd o ¥s)
—+—top 5% top 10% top 15% —— unchanged
random 5% —+—random 10% —o—random 15%

110%

100%

90%

80%

70%

~dEY Ho)9 B4

60%

50%

40%

1 2 3 4 5 6 T 8 9 10 11 12 13 14 15 16 17 18 19 20
AlgdolAd 2he=

4 Hed wAd W

)

o

o]
@btk 5% A7 BWe o9 AEE 2 94 use] Sl 4

k)

_30_



o A oz wHE A5-(top), 2L 47449 71E F8 T
K

il

)

o,

2

Lo,

1

X

—

(@)

X

—

1

X

o,

I
040.‘1.'4 nqo
(g M
OE, L
-
g & o
rlr !

N
E m (B
S oy oo
jav} rlo
2 =
2 Lo

ofl o
al
ng, g ob
Mo ox do
M = g
o o )
4 B om 4

2
of
B
=
td
i)
lo,
[
g,
[m
fajis)
j_),‘

(79 OlolA # 5 9% Hedlelo] §3e Wy
o ols) v Wt AT, FEI AMEY 4
2 5 gtk 89 5%9] A5 E e AERAEY fEL R
g wolw, 2AE Aoy H5sk AW FAAAL. &
B8 o Be wso g4 FYL WA 0

3] Eal

w, 1)
2 WAse Ang 49 f3o2 AASae W Ay

_31_



=0l

A22] 7]

A2

Aol A s A

ATl E Fhs 2

bl TRk e AbeA

TAE AS

A

L=

ol

A

st ok, TFT #

olo

)

i
fite)

gl

[e)
IT

Mo

JHE 3o
1T— A =2

Adod &

=
L

dole AN TFT A2 A&7}

—
fite)

o)
o

o

AT

]

A} A&

3)

ol

o]

o

o

=0

olo
ol

Fan AA 2 g

S

Eil

ol 7 o] o,

_32_



Fa 3

[1] L. Zhang, Y. C. Liang, and M. Xiao, “Spectrum Sharing for Internet of
Things: A Survey,” IEEE Wirel. Commun., vol. 26, pp. 132 - 139, 2018.

[2] GSMA Intelligence, “The mobile Economy Report Asia Pacific edition”,
2019

[3] I G. Lee, “Interference-aware opportunistic dynamic energy saving
mechanism for Wi-Fi enabled IoTs,” Futur. Internet, vol. 9, no. 3, 2017.

[4] J. Mitola and G. Q. Maguire, “Cognitive radio: Making software radios
more personal” Softw. Radio Technol. Sel. Readings, pp. 413 - 418, 2001.

[5] Y. J. Choi and I G. Lee, “Game Theoretical Approach of Blockchain-Based
Spectrum Sharing for 5G-Enabled IoTs in Dense Networks” 2019 IEEE 90th
Vehicular Technology Conference (VTC2019-Fall), pp.1-6, 2019.

(6] Alutad, FAH, oz, old+, “EFAA 7w A9 ¥ 7= A

g A7 oA"Y gEA T Vol 17. No. 10, pp. 13-21, 2019.

J

[7] AR, “FALFEAES FARE 9T QLT BH A7, AAT
Aot M, vol9, no.2, pp.191-205, 2016.
[8] ol g%, “F34 BHAE BHAE A A 1Y, FREAY

A vol.30, no.2, pp.1-21, 2016

9 g3t 5, AATATEREA vol.33, no.3, pp.1-10, 2016.
[10] Ad<, “91x] X (Cognitive Radio)”, TTA Journal No. 108,

pp.117-123, 2006.

_33_



T,

[11] A3, 449, 332, 95, 449, 2=

e

SRR

)
i
L
)

, AAEAE A vol.25, no.6 pp.1-12, 2010.
[12] G. Salami, O. Durowoju, A. Attar, O. Holland, R. Tafazolli and H.
Aghvami, “A comparison between the centralized and distributed approaches
for spectrum management,” IEEE Commun. Surv. Tutorials, vol. 13, no. 2, pp.
274 - 290, 2011.
[13] Y. Pei, Y. Ma, E. C. Y. Peh, S. W. Oh, and M. H. Tao, “Dynamic
spectrum assignment for white space devices with dynamic and heterogeneous
bandwidth requirements,” 2015 IEEE Wirel. Commun. Netw. Conf. WCNC
2015, no. Wene, pp. 36 - 40, 2015.
[14] T. Li, L. Li, and L. Kong, “Database-based dynamic spectrum sharing
with service adaptation using OMNeT++ simulator,” 2017 9th IEEE Int. Conf.
Commun. Softw. Networks, ICCSN 2017, vol. 2017-Janua, pp. 228 - 233, 2017.
[15] Y. Xu, Y. Xu, and A. Anpalagan, “Database-assisted spectrum access in
dynamic networks: A distributed learning solution,” IEEE Access, vol. 3, pp.
1071 - 1078, 2015.
[16] A. Shamsoshoara, M. Khaledi, F. Afghah, A. Razi, and J. Ashdown,
“Distributed Cooperative Spectrum Sharing in UAV Networks Using
Multi-Agent Reinforcement Learning,” 2019 16th IEEE Annu. Consum.
Commun. Netw. Conf. CCNC 2019, pp. 1 -6, 2019.
[17] F. Cai, Y. Gao, L. Cheng, L. Sang, and D. Yang, “Spectrum sharing for

LTE and WiFi coexistence using decision tree and game theory,” IEEE Wirel.

_34_



Commun. Netw. Conf. WCNC, vol. 2016-Septe, Wene, 2016.

[18] R. H. Tehrani, S. Vahid, D. Triantafyllopoulou, H. Lee, and K. Moessner,
“Licensed spectrum sharing schemes for mobile operators: A survey and
outlook,” IEEE Commun. Surv. Tutorials, vol. 18, no. 4, pp. 2591 - 2623, 2016.
[19] S. Bhattarai, J. M. Park, B. Gao, K. Bian, and W. Lehr, “An Overview of
Dynamic Spectrum Sharing: Ongoing Initiatives, Challenges, and a Roadmap
for Future Research,” IEEE Trans. Cogn. Commun. Netw., vol. 2, no. 2, pp.

110 - 128, 2016.

[20] o] A&, B4R, T3 “BE2A9 374 Y == o 2 2d wol
A" At stEUd] =i, pp.d76-477, 2018.

[21] N. Satoshi. "Bitcoin: A peer—to—peer electronic cash system, 2008.
URL: http://www. bitcoin. org/bitcoin.pdf. 2012.

[22] L Feng, H Zhang, Y Chen and L Lou, "Scalable Dynamic Multi-Agent
Practical Byzantine Fault-Tolerant Consensus in Permissioned Blockchain.”

Applied Sciences vol.8, no.10, 2018.

[40

[23] vtej ], “E5AUS &8 27}

_35_



intrusion detection meets blockchain technology: a review” IEEE Access,
vol.6, pp.10179-10188, 2018.

[27] S. K. Kim, U. M. Kim, J. H Huh, “A Study on Improvement of
Blockchain Application to Overcome Vulnerability of IoT Multiplatform
Security” Energies, vol. 12, pp.402-430, 2019.

[28] K. J. Kim and S. P. Hong, “A Trusted Sharing Model for Patient
Recordsbased on Permissioned Blockchain”, Journal of Internet Computing
and Services, vol. 18, no. 6, p.75-184, 2017.

[29] Nick Szabo, “Smart Contracts”, 1994

[30] Hrad, "AgHo] 2es AvtE HEHE g g1 FujaA]” =3t
817147183 7k, vol.259, pp.1-28, 2018

[31] Vitalik buterin, “Ethereum white paper: a next generation
smartcontract & decentralized application platform”, https://ethereum.org/,
2014

[32] Y. J. Choi, H. J. Kang and I. G. Lee, “Scalable and Secure Internet
of Things Connectivity.” Electronics, vol. 8, no. 75, p.1-15, 2019.

[33] B. Benmammar and F. Krief, “Game theory applications in wireless
networks: A survey.” Appl. Inf. Syst. Eng. Biosci., no.5, pp. 208 - 215,
2013.

[34] C. Shi, F. Wang, M. Sellathurai, and J. Zhou, “Non-Cooperative
Game Theoretic Power Allocation Strategy for Distributed Multiple-Radar

Architecture in a Spectrum Sharing Environment.” IEEE Access, vol. 6,

_36_



pp. 17787 - 17800, 2018.
[35] T. Connolly and R. Axelrod, “The Evolution of Cooperation.,” Adm.

Sci. Q., vol. 29, no. 4, p. 661, Dec. 1984.

_37_



ABSTRACT

A Study on the Expansion of a Secure Blockchain
Network Based on Game Theory for Spectrum

Sharing

Ye jin Choi

Department of Future Covergence
Technology Enginneering
Graduate School of

Sungshin University

In preparation for the Fourth Industrial Revolution, the demand for
advanced wireless communication networks and frequencies continues to
grow. To share frequency effectively in a limited frequency resource
environment, studies to develop spectrum-sharing technology should be
conducted. However, when managing the spectrum in a centralized or
decentralized manner, there are problems to be solved.

In this study, a blockchain-based spectrum-sharing system, in which
various types of users can efficiently share spectrum in dense networks,
1s proposed. Furthermore, a method to apply game theory to obtain
cooperation from users who do not participate in the spectrum-sharing

system is studied. When the simulation was conducted based on game
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theory, the proposed blockchain—-based spectrum-sharing technique was
simulated by using the tit-for-tat (TFT) strategy, in which the system
cooperates with the users if the users collaborate and the system does
not cooperate with the users if the users do not collaborate. Simulations
show that there are more than a certain percentage of users who use the
TEFT strategy, and if users are encouraged to change their sharing
strategy on a regular basis, they can provide more efficient spectrum
sharing than traditional centralized methods. It was confirmed that this
technique can improve spectrum sharing by 55.1%6 or more through

optimization.
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