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Algorithm

1. user.auth < AF&AF AAZSAHR
controller.auth <+ HAEZZ ASAHR
service.auth < Awv) 2= QA=A R

if AllldentityMng(user.auth, controller.auth, service.auth) = true then
AllAuthResult < true

else
AllAuthResult « false

9:  LogRecord(WARNING, AuthenticationFailMsg)

10: end if

11:

12: if AllAuthResult = true A PersonallnfoRequired = true then

13:  user.profile < RequestUserProfile(user.auth)

14:  service.profile < RequestServiceProfile(service.auth)

15:  service_requiredinfo < checkRequiredInfo(service.profile)

16:  user_openlevel < checkUserOpenLevel(user.profile)

17 accessResult < ProfileComparison(service_requiredinfo, user_openlevel)

18:  switch accessResult

NSO W

19: case Permit:

20: if service_requiredinfo = PLZ2 then

21: UserMsg(WARNING, AGREEMENT)

22: if AGREEMENT = false then

23: return false

24: end if

25: if checkPrivacyCompliance(service.auth) = true then

26: provided_profile < ProvideUserProfile(user.profile)

217: LogRecord(user.auth, service.auth, provided_profile, timestamp)
28: else

29: UserMsg(VIOLATION, AGREEMENT)

30: if AGREEMENT = true then

31 provided_profile < ProvideUserProfile(user.profile)

32: end if

33: LogRecord(user.auth, service.auth, accessResult, note, timestamp)
34: end if

35: case Restrict:

36: UserMsg(WARNING, AGREEMENT)
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37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:

if AGREEMENT = true then

if checkPrivacyCompliance(service.auth) = true then
provided_profile < ProvideUserProfile(user.profile)
end if
else

LogRecord(user.auth, service.auth, accessResult, note, timestamp)
case Disable:
UserMsg(DENY)
LogRecord(user.auth, service.auth, accessResult, note, timestamp)
end switch
else
UserMsg(WARNING)
return false
end if

51:

52

53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:
72:

. Function checkPrivacyCompliance(service.auth){
privacyPolicy « requestPrivcayPolicy(service.auth)
if privacyPolicy has PrivacyCertification then
return true
else
1< 0
while / < privacyPolicyltems[].length do
if privacyPolicyltems[i] is invalid then
return false
end if
I++
end while
service.profile « RequestServiceProfile(service.auth)
serviceType « RequestServiceType(service.profile)
service_requiredinfo < checkRequiredinfo(service.profile)
defaultServiceProfile < RequestDefaultServiceProfile(serviceType)
if service_requiredinfo = defaultServiceProfile then
return false
end if
end if
}
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ABSTRACT

A Study on Design and Application of Privacy

Information Profile in Smart Device Environment

Yeonwoo Lee
Dept. of Computer Science
The Graduate School

Sungshin Women’ s University

With the advent of smart devices and popularization of the internet, the
ubiquitous computing environment is on its way which can make us
connect to the Internet anytime and anywhere. Recently, there are many
studies on smart device communication and they has applied a variety of
user-oriented services. In smart device environment, personal data can be
collected via different channel such as RFID tags, sensors and smart
devices. Service providers can make user’s profile based on a mass of
collected personal data and use it to provide user-oriented services.
However, the collected personal data includes new types of information
such as location information, habit, and healthy information which are
sensitive information that has possibilities to analyze about user’s tendency
and pattern of behavior and it can violate user’ s privacy. Especially,

privacy protection must be considered in case of collecting personal data



from user’s smart devices, which have become necessity, and using it in
order to provide user-oriented services to the user.

In this paper, I propose the Privacy-preserving Personal Information
profile Management System(PPMS) to protect user’s privacy considering
related laws, guidelines and policies in case of collecting and using
personal data to provide user-oriented services in smart device
environment. At first, [ examine theoretical background of both smart
device environment and privacy information protection, after briefly
introducing the purpose, background and scope of this research. And then
[ formulate possible privacy threats in smart device environment and
suggest the necessity of this research by reviewing precedent studies and
analyzing smart device environment threats. To solve formulated privacy
threats, I propose the PPMS to protect user’s privacy in smart device
environment and build a prototype for verifying possibility of the
application in real environment. After that, I analyze proposed system by
evaluating time performance. Finally, I conclude this research and suggest

future research work.
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