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E AR ALF 24A =2 ZAFs7] W EFT B Bk of
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ol A= 43 7€ 5] oA, A2 2dE FHHe HAE
WA fa w2 A v £ gk 2y AZE S ke dwst
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YA TAL 43 REY JEHY ARUE B v A T
Zolm, afojutx AL EAdNt: FAA & F e FE Y= I
g, A7)0 o FAd ARE & F o FAE FHoF e UG
[1]. vpx|gto 2 Sfolevts FAL2 vEd H2ZHM =374 7t A

¢35 2002d9 S.Chow7} A3 AtstH o™, DES(Data
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ALRR3]. 2y, E53 F4o] BZFN w7 5353 S29 AR
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ANA =EHA Folof dE=Z, 7|18 =8 R AFsL 553 B2
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Management)[7] 5°] 9.
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g, solENs gEE EIAA S0} v FEEA @
5 gudED 95 71§ F94A HEF & Qx, H=sdolz T
5 H% MY W, 45 dueFe eFY AHH wol Assohes
Hol ST

= Aoz AdsAd[2] A HFES FfolEvtA ¢S+ S.Chow ¢
3¢lo] At CEJO(S.Chow, P.Eisen, H.Johnson & Paul C. Van
Oorschot) frameworkE W21 Qo

Fig. 12 7]¥ AES-128% 3jo]EHI: AES 4l A4 & HEd o=
(119 298& AFA3G) sojEUA AESY &35 & 7]& AES ¥
AUSEH FdstAT, A4 &Ade &Y zol7t v AES-128 &%
= SubBytes, ShiftRows, MixColumns, AddRoundKey =412l 9¥ HFE o
2 437t JAYPHHY, wpAH $E*=  SubBytes, ShiftRows,
AddRoundKey (k&) €42 APgdrt. qr7ldA KE idHA F=olA A
&5+ g3 71E 9yt 7€ AES WAYEH 2, Chow B4 3glo]
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£ =3+  ShiftRows, ShiftRows7}

SubBytes, AddRoundKey(A,,)%

AES

ShiftRows7}

2 AESY 1798t =+% %7] AddRoundKey7l 1WA & =oA 43
HA Fe=9 wpxuted +35= AddRoundKey7b th

57}  wio]  ShfitRows,
SubBytes, MixColumns 49 wE o2 ojFojxtt, 181 nupxd 10W
289  AddRoundKey( k),
| FFATHBL olw, s} &
55 &2 54 Hel=2 48 A wE7] Al se]E¥rE AESE
= d4ibE MixColumnsZ w5 gtk ShiftRows® AddRoundKey:
SubBytes®} A4S WAINE dA A=

=0 W R Adbsta B8]

T4 T Ay 4

WB-AES

AddRoundKey(K,)

g
for i from 1 to 9:
SubBytes
ShiftRows
MixColumns
AddRoundKey

fori from 1 to 9:
ShiftRows
AddRoundKey*
SubBytes
MixColumns

oo

=

SubBytes
ShiftRows
AddRoundKey(K,,)

b 4
ShiftRows
AddRoundKey*(K,)
SubBytes
AddRoundKey(K,;)

AddRoundKey* : AddRoundKey with ShiftRows applied.

FIGURE 1. Operation of AES and WB-AES[1]
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o= Aol AESS ztol7t Atk Fig. 2& Fo]ERMA AESY 7|E ¢
Uebd Aoz, [8]9 TS ATAs. 229 HolEdA AdtE=
Ao 423 F2e XFHn @ o, 453 T Atold WF d:Y (M)
1"% B ) #AFol F7A2 FYdnh JdIZPH tag FA o] s
|A 7€ g5 &Y X9 Zopxu. a3u, dHAd EAE R
=g Flo] Y=Y HiEd 71E AESSS ¢-E353
FE YeEtd 8] oF a9 IF fiayg #HF& F
, 59 Holeg o8 ME urolM Az AHEF gkl W
F d-dads 48 e=zx 71 4R T3} 2L 14 AE7E A4 A
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ShiftRows @4to] ¢sel F#3t7] W&o MixColumns @4to] W53}y
A e A7 LAY XiaoLai WA e A AL F£A3Y
d353 F=E E=oluA s olol uwEl XiaoLai WA F< HeolE
2717 AR Lem, Chow W29 4 HolE& A7|E 770,048B(Bytes),
XiaoLai #2]¢] 29 Ho]EL 20,994,048BZ Chow 4 tH] XiaoLai %
Aol digk 27v) Ax9 F4 HolE AVE JIAA FEUH3] B BHEAA
XiaoLai W] Chow WA RT <tASA G &2 w2 ZHA o
g3, 9 & vE2g §3Fo] e

FEE AU o] b, BE%E B 2
¥AE Aot BE Fd AT[E AEAHY 2 AAE AT 1)
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Chaining) =7} gto]Ent2 ¢35 dugFol AAFE FTHsAH. 1Y
U g dugEe ¢E5Is £x9 A7|E 1A ¢

SFNA &E37] oJHuE ZA7L =
At AT 12l §¢ HeolES T3 AA 4353 Holg A7 E 4
o 2N it AFdE duldE FXd ALtz Pdoh g, H L A
fo® TEAYU 7] HUHEE AUt AA M= ZAXd A& TME
e AS AdFFY. AF B2 g9 FolEdxr 1E JEAS A
3 AF[13]= Y AH 5F ¢35 KLEIN, LBlock(Lightweight Block
cipher), PRESENTE& 3}o]Edl: ¢35 85t 7]E&9 AES 7|8k 3lo]En}
2 45e v FXPG. EF 2 FY HolEY AVE EUEA U5
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2. Holg &=

dolge d5& T Z71E ¢ & do HelHE d5de 7N
4 AF g EFE 5 dd. &4 g7 mE 45 V¥d e
= (Lossy Compression)@ F<£4 = (Lossless Compression)©] At
S U452 45 2 45 AAE A dHolHZE dE HolH g iy
shAIRE Hlo]H ol ARTE EHHE JIHoIH[14). FEL GES AR
o] dojutx] &+ 7ot F &F ZHL U=k st HolHY #3
of wgl szl F&d. drFoz &4 4FL ojvx], eyie E H|Y
Q FdoA ARHH, FEL GH5S Hd2E 22O onx], ¢ 3

dol X ArgET. 53] olw X, vife HelHE AAE ol&3 FEE& A

1

rk) oL

A

-

T

2

Ao HlE AFEo 1 £4E&E EUHI5] &4 ¢F& WE 3:Y, o
b go] &3 W (Discrete Wavelet Transform, DWT), ©]4F FAFSl H 3
(Discrete Cosine Transform, DCT), Z¥dg <= (Fractal compression),
RSSMS(Rectangle Segmentation and Sparse Matrix Storage)®] 2] o]
lom F£A gZo= LZW(Lempel - Ziv - Welch), 3w 34
(Huffman Coding), 2t < #Z 9 (Arithmetic Coding), Shannon Fano T

Aol u16]17].



TABLE I

Lossy Compression and Lossless Compression

&4 % Fed 43
H3 79, DWT, LZW, 3 Zqk el39,
71 DCT, =4 & = Atz ez,
RSSMS Shannon Fano W
o] m} #], B E T2
dolg 32
e % Hge ol =], 2t
Ad=E =2 s
£A8 =5 E3=s

UEHUN &4 Zo] A FHAME dFoE A 2aHE AT
AdE, W2y AHEFS ol stA T, & AFeA = Ado] Agd
T

3 FAE 22 (Principal Component

Analysis, PCA)3} =gt 39S /4 Al g3t Webe Aot d4 %
AATH19]. FAHAE BEHo=2 Jd TS I FES AASHY] 93

e | i

dow, At PSS Hdd& F8 JPEG2000E

dee NAANZESS FdsiH did 7= olAF FdsA HelHE
2

FHFAA 2



1. A ¢k ofolr o

HZ AEUHY &30 HelHE AFsrY 533 i F&S
=ol7] f3 HE dHolHE ©#HF(Fragmentation)st A 33
(Aggregation)dt+= Wete]l #g A7%= APHn Yot dAsE 72 o
o Holel2 Edate LR, dHsE 5T YR =&HAE AA
dolgo fgel HA Fev. S A HolHE st & teoly
2 FHe #AHoz, BT HIEE 94 AAANLE NAE F

A, F  ATF[20]= Additively Homomorphic Encryption and
Fragmentation scheme(AHEF)E A¢tstd F<2A FA AN YEHYA
(Unattended Wireless Sensor Networks, UWSN)dl A o] A~E& X QW3
= dolg AZ 2 HAF HEE A EFAY. 2 At w2
71E HAE WEY SN vashA] Fvs FAFH Ao

2 dAFdAE 71€ w29 Chowst XiaolLai 29 dlo]Ent2: 3 9

Hol& A7|vE AT 7] A4, &H-EZs st wye AL,

€ RoEn. golEvA ¢35 9 o
H(Input) # 22 HE(Plain Text)& ¥, BEY Zo|7t 4 HolE =
71€ 9A &S A5, WA AR AT oW, BE Hol7t 4
Hol& =A7ek 2o HHd AFsts AALS AHFIH. 54 HolE9
A719 ZAY A wW7A BEE W ARstH, W AdE FE



lo

dol7t 4 HolE9 Av|9t oA FH st StolERtA S
#oZ Yol 43stE WPt 54 HelEY AV|Eg FE BFE
2717 AAE wR o R Eol FENA F¢ HolE IAVE dEE
ot ZEtd BES #yd GAE F oS BE] o0& WA v
. 38 (Output)S &ZE(Encrypted Text) o2 ¢3F9 Zole =4
Hol&9 A7|HY aAY 2& 5 Utk

ole]gt WAL Fo|Ewrx 457l HolE @92 AE 7] WEd A
28 AHEEF SHAA BE&AH, AN AdEE FY HolE AV 2

X

A7HA] & BES 7ol 2 dA FF o4 SEE FEo] 9

i)

Lo

AU
v}

1. Input 4. Output

Plain Text Encrypted Text

7.

2. Aggregation 3. Encryption

White-box
Cryptography

FIGURE 3. Proposed Scheme



2. 4% =21 92 @74

2 dF+= d23%F Windows 10 pro 9AAANA VMware
workstation pro®l Ubuntu 20.04 LTS(Long Term Support)E A X3 A
g AN FREHAoH, A 48 #73 2 WAL Table 13 2o
Githubdl & 7/0¥ Chow %2 ¢ Open Whitebox AES ¢3¢ Xiaolai ®42]
©] Open Whitebox AES %¢3E CBC REZ Go <o, dol4,
OpenSSL(Open Secure Socket Layer)E& Alg&3te] FdeYGoH21] T3
71E Adste] HolHE ¥3dstn 53537714 2E= A Ad=9
ARHE HEY ARFS FA R Bludte 498 JdAH

A AdEE FolH 9 time BRES Al
Ao =AY A AR AAEE Wk
o WEZ] AE S RAM AHE RS 7IFEo® S on, & dvolA
= dol# 9 psutil(python system and
e E Tt WEE ALFE Z=E A8ty A ARy AHSEFS
EAT F Z=E AP AF g vEg AHEZFSE SAFAT o] ALE-
FolX ZEE APty Ao mxe SAHAGFS W A= dPow QAF
22 AHEFE AAsE A

Aol AL&F HolHE dHolHY A7t T4

x
n

e, 799 24 1

oh

A5 WGst YiE vHolHE Patt AAF Lol wEe] Aol
g5



TABLE II

Experimental Environment and Version

TRLA A 873 2 #HA
ON) Windows 10 pro
CPU . In_tel(R) Core(TM)
19-10850K CPU @ 3.60GHz
VMware VMware workstation 15
VMware OS Ubuntu 20.04 LTS
RAM 4GB(GigaBytes)
Go v 1.138
Python v 3.8
Openssl v 3.0.0-alphal2




3. 49 A3t 2 ¥4

Fig. 4%} Fig. 5& Chow$} XiaoLai 4] slo]Edtx ¢35 9] 3} &<
HolEol ¥3dHE HE 277 d=HFE A, 71 A, ¢38, HI3
SAE A A= fEE AEFE 18 1Y 2 F Fig. 45 A A
A=E YeEWlil Fig. 55 HEE AHEZFSE UEHS. Chow WA 9 9
A7) 770,048Bol B2 o]E do= AMFEIY 240KB(Kilo
Bytes), 480KB, 720KB¢] Hi& A7|E AA 3 ATt XiaoLai W49 A+
54 HeolE =77} 20,994,048BelE=E HE A7 E 6,000KB, 12,000KB,
18,000KBZ "= 1,000 A@& wEde 4L s AT WA

Fig. 6% Fig. 72 Chow$} XiaoLai %4 sto]Edtx 5] 2] H o
Eo 14, 20, 3ul, 4uiol] siFst= Av]e HEo JH@;Y dw, 7 AA,
d53 Essld SAHE A AJQES WEY AASFE TES 190
™, Fig. 6& A7 AAEE YHEUL Fig. 72 ¥WEY AL ZFE Uetllth
Chow W49 % ®lo]& =7]E 770KB, XiaoLai W49 A$& HolE 3}
e =718 20,000KBZ AA}AL, 1,0008E &g Aol Hd ik
FA A
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3.50 120.00

107.01
3.00 2.87 100.00
w 250 = 76.43
g 2.09 ~  80.00
g 200 % 60.00
i) - .
= 1.46 48.27
8 1.50 3
40.00
1.00
050 20.00
0.00 0.00
240 480 720 6,000 12,000 18,000
Number of bytes (KB) Number of bytes (KB)

FIGURE 4. Latency Comparison of Chow and XiaolLai Schemes

with Increasing Kilobytes: (a) Chow Scheme; (b) XiaoLai Scheme

Fig. 4= H &9 nvlo]E F7}o] w2 Chow$ XiaoLai %29l Azt A4
= A Aot A AAEE 7€ A dHeolHE d3slsta &

sgtele F NS S Aotk ¥ S YT A Fig. 4 (o A2F
3l Chow ¥4 ¥ Fig. 4 (b)) XiaoLai WA HEQ wlolE 7} F7}
g2 A AAEE Z718l9 Y. Chow WAl A3E VFoz dun

k& W, 240KB, 480KB, 720KB<] B #-& 240KB H&< 14, 2], 3u] =
71el A F3AR, A AAdEE FE AV TG AenE Sk A E
eEgtth &, 240KB9] HEF-& 720KB ol H & 3] Fx|wh, 720KBY] Al
F AQEQ 287sE 240KB9 Azt A A= 1465 tiH] oF 96.6%%el &
7b3hA Fokth. 3, XiaoLai WA ol A= 6,000KBe] AlZF A A%<l 48.27s
thH) 18,000KB9] A7+ AAE7t 107.01sE ¢ 121.7%9 714 Bt
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ABSTRACT

Whitebox Encryption Optimization Techniques for

the Internet of Things

Jin-Min Lee
Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

IoT(Internet of Things) technology is being used in areas close to life,
but security considerations are insufficient. In addition, IoT devices
operate in a low-memory, low-capacity, ultra-power saving mode,
making it difficult to apply complex security mechanisms. IoT devices
continue to accumulate data, so if exposed to security vulnerabilities, the
damage will increase. Even if encryption is applied to the device to
enhance security, information stored on the device can be exposed to
malicious users if the device is stolen and the encryption key is
identified. Typically, drones and closed cameras use the device’s camera
to photograph streets and people, and problems have been raised that if
such devices are taken away, confidential information and personal face
data may be exposed. To solve this problem, research has begun on

whitebox ciphers that hide keys so that encrypted data cannot be



decrypted even if a device is hijacked by an attacker at any time.
Whitebox encryption is an encryption method that hides the encryption
key in the lookup table, a cryptographic algorithm, to protect it from
attackers. Hardware-based encryption is difficult to modify once created.
Still, software-based white box encryption makes it difficult for attackers
to infer encryption keys because of the large lookup table, and can
reflect patches of newly discovered vulnerabilities relatively easily and
quickly. However, IoT devices and drones have limited memory, capacity,
and batteries, making it challenging to apply white box ciphers with a
large lookup table size and slow encryption and decoding speed compared
to the currently applied encryption method. In addition, since the image
and image data obtained through the camera are extensive, it 1is
necessary to solve the problem of significant size to white box
encryption. Therefore, this study proposes a method of collecting and
processing short-length plaintexts at once by utilizing the characteristics
that white-box encryption processes encryption based on lookup table
size and a method of white-box encryption using data compression
techniques considering data types. First, it is a method of collecting
short lengths of plain text and processing them at once. Assuming that
the table sizes of the Chow and XiaolLai methods are 720KB(KiloBytes)
and 18,000KB, respectively, the memory usage of the proposed method
was reduced by about 29.9% on average in the Chow method and about
1.24% in the XiaoLai method. In addition, the time delay of the proposed
method decreased by about 3.36% and about 2.6% on average in the

Chow and XiaolLai methods, respectively, at Traffic Load Rate above



15Mbps(Mega bit per second). The method of introducing compression
techniques using  Huffman  coding and  Principle @ Component
Analysis(PCA) to improve data processing efficiency confirmed that
compression techniques using principal component analysis are effective
in terms of time delay and compression rate for image data. In addition,
when applying the method of collecting short-length plaintexts and
processing them at once, it was obtained from the experimental results
that principal component analysis can process eight more image data

than the original data and Huffman coding.
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