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ABSTRACT

Low Power Security Architecture

for the Internet of Things

Sunwoo Yun

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin University

In this study, we proposed Wake-Up Security (WUS), a low-power
security  architecture that can utilize high-performance security
algorithms on the Internet of Things environment. WUS adds a small
logic that performs anomaly detection in IoT platform and executes the
security module only when necessary according to the anomaly detection
result. Therefore, it is possible to improve security and power efficiency
while using a relatively high-complexity security module in a
low-power environment compared to the conventional method of
periodically executing a high—performance security module. In this paper,
we implemented a Python simulator based on the UNSW-NBI15 dataset
to evaluate the power consumption, latency, and security performance of
the proposed methods. According to the evaluation results, the power
consumption of the proposed WUS mechanism is about 51.8% lower

than that of the conventional high-performance security module and
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about 27.2% lower than that of the lightweight security module, and the
latency is about 74.8% and 659% lower. Furthermore, the WUS
mechanism showed a high detection accuracy of about 96.5% or more
and proved the detection efficiency performance improved by about

33.5% compared to the conventional model.
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