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Big Data
Count_of SBD.1 > 1
No
Count_of SBD.2 > 2
i
No
Count_of SBD.3 2> 2
Yes No

I") ResultMSG + Warning, Notice IV) ResultMSG < Notice
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Algorithm

for Datal..] 1 to N
if Datal..].SecurityLevel = 1 then
ResultMsg <« Deny
end if
end for

If ResultMsg + Deny then
for Datal..] 1 to N
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if Datal..].SecuritylLevel = 2 A Datal..].SecurityLevel =2 then
Result of BigData < 1
ResultMsg < Pending

else if Datal..].SecurityLevel
Result of BigData < 2
ResultMsg < Warning

else if Datal..].SecuritylLevel = 3 A Datal..].SecurityLevel =5 then
Result of BigData < 2
ResultMsg < Warning

else if Datal..].SecurityLevel
Result of BigData < 3
ResultMsg < Notice

2 A Datal..].SecuritylLevel = 3 then

3 A Datal..].SecurityLevel =4 then

else
Result of BigData < 4
ResultMsg < OK
end if
end for
end if
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ABSTRACT

Protection Measures for Sensitive Information and

Personal Information In Big Data Environment

Kim Ji Young
Dept. of Computer Science
The Graduate School

Sungshin Women’ s University

Today, Big Data is one of the biggest issues in the ICT sector. Various
data is increasing exponentially with the development of personal smart
devices, evolution of network technology and diffusion of services such as
the Internet and social media. Due to the broadening the scope to collect
and utilize these different large amounts of data, the value of Big Data has
also increased. The development of big data technology, that is
characterized as creation, acquisition, analysis and expression for a variety
of large—scale data, predicts diversified modern society more accurately and
to work efficiently. Big data makes it possible to provide, manage, and
analysis the customized information for each personalized modern society.
Thus, Big Data has the positive side but it also has the negative side
such as possibility of the formation of individual personality that no

unwanted, the prediction of the future course of action, including the



monitoring of real time for the individual or Inference the sensitive
information and confidential information of the organization that could
inflict economic damage of organization.

In this paper, we propose a measures that can protect important
information of the organization and personal information of the information
subject that is utilized within the big data environment. At first, I examine
theoretical background of both big data and privacy information protection,
after briefly introducing the purpose, background and scope of the thesis.
And then 1 formulate possible information security threats in big data
environment and suggest the necessity of this research by reviewing
precedent studies and analyzing big data environment threats. To solve
formulated privacy threats, I propose the SBS to protect sensitive
information of the organization and user’s privacy in big data environment
and build a prototype for verifying possibility of the application in real
environment. After that, I analyze proposed system by evaluating time
performance. Finally, I conclude this research and suggest future research

work.
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