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Bitcoin: A Peer-to-Peer Electronic Cash System
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www bitcoin. org
Abstract. A purely peer-to-peer version of electronic cash would allow caline
payments to be sent directly fiom cae pasty to another without going through a
fioancil instittion. Digital signatoe provide pt of the solticn, bt e main

events witmessed, but proof that it came from the largest pool of CPU power. As Transaction Transaction Transaction
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1. Introduction i i
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e way of their ustomers thsznxmoremfmnmthmdry\m\ddoﬂiﬂmxwed :
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Private Key Private Key Private Key

thd party.Trnsacions that e conputabionaly mpracica o evese would protect sellers
from fraud, and routine ‘mechanisms could easily be implemented to protect buyers. In
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“Privacy by Design”< E & ABR7|& 9 2 AlxdEe]l AA 7] AF
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“o %" (Proactive not Reactive; Preventative not Remedial)
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Setting)

® 7189 9AAEEH Zgto]lM Al 119 (Privacy Embedded into Design)

@ xZ4 7154 R - Zero Sumeo| °}YyE} Positive Sum< - (Full
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1. TSCM(Trusted Smart Contract Model)
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3) SVM(Smart contract Verification Mechanism)

ZAEHE 3= IS BAst7] A AntE HEYE 3o
#Hd wAYFolY.  SVM(Smart  contract  Verification

" 2ntE AEHEV O glo] bk A A
UeH A4S T84S Aasty, A z=of ERAAY FEA,

v Contract Code

AV

pay the OWNER
OUNT __or

+ Signed by issuer
love:

* Move:
¥ + Signed by owner
//f + Redeem:
+ Signed by owner
« After maturity date
v Legal Prose
- _p. [ISSUER:__states that it wil

n or after

l

Consensus Agreement Mechanism

Smart contract Verification
Mechanism

Transaction
Validation

Compatibility

Data/Transaction

Format

¥

Code Verification M

(L™ 16) Smart contract Verification Mechanism

Smart Contract Deploy
550 Smart Contract
Smart
Contract
Source Code Contract
* Code
Reference
Smart R
Contract Code
Compiler
S Legal
Smart - Prose
Contract {—p-| SMart Contract Reference
Build Byte Code
vidvp Repository
ofgfgt M7t Fagk olf=
—_— =) T =] 2
zEaggel Er7ls stHd= A

7+

b o]

Ackel ez 244 = A s

2}e]

Al kA =

=

¥+ AYAME Smart

sl HTML 3 o] ] o A

Smart Contract=

_45_

o

rlo



Helgl&S #2424 %

%
i
do
:(!>L_t‘
i
J
__>fl_',,
r o
2,
By
o
ol
v
s
s
o,
X,

o

2,

o
=)
v

Smart Contract® 213 WlE = A2, AFEA7E o= A% Z =2 37 o

teette RS AAZ o T3 HAA Ao sutE ZAEY

i w2 St AL ¥ 8AQ FHoly Hele] FWolA HE & Aol

g R R Z7Ee] Ao Aldo] Wiy E ~AnteE AEHEES Lol 1 <o

AFAY. SVMolAE o dEEgor S0 dHolHERE <9d] Smart

Contract & =7} A Al =4 77 dojuA &Fe
Ca

dolg 29y EdA4d 8 2= 34 & 4

ht

_46_



4) SCM(Security Controller Mechanism)

2utE ZAEAE x3tE Y& digh Ado] dmEH SCM(Security
Controller Mechanism)S &3l Alekell 235 = 7N A K WA H
Sol thet dlolE HF wok dolE Htol whIk H

ddstarat st WAYFA I ZEAAE v 2

A" B

Access Control Permission 245 0f| 0| € !

Data Analysis

] 2 AR Yes [ro
[ e A7 7t e

|_[==osss
ETE

Data Parsing
RU!§ - Transaction 24
mapping IPFS/SWARM |
Yas *
7o BIHRE
7Hel7| M
Block 1 Block 2 Block 3 Block 4 Blockchain

(I 17) Security ¥ Privacy 7] AL D2 A

S, dHelE ®E ke Sa AAAmS WA Hol W
HEzAE Agsna @t oE  ddME  Ad g w3

A # G A< (Buyer, Selelr) 2 Specialist®] o7 &o]7} o] Fojz FTo HE

Eda o] MR A, AAARY UgARe] dPets ARE FE @



%

70 ¢

GERAY

%

K =3 o Al

fvze)

o

A

I

R

!

2]

Xgﬁ_

v‘ﬂ

}

0]
yul

7}3

(e}

|

o)
E}‘éi %

1 A
-1

H]

vl
=

3}

4z

H
gl

el

s

a7

7o}

GEFA7F

@

A
o

delete -5 AFE3Fo =N, ¢ o]

-

1

dlxel AR 7] A
A& 3t

]

249

ol ¥ 2] &l A

x
=

o

M

_48_

=

sl .

=

A B

o~
T

fe13
=

s}
ol

T

s
RS

W&

Agto 24 Smart Contract
ok
o}

|

A}
Al
A



|
A k)

> T [ ke | gavizol A e,
w A% B= US Ao M
i DBOl M¥E YRE EE +
b Access Control M

Write/Update Privacy @ e P E g‘*;" #

I — v

| : »
| H IPFS/SWARM
@ ] (W= R e
S

Read

Srnart Contract

P
'
oot T 1
(0™ 18) 71 E RarIRt 242 &t =& o] A& g

A48 AGAE At FAREY AT FQA F 47e] A2 AP

10

_49_



A5 FAEHE 5 29 AF

1. 58 At

BoATolA As mde] 4F Wozy AUNATE AAste] witol
gal BAsA wHE 2% Ades QA FEN w6 A Aok

AdAstAn. FEdt Ads A Bl go] o]Fojx= A elH,

s ARE HAS, Aggste W=y F5en Y vrd, A4 P2P

A2 JHFH7|174A = obF Betel thek %-#7F = 2 E7 AR ot

wohabst iAol ARe FeAsol e, A%F/l WAAGE FAS
EAR 4o Gk oleld BN RFd AHE BeE S )
FH9, BENH 5 A AYSA Sz uga Aol xsd F

ol vk = FEA Al #deis Ales S0V AF v

)
12
ftlo
rO
-
)
o
o
fr
rx
o
ol
ol
X,
i,
2
£

ek A AeF Al E A&t sk Aldel s v 2k



[ EEREHE

O =7 A% 4e W

@ T A By

Specialist
uE A ||
@ 297y % us R
[ ) @ A HUE W 7 U *
R © A%M Y A §8 | I
s 3T A% B s 2
] ] -
@ HT AUYM WY REL B AOE
@ B M 2y U’
Q-2 @y o Q-1 2% 08 B5

9 zn 2o Q-1 27 ¢ BR §5

b AR

Zro] 3190, Buyer, Seller, Specialist

<A A AR 2>

® W= wE, At g 55

@ " HE el dA A=

® wl=ap wjab 7F AloF W 3o

e 4

SE
L
A

©

AA AlekA A4 (Human Readable)

©

- 51

- O -1 A% N &
—————— w2 yg Ahos

~

Qe o

o
o =2

5 AAS 919 transaction WA B E5 A

L@ 48 B 3 UB BE

State Channel

A%t Alue] e

o
oK

4% A Wl that A PR A7) A

Signer Verify

s A — A

ol

o

. (Machine Readable)

o
o



A
£
4z
off
2
Y
)
rlr
rot
A
o
o
ofN
X
>
)
ot
2
>
2
o
=)
ki
%0,
rlr

3
M\
)

©
>

S5 Aol oo A A

TSUR NAY TVE I BN ¥ELA FO Q8 AT AR T AwAE g2 ]
T s -,
A™2A *, . I = =
®| A3 e 2 TR

E AlA =] [&a] w
J_® |32 8% | == =
A
M L2 (RH)H YELA NA0] AN MEUR WU AN 00 AADSE Ol PO| RPANS prp UUUUUUP .,
woaE | B 7
AN | @ BAE AQUR AF2 48 F4K D) g ooz s oF
FAe | o el TRE S8 [eegs] & T § s o . Al‘ﬁl:l, sET 8 741—: Lﬁg‘
gsalt 3 u ¥ A AR

K & C [T
T &3 k3 L

M2 (AL OF D) MEVS MAATY V2 TR TN NSV LZVINTI0| YA LF MRQ 4D T
TR WO, A REOY USUEN W ¥ gL vQ

A3 2 OANED TN LW ATVE A4 VED G2V TLD, AU, U3 T 2939 TAT NV 48R QAU
2422 10 XYY N 59) 2@ ANE VT SSETN ] AN @A W XD TE ARG SV 2338 W40
O ORIV TR, AN TEe A ¥ 22 2AWA ORINTG

M2 (DA H VIO BHO DIV 244 AR AAIAT T4 ¥ | I QEUE NELE wa Y
A Gv4R R GYNUT AVATH F W 4

M52 AT WO MUY ML FENES0 PRAAE VJE AW VIR NSV A2 M@ 2B
A1, NSYS ADIF 2D E AR AT 4 27

A6 2 (AVENTA SR NN T W4TV} 2 ALY U0l D64 0] 2§ 39 1 4GV FATVRA .
oA AWO2 ARSI AN WA & 20 JUL ALLARE ANDIN DE SEUN 22 LA IFT 4 2 3; E[- kX té}/gi_/xk_x[ I XM ?:l ,\[»%lr
20, O PN G WES S| B8 T AYIE SANSE NeLs BT rrsenennnisuen ol ’ o ‘_—1 +
AT E EAMD FTHEIAAE WEY T ASUL § AL FADA D20 AUF AN SO, IV, SASIRE %_9_ EOok )\}~ol»

ADHTR FAol A AR D) 22 AJ0, FASTA T FL0) ¥ AW 32, 424 Tx AIWMIS 2 =1 4

452 AIVQ TE DAY T MEUR MAUS ALC) £ ART TACIA 22 $1422 AJVAENLLL
* Aenag LL R =3

M52 (PNAIINY - T4 AN TITRNUE PNALE WU ATAT DYND YFUSBATACENSAT) ¥ e
VNN D @ W § AR TVNN ANTG

s
AN TN ANN AL DAL 014 G2 NUML 22 MY WU 3 ALY, W40 ¥ AR AP00 2
L4} 1, 2184 KBV ERUI I ’[ DHEX[‘, DH‘)FX[‘-QI E’@.’SE ]
W[ ¥ Y
& [ FosseEy = [= =] ()
o[@ 3 o Fa] [Fus=ws | |2 =]
W+ 2
+ [ Feswex T8 53] @
LEEREE X Fusses ||
PELIYEL] TA WA
L7 ) ATy
P ] ENCEET 9 | M3 W )
n| E¥EL G2 FR0E ==
A3E0SAT (N2 WE] @ | 8 ve ®

ZiRbe = Alef AZde Sl & Alxdeld dad AH= tat

BEAl Aok A4S Y5 Wad Ha AR

¥ T3 JE & AR E

A e A

EA e EA A5

_52_



|
5 OO0 O 0000 O |00
=
| v | v
ol o] ol o]
A 1 x| e |®
dlo 0 ~o ~o L
b m | Clgp | Clop |5 ™ g
T ©lwlw | A il -l B A R E A
RN ot B el o Kl I TRl I = O e N Lo I R N N |80 e
‘mﬂ _IT ‘mﬂ JU Jvmo ﬂ E#D [ul OT_ ;O.ﬁ L_dv_l ,Jw E#D [ul OT_ ;O.ﬁ L_dv_l N | ——
o oﬁ__% 3T | TR o N | B o N R B |
~ = [~ —| = 0
i A o o o L N o oL
AR " e e | P07 B B o) He || < 9| Bl o) o |t |
B | o | o o | & | o | o |~ | | AR A e ® | A AR A B AR R
T TR (e o | & & || 'R T T T O E| RN
|
.mNO ;O.ﬁ ;O.ﬁ
3 i % % 7
A U= fAe |rer| AR o Ul ~3
oo o |®| o x| W e e <] B || Ee e ] B || BO|oT
R IE T (9o Ne G heoul D B S e el o al B S e c vl i
oo ~ = 60
= L LR =
i ol = & 5
° = 0 = A or
G ~ ~ il

)

—
fite)

3 2o,

o
1=

o}

AE =

=
_ 10O |0
o)
~
X
Nk
~a
ﬂ
|7 D
oo | 2
W™
i
1@ ~
_,7.._ o?
W w
=ull iy
Ay
X
o | N
RO ﬁ,h
wa | X
A ol
iy
| Be
o | %
~~
e | X MA_H
pil m% =

_53_



BowgelAE SlolA AlFE B4 A AdE 5@ zzeely
FHAoR AT ByYe FFdud o oLl FE 47 W3

[£ 7] 9 HAE 87
T W&
0S Ubuntu 16.04
Web Server Apache tomcat 8.0.42
DB IPFS
Language Node.js
(£ 8] =A% HAE &7
T W&
Platform Ethereum 1.6.5
Solidity 0.4.0
Wallet Metamask
Etheruem browser Remix

=z

HAEE X&

o A s

7t et Ubuntu 1604 8464 78 stglen olde g FeolAdES
Geth (Go-Ethereum) 1.85W # 3}

testRPCES &3l HZ2E 2 7@t SolidityE  ©] &3
AEHES A3 A7 Ul Javascript, HTMLS E3] A& A7}
A AHEE £ AEE A xS AEEdth. Soliditys AUE

_54_



)

=
EdEZ 44

ol

&= o 2ol mzogy Aoz, EVMS i dad
4 9t} Solidity= high-level o=
Atk Solidity= 447 2viE HEUEE A AAA @, TR

9 odolE, 22 sdel dolgs we WMAAY 54 46 Ao

X0
K
o
S
k)
s
|z
v
i)
W
i)
o
ot
N
ofr
filo
A
ro
ol
ol
N
=)
Mo
=2
i)
o
ot
x
12
o

g9 7ol olFolA:, WE ARE FEa: de PEA FA 9
AOIEE B ofoldth AHel AYHE dolHES BE

o
AE 7] wiEel, AA AR AAol AzE= &FH EFAd

Hie  BR6AE At AAss A g A

19
]
o
Q(J
o
¥,
s
=L
Mo
ol
(o
b
Iy
w
!
(@)
Q.
&,
7
w
=
o
b
Iy
il
-
%
_0|L
2

_55_



A7

< €l
v

A Ak Al

Ho

P2P -

!

3

oj

o)

0

2l
=
B
o
olo

N

el

Blockchain

0y Ul N w|
Riz || smis
Fo<I Ul B g ul H
z ™ <K LS 3ﬁ
o oy 1] 1] m
m N_n ﬂﬂ ﬂﬂ ﬂ_. 1
L I | ul 1] =
AHIHIH I HRRE
o e
AR E 3[2]
A I N I L ]
wot ko [k || = ;
2R R ] < I
Sll=ll =]l =
&5 || |el L
L ok ok Ll el feypm
H ] "M B =
H || &
S T B 3
. :
] () (=)
© ©
- - 1 E
© ! 0 4o
o 23
@ ~
I
-]

=
5%

A

174 2

[e)
2
1t

@ 3

@ ol Azl WE 5=

_g

%1-

® A FAAE ZE AT WE

_56_



S
oL
i
u

B

b~

Lot

Ll
(0]

rot

o

M

r [}

ot

lo,

aE3 Fe 75 U

ke
S

wol ~vlE AEYE

fru
4
B
ko
2
%0
is

[ 9] A|Qt A|AEIO] Smart Contract 4 ¥ 7%

Smart Contract 7%
Ak 55 2 JHolE e FEit Afe] o] FoA|=
PropertyContract.sol o 111
ZAS APste AvlE 7AEYE
ACL.sol Frolzl dgk #elo] digh ~AvtE FAEYE
ECVeify.sol Aol e ASee AvlE AEYE
EEANL 72H 02 E59 AR AT AP
DateTime.sol m Fo] BE29] X2 Ao 2 HHtolFE AnlE
AEdE
Akl 3t F7F gatolu} specialiste] HE AHE0]
StateChannels.sol o R =
I 23k 4¢ State ChannelS ©| &3l AvlE AEYE
Akx] 2ntE HAEHES IE FFS HT3e AvtE
CodeVerify.sol i o e
AEHE

_57_



AR Ak s Be wAs ARy xddE £ 9gomz AHI3 Roledl

We fadelst Basith ® ATFNAE odd Asae el we
=)

A3%+S 3Fvte] Smart Contract® FE3FATE o= A 3FH, o< glo]
AR AU E A Eo] 7testH, JEHe WAool Fad 749 Contract

A} Ej Update& =23 #7 7} 7F=8

[£ 10] o] 9 Hgt
R a2
- §) 29l Th9io] ekm o]8A
user ) _
- Buyer’} 53 wj& AKX Read 7}
Count . - AA Al k= Buyere}t Seller
ounterpar
A male] B4 Aot s Read, Write, Update”} 7}
- A7t 3
- - HE A, Al Ug AE To] ast Ag A A vhs
Specialist i . N
- Aloke] W&o thet Read?t 7FsabH, W& 42 State
Channel & ©]-§3}9 715
EE AFd & ol g (User, Counterparty, Specialist) @2 H3L

n
2
off
o
2
i)
12
2
e
2

g = AdxE 3t} Access Controlol ™3+ Rule2

_58_



stthe] Smart Contract® #Hg|stw Fofzte] |3 F4=2 @ghs Folshal,
Typed EFAQ WESAT U =9 S35 E7/FsY & F Q&
ol & HIAlE S8 &/t
s Ao g ¥ AFEAVE Contract FHOl HIE W RIS
BRAA E3E o] v, AREAZE A2V A dd ASss & F
— £ F e datel digh w2 AZS Fofgir) o 7] A
HolEE o] &3 uwl ALEA7} Seller 22 Buyerst o] AleF GAbxtehd,

Auol A 9 9w 277 et

[40
o|N
o
o
&
2
>~
Do
oo
D)
rlr
X
=
Ol
ol
=l
D)
Ol
ol
rlr
=2
(il
ftlo
b
&
Ol
ol
=l
)
12
o
>,
k1

SUBMIT YOUR PROPERTY

WEd PR LT T I A7 FET

S5k ool TREA|FM

sz

FUSSET  gaps01
R
1,000,000,000
B B g2
F& SMS FHAO}OITIE 1115 803F 2018. 06. 01.
ol Agsick
HyEs Oxed2cda782bb5de634cfe8ee73001161abdbedal2 T
O 2018001
2019.04.30.
=g AHE oy

EETES EUTRE T T A% NESE L

(2™ 22) AlfM A4 ofd

ALk 2ol AlzbsElw AAl Aokl WEel

o], 2ga WA A= A A

S B e R ik

g Sl o] Fofth

o
o

_59_



H g2 el ok zhakst AlekA e A9 WA AE7 dashA AT
o7l = WHE Aol HesdtE 7Hg Sholl, Specialist®  State

Channel®ll X3HAIA Aloke] Ut A4S FIES & UA S

Transaction: Oxica3e18eagdbbooscé1d8cesbaodd2d9780da@987956346360163ad50de781 17
Gas_usage: 37016

Block ber:

Block Tine: Mon Jun 11 2018 21:55:37 GHT+0990 (KST)

Transaction: ©x3483c722caec0cbeadeddc3ffaeds2bo3e1fs789c0a0fesfc2fa163eciaz3zeb
Gas usage: 37016

Block Hunber: 17

Block Tine: on Jun 11 2018 21:56:20 GHT+0900 (KST)

)
12
ofl

>
>
>
ully
lo
)
12
=
oo
ins
)
o

N

i, TRIOWORH AutE
of AAPE wHAs A8 e
Zo] EAAMME F8A4 AZ7 HA o] FoAAL) tfLogE o]L31 Y+

Fre) mEd 25oRe Que dojys =AAd Tug Aad,

)
[
i)
[
lo,
[&l
fr
N
=

(0]
fr
>,

(]

O
=il
)
g0

_60_



b769d0d8c5Cc92806ac8493d1019a521896", nonc
89¢44dd4ddd5b180702bc02e094255daabSaaa"™

getTransactionA|
EBeE iE

7932¢471€4¢9d4670"

er {s: 1, e: 8, c: Array(1)}
363b636ecbfdd72a777368c16b709d00d8c5cc9a806ac8493d1019a521896"

13a9ca3ebe0caad641140b1c8821be adac "

to 132
transactionIndex: @
{s: 1, e: 18, c: Array(1)}

» value: Bigh
> : Object

54
s
)
s
dlo
4
o
1
M
s
[>
=)
[m

o,
ftlo
A
2
o
2
[H
fru
14
juit)
o

localhost:1124 Ui&:
— * 2l=istal 2ol 257t elof Alefo] Y HsEiLIch ddstEL It %

A TE

g
wga W
300,000,000
S S XEHD Yol

1,000,000,000
g2

2018.12.31.
ol x|wetct.

49 2018.00.01.
sz

2020.09.30.

TENT ol 7 it

TR g

5 TSGR Ul
A 71 e o

SuBMIT

HEol

2 Yol daHo AAHE AGA g EHE AR 2
%7} o] F ot A A B A2l Smart Contract

1

g o
Ho| tist AHKHE *

Eildy 2

o

_61_



)

MARE

e

|

L.

Al &2}t

Al
=

3 ok,

[e)

=
11] Smart Contract AHoj|

o}

Bl

[

-

1

1))

3]

<

<

0l B

£

Ll WWH
S=iB= IR IRAES
LE g - S
SiE=1R1Rs! eemm.m
Ll 8 & Q| 9l & 8 |H
Sl == =
S22 258555 ¢
gl=| 8|8 ﬂﬂoo@
SIS|IS|IS|I3 A A3 I=
&
mo
=3
™~
aaiaker
o | X
L XX %

JU ‘INM_I KX |X|%
~ = A 3| S | o | 1o
== or Me | or | or | or
= 68 T

xgi

N

o

A0 E

A A

o] }.

o)
=

KeX
=

ojn

g i, ARFAZTEE

Bl

_62_



SUBMIT YOUR PROPERTY

SS2 ooy TXpA A

=osel
“ Al
Helge Za ol ¥ U Se

localhost:1111 LH&:

372l JHAW Rt mEte|of AGLICE AAM SER THSIAIA
Stz

EES stel
AW gMs FRINOl OIEE 115 8033 Haay
w28 g2 L] ] us 1Z28 L L1 us

e}

ARO £ STATE
MY PAGE
He U MX|
===
1 1
gy
Transaction: 6x246bb676abab43fd42a34d5e9051b90223d65aa94c394e64c02besb391aef193
Gas, 30168
o JUR 11 2018 22:09:30 GMT+6960 (KST)
ARO [ STATE
MY PAGE
MY PAGE HeHoi x|

r==ot
1 1]
1 1]



RN E
M =
ShUAY A A
Aokt A4 m

=
=

MY PAGE Alu2|
P
P
]
aswuy

SLEL ofof TXPALM(2E)

S48 Aot oe 1B s038

Oxed2cAaTR2bLSde634cle8eeTI00T161abIbCA 12

s
sure  asem a e a
e o
2
ATN B AUAG o 1118 03 e
s
2 W3,0000000008
va W1,000,000,000 HYE 2018.12:31 A XMEC
s 21891~ 220530
ety

MY PAGE

P
Aozl

@2

Hopuzez)

s,

SE L ooy

oWy e e
top v | F
1 vccess to read information |
AT [0 PPeTETOAT AT
XHLHLtpRequest on the main thre
its detrinental effects to the
more help, check https://xhr.sn

EVENT

Function getinfo(hytes3? contractld) returnsC
string _birth,
address _addr,

iffPropertyContracts[_contractld) .consent ~ me)}
=

" MO PTO e T COH AT ST Radd
birth = PropertyContracts[_contract1d] .birth;

3 MessageC”success to read inforration) 1
ogeCuceass to teod infomationD
Jelsel

Message(*user doeh not want to reveal persoanl information")

Console  What's New x

Highights from the Chrome 67 update

header:

more help, check hit;

aseye

o 482 RY 82 7120 DRSO U529 B HUR  HOLL,

]

Fusaun

[N

Pren

s

sure  asmm LT a
e 4R

i

A1 BB AYAGt o 111 803 wae
s

53 #3,000000.000

™ W1.000,000.000 BHE 2018.12:31 o T

s 201891 - 22090

e

[EER

‘Function getInfo(bytes3Z _contractld) returnsC

string birth,
oddress _addr,
i

if(PropertyContracts[_contractld). consent ==true)(
_nane - PropertyContracts[_contractId] .nave;
birth - PropertyContracts[_contractId) birtn;
Zaddr ~ propertyContracts[_contractld] .addr;
Vessage("success to read {nforation”
Lat

nare,

reveal

Console  Wnat's New x
Highghts from the Chrome 67 update

Search across all network header

om F in the Network

CSS variable value previews in th

ore Alopiol g el



Aok Aol te A opdsh ol wEAst wiAe] Ag
sol A 1 & glv)

No transactic

Account 1

No transaction history.

oo

. Account 2

]

No transaction history.

>
o
o
)
oX
1o
)
=]
rE
fol

_65_



5. TAA 2 # HAAY BT}

Aol A AAFE EZAo] A e FAHES sAstux E
=l A= TSCME Adetdon, wAF side og Adyes o
Fdgy

[® 12] TSCM BorA =7}

) &
A4 o I A o2 B
g% | dAYE
- A YYo] FANHAE MNAAH KL
- A HYe] &= AR = dosl/n]2Es}
EICEE e stol Ad) GAAT} ol BRo2
BE AP F4 v | @ @ dns g s
e - Ak AR WES Selstud @
Al&sA] %2) o= A GAAF A& AR
BF7I13F AR5 #918te] Read 7Hs
- State ChannelS &l AoF FAAT9
- PP YES IS =3 o e e
Ug stel F ol gal SR
2 H = A 2k
Mel7] My og v
WA
o0 vo| caMm |- @ dis ug dAE Agead
THRIA 9
S e WA s
AZgolAdx F5E )
WA faAdel dig F&2 Specialist®
R
53 A
o R MINAREE F& 7|7 AA s
HEFo|dx B9 v SCM 717ko] AAY AR FA L] 8.3 o]
547] ) Y A% =8 ] g 4
- ~nlE AEAE )
ore o ~ulE AEYE wj¥ A 7= :%ﬂg
AZS B9 2= AA Q] 7]%AQ
HEe T A uAl / SVM A5S &l A o] 7]
- =4 2
7V
- BA A A AZA == (Specialist) E H} 2] 5}
: g v/ CAM ° P
AQ4A 25 =A 2 A FA 7t

_66_



—_
fite)

Al

alg

g 8

%

=3

AHRBE T 38

o
ok

1) 7144

%

;1

(==
o

e

<2 of]

71

5

% dEae 48

a3}

<

)

el
o

Nlo
B/

fite)

N

ol

—_—

0
o

o

A0000DAGHESLS

ol 1+

-\ i

2
£

)

1830236861 000

& aszxz

il drof 4ok

(e

—_
fite)

B

==

EWAHHTS ASCIH

R

ol

—_—

0
o

_67_



pP2p 7]dtol A o] Azfel wh FAAHS BAs= A2 EFAAl Ad
A 54 F stdolth AlSH RS A &Y ZPFolM= Al A
A= AREAEEC] el A AkM WEs EFAA N AntE
AEHEANA Adste] =5 HelHE Adsta Ut ol FA &5l

=
Add Are UHESAA FHolstes e AREACA ¥ 7] wol

M

@ = 5 MetaMask Notification

@

Accountl
8b3Eb.Tcd Y Mew Contract

8Bbdfeéceefobfd615€

nReceipt
nByHash

(O 32) ARR|GOIA A/ de ADE HE=RE ShQ]
3) 7184
7hgAdol et e oMol HAEE 53] HokAo]l HE&d TSCMI
TSCMo] &5 A" /MAARKRT 7]15S AAS T HS HAEES



S mad As
wFagEa Aolvle
AERE AFOR F oA A shEe 10008 9] AHEAE 7]

Aol e},

vi)

|~E= 4% ZEEZC HIE e A HRE
(JMeter) = Ab&stien, A HA 2 1007 9

o2 HXE 3

N

HTTP WHTTP Req
10 10
9 9
8] 8
7 7
g g
S 6 s
£ g
3> P
H S
| | € 1
3 3 1
] 1 J 1o AR
PR | 24 A r A AA A a Mo AN U AL
A AT AAAAAAA A7 AL A A A=A VA A AA AR MWWV o
SNVARA VVAWAAWAAY W MM LW e A=A INAY \s W )

o o
00:00:00 00:00:29 00:00:59 00:01:29 00:01:59 00:02:29 00:02:59 00:03:29 00:03:59 00:04:29 00:04:59 00:00:00 00:00:29 00:00:59 00:01:29 00:01:59 00:02:29
Elapsed time (granularity: 1 sec) ay jari

el
<TSCM EHE 2H#H M

00:02:58 00:03:28 00:03:58 00:04:28 00.04:58
ity: 1 se0)

<Yt 20tE HEME SHAH

(7™ 33) 1009 7]& EMAA v @

QI8

Response

gl g i

00:00:00 00:00:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00 00:03:30 00:04:00 00:04:30 00:05:00
Elapsed time (grar 0 ms)

<TSCM EHE

EUETS <Yt ADlE HEHE WM,

(2% 34) 1,000 7]%& EZHAAM b]w

_69_



Aoz e B 7]

_70_



o
" ow
g
i wl uﬂ ww,_ )
iy FT ok o T IR
= 1] I ™R e n! o=
3 W Toa o= o X e T
= o - ¥ T3 - + %
W | ,oﬂ T = - T o Ed S
) w171ﬂ_fzg§l oM R
] ° 3 oo = - <
) < = X o X m e i~ nH
i 5 o =y N o 9 < -
0| KN " = <y = n 1f N = T
N ,.# \IL ~ foax ul EE 0% HT_ OT
o - = R F g 1T
e n — G o AF ol ™
o MUY _ 2 il el Iy
_ Ny o o k- = = ) R
ﬁ_ﬁﬂ &) Xoo= o M Eﬂ. T oHL Hm J)J e
W lemonﬂﬂ ﬂﬂﬁé oTu@T
> ° o M B - r
Lf mH Ee o AT = T 1,Urr = > EE MUJ
w il X o o W £ 4 ul o gl )
Nk o o = 2 N A st E
o = = = M =D U = o |
R s T S < o . A
ﬂ uy X T = T WIS TSR
T o W2y noR s Jow M T F
= = o W E T ~ X = - T T
oo ﬂgoﬂ@ﬂﬂﬁwéé = Y
T j ; -
W g % um WA P o) G T w A <
o < = N o o o o iy -
N = T MM _Me T Nr _11_w1 Mm N M . = W
_— Y Xo _ — X
e ﬂﬂﬂﬁﬂ_gigoﬂ 5 E:TH
A o N = R R
{ ~ il B o T ™ o W %e B ol
N AL o ~o O_E ~X i Eﬁ h
%%%u@@mﬂgeﬂm ﬁ%ﬂ
- X o CRET =
= o= = do o m < = D M.M
7 1__/l ‘OI GO Eﬁ N L
= o o o —~ ~I
s 5 i =
o
K

«
}g 7;" ”ﬂ—i

- 71 -



<

AAH BB

5 AR HE 2

o] a]fs

%

™
™

el
ol
or

o)
B
_ZTI

A A E 2vhE

o

|
o
|

el

=K

il
)

I ATt @

9]

of o

olo

_72_



(1]

[2]

[3]

[4]

[5]

[6]

[8]

[9]

[10]

[11]

Nakamoto, Satoshi. Bitcoin: “A peer—to-peer electronic cash system’,

URL: http://www.bitcoinorg/bitcoin.pdf, 2008

A, HESD ofg WA Akl tie Al R Ve ZAHY A
ool gk A9, MEdistal sl edstd uAE 294 AT,

Szabo, Nick. The idea of smart contracts. Nick Szabo's Papers and
Concise Tutorials, 1997

G4, MEZQ AAUSE GA 24 2 NHAR A7, Fxdista
AHH G ALY =1, 2017

QAlE, “EFASNS & AAAHAA dolH AHd FEAL HS =

FYHE T B AT, sA WS ek ITAH A7 g st 2017

Miguel Castro and Barbara Liskov, “Practical Byzantine Fault
Tolerance”, USENIX Technical Program - Paper - Proceedings of the

Third Symposium on Operating Systems Design and Implementation,

1999

_73_



[12]
[13]
[14]
[15]

[16]
[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

https://tendermint.com/intro/consensus—-overview
g A8 F-8 15 (https://daylifg.blog.me/)
ESAQ 729 o]E, AIE~

Atke, ol Fd, “dEaE 9% ~nE AEd

[t

B, A B A ss] A
Vol.22 No. 5, 2015

HAE, eAlE, Bred, ‘o] olfdlw Z=IaHR” Ao, 2018

Vitalik buterin, Ethereum white paper: a next generation smart

contract & decentralized application platform, Ethereumm.org, 2014

https://ethereum.stackexchange.com/

http://samse.tistory.com/465, dapp®l ~EE 93 Swarm 4 33} 7]

AHAH, 719 AERESE 9 JAABRES HEGo|AL HIE Ao
Hek AT, Ao ojskd wkabske] =, 2012
AT “Privacy by design’®] =3 1 2 &o #3d 23" AFaH

8}, Vol.29 No.4, 2017
A&, T, “E2A9¢ YEYAGAY MAARES Wl A3 )

AR KS FHEepo|d 2 FA7, BHbgsrd =4 Vollb, No.2 (2018),

W

ppd1-92, 2018

old, A&, & 5. “VNAARKEIE 183t B2 dHolg A



[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]
[36]

[37]

P8, “BEANE FEF A ABA S B9 A2 A L 7

Y, “BEANS BEF UAY Az 44D BE Y A7
“BEANL BEF T dolH nE Axy A W 7@,

Barcelo, Jaume. "User privacy in the public bitcoin blockchain.” URL:
http://www. dtic. upf. edu/~
jbarcelo/papers/20140704_User_Privacy_in_the_Public_Bitcoin_Blockc
hain/paper. pdf (Accessed 09/05/2016), 2014
Ahmed Kosba, “Hawk: The blockchain model of cryptography and
privacy—preserving smart contracts”. Security and Privacy (SP), 2016
IEEE Symposium on, (2016) May22-26, San Jose, CA, USA, 2016
A&, st maAd 2F7INke] ddstE A ESA] AlAH
A7, olstoi At skl thsked, 2018

5

AEA, A AE A S T e 4, AREAVEdsA

’

https://www.ethereum.org

David Cerezo Sanchez, “Private and Verifiable Smart Contracts on
Blockchains”, https://eprint.iacr.org/2017/878.pdf, 2015

Buchman, Ethan , “Tendermint: Byzantine Fault Tolerance in the Age
of Blockchains”, In partial fullment of requirements for the degree of

Master of Applied Science in Engineering Systems and Computing,

_75_



[38]

[39]

[40]

[41]

[42]

[43]

2016

Chrysoula Stathakopoulou, “On Scalability and Performance of
Permissioned Blockchain”, EuroSys Doctoral Workshop 18, April 23,
Porto, Portugal, 2018

Signe Rusch, “High-Performance Consensus Mechanisms for
Blockchains”, EuroDW’18, April 23, Porto, Portugal, 2018

Alysson Bessani et al. “A Byzantine Fault-tolerant Ordering Service
for the Hyperledger Fabric Blockchain Platform”. In: Proceedings of
the 1st Workshop on Scalable and Resilient Infrastructures for
Distributed Ledgers. SERIAL ’17. 2017.

Vitalik Buterin et al. Casper the Friendly Finality Gadget. 2017. url:
http://arxiv.org/abs/1710.09437

Yossi Gilad et al. “Algorand: Scaling Byzantine Agreements for
Cryptocurrencies”. In: Proceedings of the 26th Symposium on
Operating Systems Principles. SOSP '17. 2017.

=718 2 A 1B A (http://www.law.go.kr)

_76_



ABSTRACT

A Study on Trusted Smart Contract Model Based on
Block Chain

Kim Hye Ri
Dept. of Computer Science
The Graduate School

Sungshin Women’s University

In the era of the 4th industrial revolution represented by the block chain, big
data, the Internet of things, and artificial intelligence, the development of technology
has made it possible to analyze huge amount of information. And as the
information directly relates to the profit, harmonization of the use and protection of
personal information becomes increasingly important. In the block—chain technology,
every participants hold all the ledgers which store the transactions between them
and also carry out reflecting new transactions mutually. In the process, there is a
risk that confidential data and personal information listed on the block chain will be
disclosed unintentionally. In addition, the block—-chain technology itself has been
evaluated as having excellent security by securing the integrity and availability of
data, but it is not guaranteed to confidentiality of data, so the lack need to be
considered. In recent years, attempts that introduce smart contract based on block

chains in various fields such as transfer of ownership, inheritance, bestowal, and
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purchasing goods have been on the rise. Especially, in these fields, it is necessary
to be considered because they contain numerous of privacy and sensitive
information, so new accessing formula of applying technique for protecting private
information and processing different from the existing one needs in such a
block—chain network. Though smart contracts are programs, they need to take into
account both information protection of existing applications and umbrella for
information as a block—chain.

In this study, we analyze the information protection issues related to private and
sensitive during activating the block—chain based smart contract, and propose a
Trusted Smart Contract Model (TSCM) as a solution to the analyzed issues.
TSCM assures the legal status of the contract contents, considering that the Smart
Contract can not be reversed once the program has been distributed, and reviews
the reliability of Smart Contract as a program. In addition, protection measures are
applied to the personal information or sensitive information contained in the
contract, and access control is applied so that only the authorized user can confirm
the contents. The proposed method is applied to real estate contract cases which

include many personal information and sensitive information.
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