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Algorithm

input: A blockchain address addr, a device number deviceNum, a zone, and
a agreement
Output: A devicelD id, a isVerified and a isAccept

1 node < node

2 node, < user node

3 nodey < device owner node
4 node, < participant node

5
6if (Registered(nodey) = false then

7 nodegycreateContract < setCondition(nodegaddr, nodegsdeviceNum, nodegzone,
8 node .agreement)

9 while(Accept(node,))= true

10 {

11 leader <~ node,

12 if nodegrequestConsensus then

13 if leader.broadcastRequest then

14 reply Result

15 }

16 contractDeploy
17 return id, isVerified < true

18 else

19  if Registered(node,id) then
90 try to access the platform
21 end if

99 end if

23

94 if Access(node,) then

25 nodeys < pending
96 if (isVerified) = true then

97 return isAccept <~ true

28 nodey < allow to access the platform
29 else

30 send FailMessage

31 end if

392 end if

_37_



33

34 if (deviceOperate(node,)) = false then
35 nodeys < pending

36 isVerified.nodes < false

37 isAccept.nodey < false

38 zone.node, <~ zone.nodey

39 if (agreement.node,) = true then

40 task delegate
41 end if
49 end if
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ABSTRACT

A Study on the Design of IoT Device Management

System based on Blockchain

Lee, Ji Yun
Department of Computer Science
Graduate School of

Sungshin University

Devices in the Internet of Things are miniaturized and connected to
wireless, and most contact with an unspecific unidentified device. If the
infected device comes into contact with a normal device, the device may
become a zombie. There is also a risk of causing DDoS and spam
attacks or disabling devices that can disrupt operations and prevent
services from being maintained. Because these problems incur personal
and financial damage and additional maintenance costs, systems are
needed to prepare for them, and the security and management of the
devices are important. Recently, various IoT device monitoring services
are have been released, which manages the status and location of the
devices and the collected data. However, it is necessary to guarantee the
continuity of maintaining the service due to the characteristics of the
Internet, which is connected to the 24-hour network, but there is a lack

of services related to this.

_49_



This paper propose IoT device management system based on
Blockchain. After analyzing issues related to the management of IoT
devices in the existing IoT environment, present a new mechanism.
First, device owners register their devices using smart contacts. If a
problem occurs in a device, the owner can be identified, thereby ensuring
accountability and ensuring that only the verified device can be accessed
to prevent contact with unspecified devices, increase the reliability of the
service provided. In addition, the decentralized system was constructed
using the lockchain, allowing participants to share the status of other
devices. Finally, it was intended to supplement continuity of services
that were not supported by existing IoT device monitoring platforms by
task delegation. The management system mechanism proposed in this
study has been validated to examine its applicability, and it is considered

that applying it will help create a stable Internet of Things environment.
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