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ALGORITHM 1.
Pseudo code for DAM4SNC authentication

INPUT: Number of nodes, Target security level each node

iterate (node size increases):

randomly set target security levels for all nodes (level 1 -3)

1.
2
3. while (until all nodes reach the target security level and transmit data):
4. // do authentication method(function)

5

authentication( )

OUTPUT: Latency

ALGORITHM 2.
Pseudo code for DAM4SNC authentication function

INPUT: Pseudo code for DAM4SNC authentication function

def authentication ():
randomly sample N17i (nodes to authenticate)

randomly sample M17j (nodes to be authenticated)

1
2
3
4 Tw = Tw + (Tw/hop) // parallel and simultaneous authentication
5 if Ty == target_level:

6

transfer datan

OUTPUT: Latency

_14_



ALGORITHM 3.
Pseudo code for CON authentication

INPUT: Number of nodes, Target security level each node

1 iterate (node size increases):

2 set target security levels for all nodes

3 // each group of target levels has

4 // the same number of nodes of the ones of DAM4SNC's)

5 while (until all nodes reach the target security level and transmit data):
6 randomly choose N (nodes to be authenticated)

7 Th =Ty + 1

8 if T, == target_level:

9

transfer data,

OUTPUT: Latency
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ABSTRACT

Secure communication technique in

distributed networks

Na Eun Park

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’ s University

Along with the 4th industrial revolution, technologies to realize a
hyper—connected society, such as the Internet of Things (IoT) and
Wireless Sensor Networks (WSN), are being actively researched. It
has excellent scalability and no environmental restrictions compared to
existing wired networks. Therefore, it can be applied in various fields,
such as smart homes, smart cities, and smart factories. However,
performance deterioration in security and usability occurs as many
network connections are made of multiple devices. Network separation
technology and RAW (Restricted Access Window) technology have
been proposed and used to solve this problem. However, conventional
technologies have a limitation in that a trade—off relationship exists
between security and usability, in which usability deteriorates when
security improves, and security deteriorates when usability improves.
In this paper, we propose two methodologies: an authentication model
in a distributed network environment and a method for dealing with
selfish nodes in the network to simultaneously improve security and

usability and alleviate performance problems caused by selfish nodes.
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Experimental results show that the authentication model guarantees an
authentication level of about 76% higher than the conventional model in
terms of latency requirements and that the selfish node's resource
monopoly can be alleviated by about 80% in the response model of the

selfish node.
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