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II. Friendly-Jamming Technique
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S : Source

D : Destination

I : Friendly jammers
E : Eavesdroppers

‘ h¥sd

(a)

(b)
FIGURE 1. Network configuration for friendly jamming; (a)friendly
jamming model, (b)CFJ-DMZ model
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IV. CFJ-DMZ Model
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S : Source

D : Destination

J : Friendly jammers
E : Eavesdroppers

(b)
FIGURE 3. Size adjustment of The Security Zone; (a)before, (b)after
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V. Evaluation and Analysis

1. Simulation

1) Effect of Friendly-Jamming

x
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FIGURE 4. BER by each distance of Source-Eve and Drone-Eve

2) Evaluation Environments
Table 2% Evaluation #73S AZsE Rolth AlEHoHL =219

OctaveE A}&3l3 versione 6.1t} T3 AlE#HolA FF o Al&¥" CPU

£ intel i5-7200U¢] 2, RAM2 8.0GBe|t}. Al&H o] A2 200m*200m 714 9
A
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TABLE 2. Evaluation Environments

Simulation Field Experiment
Program Octave 6.1 Device RaISva]gggYBIii 3
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Network configuration for CF]J-DMZ simulation;

(a)None mobility and None friendly jamming, (b)None mobility and

Friendly jamming, (c)Mobility and None friendly jamming, and

proposed scheme (d)Mobility and Friendly jamming
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TABLE 3. Location of each Node in simulation

Node Location
Source in case (a), (b) (127.42, 60.1)
Source in case (c), (d) (102, 100)
Destiantion (100, 100)
evel (23, 146)
eve2 (101, 125)
eve3 (155, 22)
eved (149, 89)
eveb (73,71)
eveb (101, 47)
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TABLE 4. Environment Setting of Fig.b.

Case (a) (b) (c) (d)
Mobility X X O @)
Friendly jamming X 0] X O
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TABLE 5. Define Parameters for Pseudo Code

Notation Remark
c Channel coefficient for free-space path loss
e Randomized complex number
L Channel coefficient for free-space path loss of

se

Distance between source and eve

Channel coefficient for free-space path loss of

o

’ Distance between source and destination

b Channel coefficient for free-space path loss of
“ Distance between jammer and eve

G Scaling factor of amplification

based on the distance source and destination
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TABLE 6. Pseudo Code for Eve’s BER Measurement

12:

13:

14:

15:
16:

17:
18&:

19:

20:

21

22:

23

DronetoFve Distacne < distance between Drone, and Fue
DroneytoFve Distacne < distance between Drone, and Fue
DronegtoEve Distacne < distance between Droney and FEye

Culculate JEDistance <— Calculate the distance of the cloest drone
jeDistance < The distance between one jammer and

the eavesdropper affected by the jammers

maxZoop < 1000
c < path loss eXDPonent
procedure ]%asureEveBER(Nbits, ¢, seDistance,sdDistance, je Distance, PtP])

for 1 to maxZoop
e <«— Tandom C’omple:cNumbeT (Mu‘s )

e

2%

h,, < seDistance ~*e

£
2 %

hyy < sdDistance

S

€

oo

hj, < seDistance
_
AW

Signal Bits <— Generate randomly Signal Bits of N, at 0,1
Signal Symbols < Mapping Signal Bits to Signal Symbol

in the form of complex number
JamBits < Generate randomly Jamming Symbol of N, at 0,1
JamlSymbols < Mapping JamBits to JamSymbol

in the form of complex number
eve Recieve Symbol < G\/Ft h.Signal Symbols + \/F] h . Jam.Symbols

eve Recieve DemappedBits <— Demapping eve Recieve Symbol to Bits
Measure BER < Sum(Signal Bits # eve Recieve Demapped Bits) / Nyt oo

G o—

Culculate BER with comparision between Signal Bits

and eveRecieve Demapped Bits
average BER < Tuke average for the BER results of each loop

so the BER has minimized the bias
end for

24: end procedure
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3) Result of Simulation
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FIGURE 6. Simulation results; conventional schemes (a, b, c¢) and
proposed scheme (d)



TABLE 7. Simulation

results; conventional schemes (a, b, ¢) and proposed

scheme (d)
evel eve?2 eve3 eved eved eveb
Case(a) 1 1 1 1 1 1
Case(b) 0.99 0.754 1 1 0.96 1
Case(c) 1 1 1 1 1 1
Case(d) 0.042 0.024 0.05 0.024 0.014 0.03
Case(a)®] A%, E€ =9 ILR2 1ol meka 71719 olFAdo] gli
friendly-jamming”7| ¥ & °1&3H4 ¥t A%, EHRY £ 8o Erh

Case(b)®] A%, Wang9 Friendly UAV Jamming (Fri-UJ)E24[18]¢] &
o] wtgEol v Fri-UJe °oled4d HEHA &304 bdF 7
71& o]&3sti, UAVZE AW &S 33t Friendly jamming A3 & $&
gt kA %k CFJ-DMZ$ t2A $4 ==9] olFdo] gith. oldf, =&
FE3 QY A3 HY ol Y= eve?, evedd] ILRS ZHz} 0.754, 0.9600] i
=29 F84 A" A5 ¥Y W de EHAEY ILRS 1otk wEkA

o]/ ®l°] friendly-jamming7| %t o] &= 4%, =AY =3

s AZI7d AT
T2 =29 A3 A7
k. wEkA
AL&SHA B A

#Ha7t =RAEY A F
71714

dF, A = gE

=2
Ao 2 dFe FA ojFA S  UAR

friendly-jamming 7] H-& Eo] &4

CF]J-DMZE 2] Case(d)e] 25, =9 84 AE AE He el 3l
= eve?, evebd] ILRS Z+Z} 0.024, 0.0140|t}. T3 =29 €83 A Az
H el e E¥AES ILRE 09 24ste], ZE =449 A [LRE
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0.03°]th. metA 71719 ©]FAd 3 friendly-jamming7| & ©| &= BT,
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Counting 'a' bit - »  Error bit = all 256 bits
'a' bit < 64
Error bit =
'a' bit =64 > Sending bits - Receiving bits
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Node BER metric
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TABLE 9. Field Experiment Results; conventional schemes (a, b, ¢) and

proposed scheme (d)

evel eve2 eve3 eved eveb eveb
Case(a) 0.639 1 0.819 1 1 1
Case(b) 0.5098 0 0.791 0.6548 0 0.5658
Case(c) 0.18 0.732 0.121 0.38 0.433 0.338
Case(d) 0 0 0 0 0 0
Case(a)d) A%, evel# eve3S A3 =HA9 ILRS EF 1ottt 4

1 evel eve 39 ILRe] Z+Z 0639, 0.8190]t}. whetA 7]7]19] oA flx
o] &etA Be AF, =AY = FEo o E
3 A =zl AdiHoz AFr A eveld evedwto] ILRo] 10] ofd A
= B3 =AY $A =29 AT B4 =3} =F dEo] #AE
s ¢ F Stk

Fri-UJ[18] =9 el EA o] g 5ol = Case(b)el 3%, dHA A Al
37 23R A F480 9FE 7AA EE =AY ILRol #AFh
=29 FEA ALEY Hel = eve?, evebd ILRES ot} 18} =8
o] 84 AW A5 HY B ' EHAEY ILRL 05014tk weE}
A 71719 o]ZA glo] friendly-jamming”7] B3 o] &3t= AS, FEA A
s MY v = A =X 8o 0

Case(c)d] A%, 4 ==29 A =29 A7} 7R 2=, $41 A
3 AZIE #ZasAY. 3 23 A =29 AdiFoer At W evel,
eve3s] ILRE 0180, 0.1210]ch. 22y} $4 w29 gojdoz Agrt 7z
£ eve?, eved, eved, eve62] ILR®] 0.732, 0.380, 0.433, 0.338¢|t}. & &
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ABSTRACT

Cooperative Friendly Jamming Techniques

for Mobile Secure Zone

Ga-Hye Jeon

Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

Threats of eavesdropping and information leakages have increased sharply
owing to advancements in wireless communication technology. In particular,
the Internet of Things (IoT) has become vulnerable to sniffing or jamming
attacks because broadcast communication is usually conducted in
open-network environments. Although improved security protocols have been
proposed to overcome the limitations of wireless-communication technology
and secure safe communication channels, they are difficult to apply to
mobile communication networks and IoT because complex hardware is
required. Hence, a novel security model with a lighter weight and greater
mobility is needed. This paper proposes a security model applying
cooperative friendly jamming using artificial noise and drone mobility, which
are autonomous moving objects, and demonstrates the prevention of
eavesdropping and improved security through simulations and field tests. The
Cooperative Friendly Jamming Techniques for Drone-based Mobile Secure
Zone (CFJ-DMZ) can set a secure zone in a target area to support a safe
wireless mobile communication network through friendly jamming, which can
effectively reduce eavesdropping threats. According to the experiment results,
the average information leakage rate of the eavesdroppers in
CFJ-DMZ-applied scenarios is less than or equal to 3%, an average

improvement of 92% over conventional methods.
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