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BRI A3 et BAle] FAo] HeE AR AUE AYstHA, $ko]ito]
(Wi-Fi) 712 A3 d ok A 79t 7«2 A Aok
COVID-19 #ueoz &l AMul2 o] &&o] FA3A koA, 7 )
o] AbgshE HupolA7t FUFEE A gtolgolE FREteE k2 FE
Z7Fstal vk, MarketsandMarketsol A& A A7l ¢folsto] Al HFE7}
20201 949 gy A 2026l 2529 €y wEE vd 178% 4GS
g A vk vk [1]. Wi-Fie g4l ZAE (AP, Access Point) A
He delA 259 #F glo] F74 TA AMHEE o] &F &
A= e 7RG, 28y JEYA 257 Skt F4 FAE0l
He ggdZS A8 E5E A2 F2 (QoS, Quality of Service)S 273

[2]. 2F FAATE o]HF HAFHS A&t AY THL=
gg FA I FA HEAE Addod, BA AP dZE 95 FAE
< FAle]l AdH Aulx FHo] dgHAY A-I td EARE oo F

Aot [3]. AARE o+ FAGH 70 HAFHE Fofs] BA A
2 ¥ 7 (DDoS, Distributed Denial of Service)& 233t =712 38|
7F AT Ad = ST [4]

FTHY AY FA OIS U2 AMoRE A% FAHE HAsee FH
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o A EAe] oid AEdFH H=R wt tisst= WA olth. Channel
hoppingdls WEYA W RE »Z7 AfdE o|E3E 5% (proactive)
WA Ad A HEgs dw A2 590 dojue ¥Ed
(reactive) 2ol JJow [8], A Btdel] #AQ] Ed o] 7hs
3t7] Qo HZ7A d7H L At

a8y A FFo AR Aed TALE FEHEA dd AW @A
2 g PP E EE AWE FXg=d dAZ don [9][10]
channel hopping©ll A}& A A= AgEH glemz FHY B
Al ds Ao 2§ glrh £, o §39 A ds 4
2 o] g HEEnd $4 F2ES F43] AAE v wEA
B =RdAMEe 7|2 Mul2 A (BSS, Basic Service Set) Alfo] ##H
(secure coloring)& &3 EAAAE FXg FHAA vYgEZ HHS ZH

Jatx AAEH 53 FTZF(battery draining)S F3 QoSE M=
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FHL A4Y (constant), F&AHYE (random), 7|3
(deceptive), BF23 (reactive) A2 Y% 4 dot [11]. Constant A ™
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rlo

% H<E (CSMA, carrier sense multiple access) %
EEZ AHglel AHZHQA AZE AFstY WigFE vHHA 7T
Constant AW & T& % 4] FASAT, A5E 44 @3 w7 o
ol 424 A AE FHAA BlEEF ), BAHY] Hdre
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Table 12 A™ X 2 d$3 AdHE APATE A Aol o|uf
- 52 (defense capability)® AW BXA F & oF
o th3t thgo] 7153 A$ strong, dF AHA I g9 s}

A A
A% weak, A @ Bge] FAF ¢ inability= vhebch

.
< 9

Table 1.
Analysis of existing studies on jammer detection and response methods

Existing Defense
Ref Method Limitation
study Capability
Feature- [14] = A% A= % == = Reactive Weak
based AA 4HAAR =4S Aol o
Detection E3 A4 22 J9 T 7
= Ado] idle HE » AT AT
NS ZYUHHS L, A=
duk Efg Az A ol &
29 FFHeE ¥
[15] = HEH=Y ¢y = Aed Wl Weak
e e Ave AL ol
AqURor wE e s
* Fake WIAYUEE 352 Aol
ggse AxE EEREEEE
o] mEH NdZ R
&AL Ao L7vE = AR Ao
Fies HA9 &
7
[16] = Stackelberg A ¢ = Zf 9 Weak
)2 AH§ 3] TR0 me




2utE A 7} &2 S
EAQ = B A 9
A9 Ao} oA AT
37}
= AW JIeH &34
e dugEs 53
4 o
ML- (171 = Cloud Radio Access * %Al 37&  Inability
based Network AASA &
Detection (C-RAN)°| A 47} ol o] Ef Al vk
3 AW TF& &8
#HA S TF - HAR
7bestka, d§
e g
[18] = Constant, Reactive, = 2AA] 4l Inability
Random A # o] 3t L7 o] A ]
ZIAEE 71 B 9& 7l S
W A QE * Deceptive
A e ol o gk
s NS
[19] = A Az /FFE = AY FAY Inability
ZAbsta,  wiARSE AT
g8t iR dHel Jhssta, W
HA A ZNed gl
* Random Forest, SVM, = AH #3
Neural Network (NN) &7/ E7}

o g5t 4%

37t



(201 = A& AHe= = Y-S Weak
Aed Wl da &4 wHFoy
2 s A Ak of-g WA
» AAZIeZ YA d#HA
2HEY ZAHE 99 AgdE (A
delg s At 293 &8)
33t gt ds
[21] = Double Deep Q = W& WAool  Weak
Network (Double A
DQN) 7]4te] <tg 29dos
A (Anti Jamming) dTd
71 At = OE F39
* Sweep AT, Aol o gt
Random A%, s H7F 8l

Sensing-based A
Ao &3t

Table 1o} W= A BX 7P 54 (feature) 71¥F Ao} 4l
3 718 FX 2 yUE 4 At} Fadele et al. [14]2 reactive ™M E T3}
7l & s #x 2 d#AAd d3ElF (CDCA, Countermeasure
Detection and Consistency Algorithm)Z A<ttt CDCAE AA#ES A
ofste] FAE FAF L X 7P AFE T3 == X dAES @
@it A3 A mEW CDCAY 2FEL F ¥ reactive A &
HAHT 10% FFE 86%2 Hes Bion, duA 2RFS 3%E
. 238 CDCAE reactive A H e dist wWojgtk 753ln=2 & #
of AW FZAo] FASH o] & 4 §lv}. Ibrahim et al. [15]2 W
A X2 9% gn A& (PSU, Pseudo Secondary User)E A Al st
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I FAARE FUd HFE EF (rapd WS wAS Ao 2

A wE2W PSUZ Qe Ede] g E 1

=40 28y 48 A {3 dAAT g2 R d§o] 7hedtH, A%

g AR 3 FA dEE F floh. Su et al. [16]> 2vlE A#e] F
AAs7] 98 FEFAME A (Stackelberg) AY o] EE o] &3l A

dnFE Frrstd o 28y o] A7 EF v FH

%
A 25 deEdsE B4 WS Zlews 288 Fojdues ¥4

Hachimi et al. [17]2 FA AA4 JYEH=Z dHolgHA (WSN-DS,
Wireless Sensor Networks Dataset) [28]S & 83l m Al doAe o5
E2F A%5S #7390, o= J A EE (MLP, Multi-Layer Perceptron)$}
Kernelized Support Vector Machine (KSVM) 2 2& &&3 B71g 2,
ok 904% ¢ B EE random A ™, constant A ™, reactive A7, deceptive
A, normald EFHT. 2y AA UELz AFS 2dgYsx &%
om, FAEL EFF F dSo dF nele A Kasturi et al. [18]
J=2 (Ad-hoc) HEHZAAY A EFE Atst7] 93 Network
Simulator (NS)-3 A& olE & &&3o AW 373 #4& 7433, &
% dHel"HAls TEAY. MLP, K-HIZFH o %ugF (KNN,
K-Nearest Neighbor), &JA}2 A YF (DT, Decision Tree), 38 IZH2E
(RF, Random Forest) 2 9-& #&8&3] constant A", reactive ™,
random AHE EFsF o, a8 dE F 28 (Gradient Boosting) &
ds T3 BUte 23 Hd 949%Y AYEE Bt & dFdAE F
A delHAE FEATUE ZIgHo] YA, o] B d§ A= At
T AR o deceptive AWM= AT 4 ¢t} Arjoune et al. [19]1=

A do]EHAMS T3] BEF 2dS HrEd o, RF 29X 96.6%
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Figure 4. Block diagram of the simulation
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HZ Z#H Y9 headerst body Wl HolE Heolz=ZE FA4s7] 9l
WSN-DS [28]1& Z&3%t. WSN-DS HeolHAlS F4 A4 vEeEHd=
A A de A&HE dHiolHASZ, FA (normal), EHE (blackhole),
a#o]& (grayhole), Z24Y (flooding), 2AZ% (scheduling) 3Z o=
T8 [29]. olw, blackhole ¥ &2 random Ave EAS 7H3th
Grayhole 342 4% #AASLE AHHoZ =¥ (drop)ste  HelA
constant A ™ ¢+ A3t} Flooding 3242 Ad AA EFE Fo] oy
Al sle F42E reactive AW H| = HAHS 7FAH,
Scheduling 372 deceptive MM EAAS Ht [15]. £ AFddA&
WSN-DS ##& Z+7Z} random, constant, reactive, deceptive A ™ = ¥
Foto] AP At WSN-DS ©lo]H A feature= Table 29 v} [28].

T3 JCEDY Ads< &d¥oz= vHusty] 98 CDCA [14]8 FH=E4
2 AL CDCA<T reactive AW Y EA4E FY3sta, 54 7|Hte=

A AR E AT feature 7|HEe] B WHoly, BX o]F g FX

Al

i
ol

AR
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i
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%
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Table 2. Features of the WSN-DS dataset

Feature Description

Node ID = 2zt

Time o dA AzH

Is CH? =29 CH (Cluster Head) &%
Who CH? CH¢ ID

RSSI FAH AE A=



Distance CHS} =X Alole] Az

to CH

1é/[I:aILX distance to CHS} =t Alole] Hu Azl
Average e _

distance to CH CHST =E Atelef A4 A+
Current energy X=XE9 @Az ol x]

Energy = )
consumption o] =AM 4RHFE AR ¥

ADV_CH send =t X4l Advertise CHY BECEFHNAE HAA]

ADV_CH e . R
o S CHOl A =13k Advertise CH WA A <

Join_REQ send e &3 wWAIX] 4=

Join_REQ N S gy - .

eceive CH7}F ==25H F4% 3o 83 HAR
ADV_SCH send =X %3 Advertise TDMA 2 A€ broadcast®]
ADV_SCH u e = P

receives CH=Z5H 541" TDMA A= vWAR &

Rank TDMA Z=AE oA =29 &4

Data sent A AQAd2 AEH dolgy oA F

Data received CHoll A A% glolg A

Data sent to BS BS (Base Station)olA] A<® dHolg A &
gisstance CH to CHS} BS A}ole] Az
Send Code 82y AF 1=

Attack Type =9 {9




43 H7l A%

AgA &3 HrF A F &= A AYE (detection accuracy), & A
2] (effective throughput), A A% 34 (number of retransmissions), ©I

YA AXE-& (energy consumption)©]t}. o|d detection accuracy® Eq.

Wz Bogd

) = Numberof nodes that correctly classified jammertypes

Detection Accur Y
ection dccuracy (% Numberof total nodes

% 100. (1)

Detection accuracy= A STA 7l

499 34 STAL 3Ao2 ¥R

The amountof datatransmitted successfully (bits) (2)
Time takento transmitthe entire packet (second)

Throughput (bps)=

The amount of normal datatransmitted success fully (bits)
Timetakentotransmitthe entire packet (second)

Ef fective Throughput (bps)= )

Throughput®} effective throughputs Ztzt Eq. (2)9F ()& At}
Throughpute A&FZ oz AL RE dHolHE ZAHIY. a8z A
STAOA B 3 Qo= Auwrl $A$ #HF o] UF throughputel] F

At} o wE] B =Fo A A¢kdk effective throughpute A4 STA



A B A AFEWES At AA A" A2FEE Fotd 5
Ak, AAE AFE ARE Agsy] s Bad AdE

=439tk Wi-Fi 8744 STAL Ao 8374A9 AA$S s gslmz
AdAx A 839 AHE S Rd#Itt Energy consumptione Z}
STA°] A FFAE wfo] AR oA g, dlolE] Ay HAAAM AR
e dUuAZFS ZFAdAY. £22F dUAY ZAVE HF A" A
(FSM, Finite State Machine)oll @&} Table 33 o] A&t

Table 3. Energy consumption value for each state

State Value
TX 100mW
RX 25mwW

IDLE 5mW

Table 3¢l w=w JCEDY state® TX, RX, IDLEZ A% + it}
TX= STA°] & STALE HI& dFst= dHolr. RXe AL +
Asta Aste FHE 9w . IDLEE STACA $44ls A8 o7

e AHE o dubEl #A Y TX powere 100mW, RX poweres
256mW, IDLE Power= mWZ=Z 714 3t%th. BSS coloring 2 BSS secure
coloring E @9 4= BSS coloring® BSS secure coloring indicator %Al
<= 93 4 ImW$e 2mWE F7HH 22 &AREZY. wHeF gzleo] fE
BSS coloringe 7FA1 dvtd #Z e R &5t A stA] F7] o
o 5mWeHE A3t}
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A9 JCED A5 H7Ist. 1A STA 75 ¥ste] wek CDCA9 JCED
o Aeg Hugddy gz dd §F dHSH dF 73 dSolA9
JCED A%s& 371t wxHe 2 F7F A =& (AAR, Attack Attempt
Rate)o] ®3td uw] BSS coloringg Al&3t# &+ CDCAS «Lutz 9l
802.11ax ¥ 2] BSS coloring, A|Qtsl+= BSS secure coloringE A3t
JCEDS] A5& vl A% E Aas AlEHAE 10,0008 #HE-3)
of HEHez Bl

i
ol
rin
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5.1 %X Z7bo] e &8A

STA /s Wald wa FriAe STAe] 5458 o 50474 570
A Z713 W CDCAS JCEDY A%< vwdth Jammer to STA ratio
(JSR)el @& JSR(Low), JSR(Med), JSR(High)Z T&3 A@stqoH,
Zkzy 20%, 50%, 80% = AR AT olw A AF FIS 12 22X
g3 7hAP e, ZF STALS FTY3 traffic ratee 22 AL $5FA3}
olW traffic ratecl® TA HANA HUl= HA Y AFE w3t =T

BE AvE 9% AARS 7t a 7A@

oA JCEDE RF & &8&3 Z ety HeolHE TdaA A4S
F3 Ao A ol AEF AFEE FAA
RF @328 Z&2 th59 decision treeE A3 o2 stFdtes AL
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Figure 5. Detection accuracies of the CDCA and JCED algorithm
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445 x84 %3 +F9 F7t
Z7FeHAl H3 8 r= FA Polxt. 28y JCEDE random forest &
doA 34 55 A 9 & Ju, A9 FI= 98.16% A I

CDCA$t JCEDS Aj7F BRE= Table 49 2tk 43 =g &7
4 CDCASt JCED9] Azt BR =& Hristy] & EHY =)o we
A AN FAsta, 4 EFY Alo]z9 o]FE& Low (13MB), Med
(26MB), High (39MB)Z 44 it}

)

Table 4. Comparison of time complexity for jammer detection steps

Time Traffic Data Loading & Model Model
Size Preprocessing Training Inference
Model (MB) (sec) (sec) (sec)
Low
0.1457 - 0.7228
(13MB)
CDCA Med 0.2690 - 1.4810
(26MB) ’ '
High
0.4152 - 2.2403
(39MB)
Low 0.2059 43571 0.2611
(13MB)
Med
3712 . .
JCED (26MB) 0.37 9.9088 0.5509
High
0.5725 16.7505 0.8955
(39MB) ° o0

Table 49] w29, dolg 29 A7+2 CDCA”} JCEDR T < 1.48)
2t I olgE HAHYL 3 Ax FAL wE EIdsm YR 9
g Folt}, =3 CDCAE 5 FARAE DA &vr. 29 H3 JCEDE
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Figure 6. Performance evaluation results of effective throughput
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Figure 7. Performance evaluation results of retransmission
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m2W JSRo| ¥ AUHoR AY =29 St BolA7] i
JSR(Low) &AM AdF 37t S7H3Y. 7|24 22 STA 7t €of
A normal STAE 9| contention® collision®] BolAA AHFSZ g
delay7} ARt} o] AlE# ol ZANHE AH7F HolAA normal STA
F7 ddH oz Felx e a#e}t JCEDY defense &7 e Aot
2822 JSR(Low)¥ ®7} JSR(High) Btt AA$E 357 =o} delayr}
H At CDCACIM= AR N7t 7ol W} Low, Med, High #
oA 25 AdF A7t F48A okt dHE HARL JCEDE A
He 77t S7Fl = CDCA o] AdE A7 HHs| S



12000 1 —8— CDCA-JSR(Low)
—¥— (DCA-JSR(Med)
—=— (DCA-JSR(High)
10000 1" _g—  ICED-JSR(Low)
_ —%— ICED-JSR(Med)
Z ol JCED-JSR(High)
=
8
=
E
Z 6000 1
(=]
()
&
5 4000 -
2000 -

5 10 15 p. | 25 30 a5 40 45 50
Number of STAs

Figure 8. Performance evaluation results of energy consumption
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52 TL W3slo] & &84
EY H3} (TL, Traffic Load) ®3ed w2 §&4 H7llA = TL|
%718 9 CDCAS}t JCEDY A< 243t} Table 5& 802.1lax &7

A gd F3F 2Ed A #x 2 39 AAE U Folt [27]

Table 5. 802.11ax modulation and coding schemes

Data Rate (Mbit/s)

MCS Modulation Coding 20MHz Channels 40MHz Channels

Index  Type Rate 1600 800 1600 800
NSGI NSGI NSGl NSGl
0 BPSK 1/2 8 86 16 17.2
1 QPSK 1/2 16 172 33 344
2 QPSK 3/4 24 25.8 49 516
3 16-QAM 1/2 33 344 65 63.8
4 16-QAM 3/4 49 51.6 98 103.2
5 64-QAM 2/3 65 63.8 130 1376
6 64-QAM 3/4 73 774 146 1549
7 64-QAM 5/6 81 86.0 163 172.1

Table 5] wW2W Wi-Fi 6 & W 40MHz A2 (1600ns Guard
Interval (GD), 64-"x FIZ ®WZE (QAM, Quadrature Amplitude
Modulation), coding rate 5/6 A A 2 HU data rate2 163Mbit/s°] .
wgta o] F Huld = 80MbpsE Ho) TLE ARG A =&
o A+E 5712 1Aska JSRe wet Ao As-E w8 AR en,
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Figure 9. Performance evaluation results of effective throughput
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Figure 10. Performance evaluation results of retransmission
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Figure 11. Performance evaluation results of energy consumption
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JCED2 A¥ #3dE= & W =AE AT 29 #F WS B4
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o] A& Hrksty]l A8 Table 63 2ol Aol=E Yo

Table 6. Detection and defense capability of countermeasure cases

Jammer Detection and Defense Capability

Type CDCA JCED JCED JCED JCED JCED
(Constant) (Random) (Deceptive) (Reactive) (All)

Constant

Jammer X X 0

Random

Jammer X X @) X X @)

Deceptive

Jammer X X X 0] X 0]

Reactive

Jammer O X X X 0 0

CDCA< reactive AW ¥rs HA &1, si7 HAS FHIF e WHolH,
JCED(Constant), JCED(Random), JCED(Deceptive), JCED(Reactive)T
ML 7|vte 2 Av {FFS FAGAS, 54 FH Y Ao daixd d&
3t Zdojt}. JCED(AIDE ML RS 83 =& A4 F¥& A3
I, FYEE 24 g&ste A 2ol ol Hof X FE 50Mbps
= 7434t Figs. 12, 132 Z} AlojxdlAq STA AF7t F7HE o

effective throughput¥ energy consumptionS =43 23 o|t}.
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Figure 12. Performance evaluation results of effective throughput
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Figure 13. Performance evaluation results of energy consumption
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Figure 14. Performance evaluation results of effective throughput
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Figure 15. Performance evaluation results of energy consumption
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ABSTRACT

Machine Learning-based Jamming Attack

Classification and Effective Defense Technique

Sunjin Lee
Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

The fourth industrial revolution has resulted in the intelligent Internet
of Things being widely used for home networking applications and smart
infrastructure. Consequently, wireless connectivity has become essential
in both industrial and daily life applications. Wireless communication is a
continuously evolving technology that satisfies the requirements of high
speed and ultra-low latency. However, as multiple users utilize a single
channel by sharing frequency and time, the quality of service cannot be
ensured owing to the interference occurring from a congested network.
Additionally, malicious attackers can compromise communication
availability or destroy data integrity through jamming attacks,
threatening human life and safety. Conventional jamming attack detection
and response technology respond to attacks without detecting the type of

jammer; therefore, this method exhibits certain limitations in detecting



and defending against an intelligent attack. In this study, we propose a
novel jammer classification and effective defense (JCED) algorithm that
can classify jamming attack types using machine learning and provide
differential responses based on the jamming types. Depending on the
jammer type, the JCED algorithm can adaptively select various response
methods, ranging from simple retransmission to active battery-draining
attacks. The experimental results verify that JCED exhibits 24.9% higher
effective throughput and 23.4% lower energy consumption than the
countermeasure detection and consistency algorithm (CDCA). Moreover,
JCED can improve the effective throughput by an average of
approximately three times in comparison with CDCA in an environment
with integrity violation attacks. Thus, the JCED can serve as an
effective defense mechanism against different types of jamming attacks,

ensuring the safety and high throughput of digital information.
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