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HAFE &4 (Pass-the-Hash, Pass—-the-Ticket, Golden Ticket %)° &3}

Q) w7 7] o] eH44].

7wk 71 g4 4 a4 T ostde EdY RUEYE 2 2 VsoE,

Q
o= FAATE Hate] ALt = Fol(lure)o] Hd of B EE UE
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[ whebtrowserbasiview
File Edit iew Options Help

@ E

URL Web Browser User Name Password Password Stre..  User Name Field Password Field Created Time

[n

@ http://10.16.13.1¢ Firefox 12+ users pass212 Mediurn usemarme password
Bhttpy710.16.13.10¢ Internet Explorer 7., userld ass217 Stron

P P P 9
Ehttp:/fltl.lﬁ.llm Internet Explorer 7., userf passdld Medium
ehttp:fflﬂ.lﬁ.lllﬁf Chrome userd pass210 Medium usernarme passward 471172016 10:28:10..,
® hittp:f¥10.16.13.8¢ Chrorne userd pass2lf Medium username password 4/12/2016 1:44:40 .

FIGURE 4. 928944 A4dE 9 AFZAR €L vjdis

ARFAN T2 Azde] A&t A%, 44 39 BUA4E A A4S
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_20_



Windows Credentials Add a Windows credential
101612196 Modified: Today ~
Internet or network address: 1016.12.196
Uszer name: userdl7

Password: ssssssss

Persistence: Enterprise

Edit Remove from vault
1016136 Modified: Today A

Internet or network address: 1016.13.6
User name: userdll
Password: ssssssss

Persistence: Enterprize

Edit Remove from vault

FIGURE 5. A4 % #FA A4¥4d ¢ AZFRE £ vdiHs

)
ol
)

A9 & R FH B 2
Aape] 4 R BA B9 B, AR Azl g vk §T Ams
el WAFE A4 Y A, 27, ALE 5o ANE F971 28,

S A9lel V1% 543 34 9 A BB AAHen BAsE 1o

Ko

(
==

B Me ouidt) o)l AR} AlAE mE YEY I AEI o)

olgfgt #AL F2 21 7|9k YUY, 39 &4 (behavioral analysis), A4
FA, WHo] 2 Z2AA o]y XA T& FI ol FoyXH, AFH FH ©H
(Credential Theft), #3%+ A< (Privilege Escalation), lateral movement & 3}

e W #7 Y9ie 9ANE 49k gk TAAE dnHor Axd
=)

H A% FH AS 7] A, dAREY, Wiy "X, 272 JfA], Active
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3] 71%F 7]<(deception technology)s &-83tH 2AA7F &9 AAHT] o]
Alzghel HEsbAY /£ A F 8 (credential lure)s AFE3 of A Sh=
FAE w©Fx-712stogxn FZAAS 9% TTPs(Tactics, Techniques, and
Procedures), L2]al Wi 4k o] digh AL £Xo] 7hesioh [38]
o3 AR ¥ <lelg] A A(threat intelligence), a|lAtaz th$-(IR: Incident

Response), B.QF A& 7Fsl Fof w9 {834 &8Ert.
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A 2 €] 48 7le
2l AU A 7igke] AEA Wl s34 28
EDR Pl 71 FA 2 gs EFA A8
71wk 714 9 ARE ¢ T4 34 2 F= dS AA A8

TABLE 3. HIlAE T4 A2H

A7 7N Mitre Att@ck TTP

(T1033) System Owner/User Discovery, (T1518)
Software Discovery, (T1046) Network Service

Reconnaissance 16
Discovery,(T1016) System Network Configuration

Discovery

(T1046) Network Service Discovery,(T1557)
Network Discovery 2 Adversary-in—the-Middle, (T1046) Network Service

Discovery
Discovery 1 (T1046) Network Service Discovery
(T1046) Network Service Discovery,(T1557)
Credential
13 Adversary-in-the-Middle, (T1110) Brute Force,
Harvesting

(T1555) Credentials from Password Stores, (T1003)
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OS Credential Dumping, (T1003) OS Credential
Dumping, (T1550) Use Alternate Authentication
Material, (T1558) Steal or Forge Kerberos Tickets,

(T1033) System Owner/User Discovery, (T1555)
Credentials from Password Stores, (T1003) OS
Credential Dumping, (T1558) Steal or Forge

Creation

Data Collection 23 Kerberos Tickets, (T1046) Network Service
Discovery, (T1046) Network Service Discovery,
(T1033) System Owner/User Discovery,(T1518)
Software Discovery,
(T1110) Brute Force, (T1003) OS Credential
Credential Abuse 2 Dumping,(T1550) Use Alternate Authentication
Material,
System
Information Dump 7 (T1003) OS Credential Dumping
(T1016) System Network Configuration Discovery,
Code Execution 3
(T1003) OS Credential Dumping
(T1003) OS Credential Dumping, (T1016) System
Security Bypass 3
Network Configuration Discovery
(T1003) OS Credential Dumping,(T1550) Use
Active Directory 3 Alternate Authentication Material, (T1558) Steal or
Forge Kerberos Tickets
Suspicious File
3 (T1003) OS Credential Dumping

TABLE 4. "2l Mitre Att@ck 7|1& A3 I&
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1) Reconnaissance(#R %)

ANAES T4 UA HYELYA 7wk A Ses T W A2y W
YE A FAd dist ARE FH3soh 71 712 - oo WA st 2
o=z AR gHE 93 A DS 9 7EAA Az W UEST AHE
T A S FAT g R A =RES IS AAE st

A &g A4 Wd

Domian NTLM credentials validation LDAPHHE E3F AA ©A3

Run Certify to find vulnerable paths AT APs &3 HAFHdR gl

Gather domain information using CMD cmd™ & o /\E6§% =23 AR gol

Collect installed update = Ax g

Collect Running processes A Fol /‘1 H] gkl

Collect Net Accounts net accounts® Al &<l

Gather OS Configuration os## 8 AH FH

list users System 4 AHX 3

Collect Windows sessions A AAE AXA AH FF

Gather Domain information Eel AR F3 S+

Collect installed Application A" APP AR 4

List installed EDRs A2% WAl EDR AXH g9l

List installed Browsers AR E QR4 gl

List users using net users net users= AA AX 3kl

) arp HOE &3 UESYI AR

ARP Scanning of local subet network

T3
TABLE 5. Reconnaissance 3 33 %
https://attack.mitre.org/techniques/T1016 71 &3l FAAE HA A

BRE FHstE d AFEE F e oA &9 AA #Y FEHEEIE EAT
t}. o= 5w Arp, ipconfig/ifconfig, nbtstat, route 5°] At}
TAAE= Y EYA tulo]2oA] YESLYA tule]x CLIE &
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olg] o] 29 IP 4, A4 /524 Z=Z(d: show ip route, show ip interface)
59 A 2 HAH ARE FHE S )

A AsstE A Foll A" HEYA 74 HAe ARE ARES]

2) Network Discovery(HEY= #HA)

UDP #2424 E F33te] LLMNR(IPv4 % IPv6), mDNS(IPv4d % IPv6),
NBNS(IPv4)e] EdiEHE MAAstm UELYA Ao A" 9 pC 58 A

= 1

3} (https://attack.mitre.org/techniques/T1046).

A &= A7 A

Responder Network Poisoning
NTLS 1% A% UES A d3 g}

Port scanning of local network | 2 &%

14
el

E 3}o
— =1

R

¢

TABLE 6. Network Discovery A7 3%
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Bonjour mDNSResponder YW ZAEQ HEH MHAE YEYAI

Asor FEta &l d& 5o, ¥4%= mDNS #H2(d: dns-sd -B

_ssh._tcp )E A3 ssh AU AS BEEHHAEHSGE e A 2" ZHS
T A

3) Credential Harvesting(21% AR +3)
WHE Al=E Aol A AR 2 wEHsE =335k 3] A7) (Lateral

Movement) A] &&-8&3Fc}(https://attack.mitre.org/techniques/T1555/004).

A4 & A7 W
LLMNR, mDNS % NBNS EZj¥ &
Responder Network Poisoning &3 NTLS 15 A= HEYA |3
Tof
DPAPIE 283 Al=g f A8 AR
Verify NTLM credentials using DPAPI o
[e]

Collect credential from Edge password | 91#] Bt Ajo] AzH AA =

manager HEWHE =3
Collect credential from Chrome AE BE A AgE A o
password manager HEHS 4
Collect credentials from chromium AF, A, euete}t e FAEvY
browser’s password manager for all Ad B AA 9 vdAE
users T3
Collect credentials from Windows Qe AASH wju Aol Add A
credentials store via file system 9 A E F=3

in memory credential extraction via
w22 LSASSH Xo| &% AA 2

R E

MiniDumpWirteDump implemented in

DLL
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Kerberos tieckets extraction

Extract cached credentials

Extract SAM crdentials from registry | ZlXA2E8 & SAM AW F&

Extracting Active Directory tieckets | SSPI ¢15& =31 =w <l

using Kerberoasting Kerberoasting A =

Extracting Active Directory tickets AS-REP TRoastings %£3F &4l ¢

using AS-REP Roasting 4 AR F3

Extract LSA secrets A ~EGZHE LSA secrets X HX

TABLE 7. Credential Harvesting 273 &

FARE Windows 44 59 Blaeld 44 29 A58 5 vk A4

Z9 BeAe Y AolE, ¢4 X2aY EE N

—

LM T3+ KerberosE 3l

A ZFwe] ARl Internet Explorer ¥ Microsoft Edge ¢AFOIE x4 FH L
A T Al A weleh ) A4 S Baske] AAdEnh of &g Aol
2 YEYA 74 FHLS Windows A7 54 H@gol A3

AATE HATFE %A 2T =go] HOO\ARE ZR\[AFHE- AL ©] &1 \AppData
\Local\Microsoft\\[ = E/AA S H N\ otgfol d= ¢z ste verd 3ol =4
S AFst, 433 7l I ow 27 FHy FII ZHo] g
Policy.vpolo] 2= oA s 4 ok

1

FARE ol WAUFS Fs
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Data Collection ("o +3)

BoAZE gelA el BET 5 At tFd ARE SRkl T

;:v

-8 3l o} (https://attack.mitre.org/techniques/T1558/004).

it

A4

ot

L% A m—tg

Domain NTLM credentials validation

AR A=
Collect credential from Edge password | 91#] Bt Ajo] AzH AA =
manager HEWHE =3
Collect credential from Chrome A7 B A AgE AR 2
password manager HEHS 4
Collect credentials from chromium AF, A, eugte}t e FZEvY
browser’s password manager for all users | A9 Bek¢-A2 AlA 9L HEHE 3]
Collect credentials from Windows Qe A5 v Ao Axd A

credentials store via file system 9 A E F=3
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in memory credential extraction via
MiniDumpWirteDump implemented in

DLL

W2 LSASSHxzo Agd AA

w2

Kerberos tieckets extraction

=l W FAAMNE 93] Kerberos

Extract cached credentials

Extract SAM crdentials from registry

Extracting Active Directory tieckets

using Kerberoasting

Kerberoasting A =

Extracting Active Directory tickets

using AS-REP Roasting

AS-REP TRoastingsS 53+ &4+

A AR 57

Gather domain information using CMD

Collect installed update

Collect Running processes

e F A e

Collect Net Accounts

net accounts® A4 =<l

Gather OS Configuration os#d T2 Ar 3
list users System 4 AE +3

Collect Windows sessions

Gather Domain information

Collect installed Application

List installed EDRs

List installed Browsers

List users using net users

ARP Scanning of local subet network

TABLE 8. Data Collection 7 &
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(

Z A

SRER GRER

[e:

Kerberos tieckets extraction

Verify NTLM credentials using DPAPI | DPAPIS &-8-3F Al U] AlA AH &<l

TABLE 9. Credential Abuse 373 3 &

Kerberos E]7Z1-& AR&3lo] G2 A28 A2~ A&
oA SFHOoZ o]lF3st= '#l2 ¢ HA'S T 5 9l

I(PtT)2 A2 vl H g st A~ @A §lo] Kerberos

¢

£ Ho
> “ o
ol N
A >
ooy
pu‘ o o
&

E|AS AFE3Le] A" QFst= W oltl Kerberos 9152 924 Al
o229 FW ol5g 9% A WA GAR AEE F At PtTE 73T o
Frash Aol e Fa3 Kerberos Bl 0S #2451 HPoll 93] A
Aok Az ol wek ARSARS] AME|2 Bl = TGT(EA F-o EA)E

e & Ak Auz g 5 dazel g AALE HEsE vy

KerberosE 15 "7ZlHFo=2 Abgsts AMulzdd dis) g5 = glor

54 i 2 e gAhaE 32YsE Al2E(9): SharePoint)ol] A 2
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DF(F, A4 FhAAA BAG wUEE HANE g FEW

pEs Ty

Kerberos E]#l & W=+ Zlo|t},

6) System Information Dump(A|2¥ BR FE5)
Active Directory 2] th#Ee] AA HAHE Foz 5 A AFEHH,
Active Directory &2 A Al 2 v HE SHS7] 93k AEH T

https://attack.mitre.org/techniques/T1003/005).

A4

ot

L% A Hl—tg

Extract cached credentials

k1
=)
[-‘O
=
ok
r)J
)
il
do
24
~
@]

=

jon
&

]

142]

Kerberos tieckets extraction

Extract cached credentials

Extract SAM crdentials from registry | @A ~E# 2 SAM AH F=

Collect credential from Edge password | 91#] Bt Ajo] AzH AA =

manager HEWHE =3
Collect credential from Chrome AE B A AgE A A
password manager HEHS 4
Collect credentials from chromium AF, A, euete}t e ZEvY

browser’s password manager for all users | A€ H&$A2 AA 2 vjdHE 43

TABLE 10. System Information Dump 7 3=

ok
iy
5
rlr
kT
=2
o,

gl

fu
i

U8 AST S gE AT AL Fese U AL

)
rr
=
>
)
H

<l

N

12 FHo ANAE A= = At} Windows Vista
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el A A DOCAmMA AN AA FH

B
MS-Cache v2 ajAetae 3ot 712 AAAE 24 SH e F= Al=Hrid

Al Ak B AE b E HoteteW E AdA o] Hasitt

Linux A€ol A Active Directory A4 FH-E Al2~" HolF AMH|2~ &
(SSSD) HE= AXE QT Au2(o]de] VAS)S 2 mZEojo X fX]
Heske AAAE B AT = Atk JiAE AASH sirs dEbHoR

SSSDe] 49 /var/lib/sss/db/cache.[domain]ldbell,  Quest® 7%
/var/opt/quest/vas/authcache/vas_auth.vdboll 9 %3t} FZA A= o] 3t
tlolEjHo] 2~ koA tdbdump®t 22 FHEEHE A&t FHAH A=
Hxsta ¢bs AAS AFESte] Uk BAE 3 E de 5 3

SYSTEM %+ sudo A~ @Adto] = 4A-$, Windows8 Mimikatz, Reg,

inux-§ Linikatz9} 22 =7/FEEHE AR83ste] 7iA1E

7) Code Execution(ZE Al 3))
LSASS Hx 9 Ald AR F5S 98 mz=E Aysg 3= AgdS 53

BoAzE e Fo AW AR FRE ARdt A5 4 WINAP £

—

LSASS Z2AM2 OSAE FEE A=

jutot
o

I A7 |

in memory credential extraction via
w2l LSASSH Xo| &% AA 2

MiniDumpWirteDump implemented in
MR 7

DLL

Running ransomware Ao g A
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Running encrypting script 453l ~aYE A

TABLE 11. Code Execution 3 3 &

8) Security Bypass(® <t $3])
Active Directory &2l T8 ARE F5et7] 9 g E= W] AHE A
Ht AAES 387 S8 a7l Ak &4 7|HEe] EAHEA HEAES

ey,

Oy

x7A B A wd

in memory credential extraction via
w2 LSASSH Xo| &% AA 2
MiniDumpWirteDump implemented in

DLL

HEH S 53

tlo

5

o
A
©
o,
=
d

o

Run Certify to find vulnerable paths AT A

TABLE 12. System Bypass I 7 3%

9) Active Directory
Active Directoryel A Q15 #A T8 ARE FH37] f18) Fhste ohst

gl el A er HAHEA HEES FITh

&}

jutot
o
I
2
iy
i
z
L

Kerberos tieckets extraction

Extracting Active Directory tieckets | SSPI ¢1=& =31 =w <l

using Kerberoasting Kerberoasting A =

Extracting Active Directory tickets AS-REP TRoastings %3+ &4l ¢
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using AS-REP Roasting 4 AR F3

TABLE 13. Active Directory 373 &

10) Suspicious File Creation(¢t4d g A A)
Active Directoryel A Q15 #A T8 ARE FH37] f18) F3hste ohkst

gEsol tal A er X EH=A HEAEE s

44 %

o
I
2
Y
i
z
oL

Extract cached credentials

YA 2~Eg ZRE LSA secrets A H
Extract LSA secrets

-l X
jm

[kl

Extract SAM crdentials from registry | BlAA~E# 2 SAM AH F=

TABLE 14. Suspicious File Creation 33 &%&

11) Discovery (& 7Z)
ZH XEE 9l i XE 2l S Tt FE A VMed 255
3191 3}
A4 #F& A W
Port scanning of local network | 2% X E &<l

TABLE 15. Discovery 873 &
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3. 23 £4
1) ¢t¥ nmpol X

A 7 B2 711l A

HA A AE Adetr] s AFE-she Bl

Walolth WAl AJTYA 7IREC R QIEXRIE oA AdEE dE HAME
TR 72 BEE 98 HFE Fedte Ve AlTshA ForE AL
WS AT 752 AFeHA| FErh AlyAo o deizl dddlols
g4 Thssid, dElAA e 2AHE Tike] 9 Fd ZzeIafl
22 31#] E3 ). Credential DumpingS %381 3 77l (lateral movement)=
Almske A 'A el digke] dAddle]l dsiE Abdell tigstrldl= AL
ATt
A7 M WAL GA] o 5

Reconnaissance 16 0/16

Network Discovery 2 0/2

Discovery 1 0/0

Credential Harvesting 13 3/13

Data Collection 23 4/23

Credential Abuse 2 1/2

System Information Dump 7 0/7

Code Execution 3 0/3

Security Bypass 3 1/3

Active Directory 3 0/3

Suspicious File Creation 3 1/3

A 76 10/76(13%)

TABLE 16. ¢tE] vlol{ 2~ H7g A3}
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2) EDR

o B2 7ol =Qista e @A Ad EFAecR =dsta Sk
WAl 2] Ay A 7)gke] ofd IEXFRQIE oA FAeE ZEAAC]
FoE BYstr =Aste] 24 7le7HA AlEdn. el 4l A ES
&3t Credential Dumping % 7 A& X7} 73, OS AR Al S48

Wegol W geAA we ~AYE Jlue % dmstel A9, AR @A

=
#4711 % g e
Reconnaissance 16 2/16
Network Discovery 2 1/2
Discovery 1 1/1
Credential Harvesting 13 9/13
Data Collection 23 17/23
Credential Abuse 2 1/2
System Information Dump 7 5/7
Code Execution 3 3/3
Security Bypass 3 3/3
Active Directory 3 2/3
Suspicious File Creation 3 2/3
A 76 40/76(52.6%)

TABLE 17. EDR A4 Z 3

3) 719k 71&
71Tk 71w A4S 72 ARE FI FAAE vFo Aayoer {f=3

oA AR Bgol Jbsdti, AT FA RE JAT 2Rt B4 4w
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A Aol Vs s,

277 4 A B of 3
Reconnaissance 16 15/16
Network Discovery 2 2/2
Discovery 1 1/1
Credential Harvesting 13 13/13
Data Collection 23 23/23
Credential Abuse 2 2/2
System Information Dump 7 /7
Code Execution 3 3/3
Security Bypass 3 3/3
=x7%Active Directory 3 3/3
Suspicious File Creation 3 3/3
A 76 75/76(98%)
TABLE 18. 7% 71& A4 A%
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tjzo] AD A& 7|9k 7=

Credential

Access

Intercept logon credentials in Lsass

Responder Network Poisoning

In memory credential extraction via

MiniDumpWTriteDumpimplemented in DLL

Extract SAM credentials from registry

Collect credentials from Windows credential store via

file-system

Dump LAPS credentials using LDAP query

Collect credentials from LastPass password manager

Collect credentials from BitWardenpassword manager

Extracting Active Directory tickets using AS-REP
Roasting

Extract cached credentials

Extract LSA secrets

Extracting Active Directory tickets using Kerberoasting

LSASS with PPL Protection credential extraction bypass

Kerberos tickets extraction

MiniDumpWriteDumpimplemented with security package

Extract Lsasscredentials using kernel LiveDump

Verify NTLM credentials using DPAPI

Verify plain credentials using DPAPI

Domain plain credentials validation

Domain NTLM credentials validation
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Collect credentials from Chrome password manager V1

Collect credentials from Chrome password manager V2

Collect credentials from Edge password manager V1

Collect credentials from Edge password manager V2

Collect passwords from 1Password passwords manager

Collect credentials from firefoxpassword manager

Collect credentials from Opera password manager V1

Collect credentials from chromium browsers’ password

manager for all users

Collect credentials from Opera password manager V2

Discovery

ARP scanning of local subnet network

Port scanning of local subnet network

Gather osconfiguration

List installed EDRs

Run Certify to find vulnerable paths

List installed browsers

Gather domain information using CMD

List users

List users win32

List users using net users

Collect Net Accounts

Collect Installed Applications

Collect Running processes

Collect installed updates

Gather domain information

Collect Windows sessions
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Remote code execution using PAExecand SSPI

Remote code execution using PAExec

Pass The Hash over SMB using PAExec

Lateral Remote code execution using WMI

Movement Remote code execution using WinRM

Remote code execution using WinRMover TLS

Remote code execution using RDP

Remote code execution using pass the Ticket over SMB

Extract Password Policy Discovery using net accounts

command (Windows)

after execution
Extract Credentials from the Registry using System

Commands

TABLE 19. 7]1& 7|9 7]« ¥ 4 3=

71 7%t Zledke] Ved AolE &kl HAd e 22 Ad Vles

<8 AHE FHAT VI VIR 712 AD#E™E 4ol uE Adsts
Aol A= shd Aljtel= AD 7wt Vs AA @43 LA 7 AD 2
tso] Asgle MAGe A A 27 AL aRdom B + Udn
TA7 W A | 718 719 71% | tlse] AD A& 7|9 V)&
Credential Access 29 0/29 27/29
Discover 16 0/16 14/16
Lateral Movement 8 3/8 6/8
after execution 2 0/2 2/2
A 23 3/55(5%) 49/55(89%)

TABLE 20. 71& 7|9 71 Wv] 34 A3
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ABSTRACT

Researching active directory based deception for

ransomware defense

Park Jungsu

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’s University

Ransomware has become the most damaging type of cyber security
threat in recent years. This type of attack, which encrypts user data
and extorts money, directly affects not only companies and public
institutions but also individual users. In particular, ransomware attacks
are not limited to the spread of malicious code, but also paralyze key
industries such as social infrastructure, medical systems, and
manufacturing, and the scope and scale of damage are growing day by
day. As seen in the case of the attack on Colonial Pipeline in the
United States, ransomware is assessed as a threat that could impact
national security.

The reason why such ransomware attacks are becoming increasingly

difficult to block is that, unlike traditional viruses, they continue to
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evolve and appear in forms that combine various malicious code
techniques from the past. In addition to file encryption functions, they
are equipped with advanced features such as information theft, lateral
movement, and backdoor installation, and attackers often remain hidden
in the victim’s system for a long time, coordinating their timing. As a
result, detection and defense are becoming increasingly difficult, and
traditional security solutions alone have limitations in responding to
these threats.

Additionally, the activities of hacking groups that have commercialized
ransomware as a service (RaaS) are becoming more active, creating an
environment where anyone can easily execute attacks. Developers create
attack tools, and users purchase or rent them to execute attacks, leading
to the organization and industrialization of criminal activities. In this
process, transactions are conducted using cryptocurrency, ensuring
anonymity and making it even more difficult to identify and track
attackers. In fact, many hacking groups demand ransom payments in
cryptocurrencies such as Bitcoin or Monero, and even when victims pay
the ransom, data decryption may not occur, or secondary attacks may
follow, raising serious concerns.

Meanwhile, most existing security solutions operate on a
signature-based or pattern-based structure, which means they can
respond to known malware but often fail to detect new variants that
have been slightly modified. Ransomware exploits this by changing part
of the file’s payload or using encrypted shellcode to bypass security

systems. Recently, malware has become increasingly sophisticated in
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evading detection, such as by monitoring user behavior and targeting
specific time periods when security programs are not running.

To counter these advanced ransomware threats, a new security
paradigm is needed. Deception technology is designed to exploit the
attacker’s psychology by using fake information to lure them into an
attack, thereby enabling early detection of intrusions. For example, by
intentionally distributing information that hackers might find interesting
to endpoints, real-time threat detection can be achieved by monitoring
behavior related to accessing or exploring such information. Additionally,

by using a decoy system separate from the operational system to lure
hackers, the benefits include minimizing damage to the actual system
while simultaneously collecting hackers’ tactics, techniques and
procedures(TTPs).

This paper analyzes the main characteristics of ransomware threats
and the evolution of attack methods and examins the limitations of
currently commercialized security solutions. Furthermore, it propses the
concept and utilization strategy of deception technology as a solution to
overcome the limitations of existing response mothods and studies
effective ransomware detection and response measures through this

approach.
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