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2. AH 7

Id : Alice
Type : user
Password : BIE2)

Id : Carol
Type : audito

Id : ABC Company
Type : peer
Password ; ##ssss

Access Control
Policy
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[ Verify & Validation 1
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[# 12] g0l Sgo T& AT 7 ==

doly 58 Holy AKX A2 7bs ==

FHUHSE, AR, AR 59 MIAR ,

A oo Lo auditor
Aka S 2 Akgo] g AR
AHUE, SHANE, AXAR T AH| A~ ,

B auditor, peer
oA H
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_26_




3) 2uE A<k HEE

cvbe Ak AEBE BEAL VENT ASAL T A4S A gop
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Smart Contract Controller
(@ Contract Purpose () Contract Condition )

® Real Estate AuB gazo
SCM
I

Escrow
(@ Contract Type

" PP
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828

Parsing
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AR 3
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A5 AA 2L T2EEY

At At (ssuer) 1Al Aokl 7kets Abghnode)IAIE &3 ¥ issuerd

ASol Aok Asm Aok 2AL $4 HAT F A 2ol WHow
BEAE gtk H4H 202 BEAQ EA] Astste] Aok Holsh

g7k HRem Aokl Solt Aus wpduel AAAN SFEL ol

Algorithm

node < node

node.user < Blockchain User

node.peer < Blockchain user group
node,auditor <= Blockchain Network auditor

AccessControlPolicy DB < 7 Ao A 3
Log DB « =11 7]

OO OIA_WN

node.personalData < *=Z= A& AHE
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38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
90:
51:

if isConsolidationAuth(node.id, node.type) = true then / A}F&AH==2]) B3} A=
B

userAuthentication < true _ i
nodeClassify(node.type) from AccessControlPolicy DB /== #5&F 2 gt A

N
o

else if
userAuthentication <— false _ _
LogRecord(WARNING, authenticationFailMsg)
end if

switch node
case user :
node < user
case peer :
node < peer
case auditor :
node < auditor

while(node.personalData = k—model.suitable)
node.personalData <— dataClassification(node.personalData)

contract.deploy
LogRecord(TRANSACTION, transactionSuccessMsg)
contract.execute //Execute Contract

if (node.issueContract) = true then // A< A
node < issuer
node.createContract
contract.setConditon
if contract.condition = law.suitable from legalProseDB then // ¥4 E}34d A<
while(allNodeAccept = true) // == 7+ &2]-5 <

leader < electLeader(node) //Raft 39 &az]&S 93 g9 A&
issuer.requestConsensus then /32 &%

leader.broadcastRequest then
replyConsensusStatus / &9 A3 A%

end if
end if
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User
Authentication?

Consolidation
Authentication

User State — Parent

Y
User State — game site ] [ User State — child

Create Contract
No
No|
Set condition Verify & Validaton
did customer
select game d! iw
money? ....| contract
address

Yes

data classification

check contract condition

receive game money

contract )
address )

deploy contract

contract =),
address [

(23 10) ATFE AGHY Z2AA
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(2) Z2EEo]Y
2ttE Al vys Adgshr] Y& AntE AY vy A mse dRE A3

olg] =+ Solidity 0.4.2 WAz AA =Tl modifiers %3
AREARE A 21S AT F

A ARSI % onlyChildOE Attt w3 kill) s &3

Lo
it

TE% onlyParentO¢t A #HyE $5 &

%2,

7
T UEE AAst AR ETH] 3]

REE 7)3E ol kA Hed Q
Gl el FEs 2SSk

Contract GameMoney

1: pragma solidity 7 0.4.2;

2: contract token { function transfer(address receiver, uint amount){ } }
3: contract GameMoney{

4: address public parent;

5: address public child;

6: address public gameSite;

7: token public send;

8: uint public itemPrice; uint public amount; uint public deadline; uint public limit;
5131 uint public moneyAccept;

0:

%%Z enum GameRating { RatedAll, Rated12, Ratedl5, Rated18, ForTesting }
13: GameRating gameRatingChoice;

%4511 GameRating constant defaultChoice = GameRating.Rated12;
16:

%’éi mapping(address => uint256) public balanceOf;

19: /A=A

200 //F-E7F Aeks AAE o

21: function GameMoney (){

22: parent = msg.sender;

23: moneyAccept=0;

24:

25: function setCondition(

26: address gameSiteAddress, //AIYALO]E Q] oy Ee T4
27:  uint item_price, //o}o]®l 7}A

28:  uint durationTime, /AIY WY H=& 7|7t

29:  uint limitMoney

30: ) onlyParent

31: {

32: gameSite = gameSiteAddress;

33: itemPrice = item_price * 1 ether;

34: durationTime = deadline;

35:

36:
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: function sendAmount(){

eth.getBalance(parent) —= itemPrice
eth.getBalace(child) += itemPrice

: function returnAmount(){

eth.getBalance(child) —= itemPrice
eth.getBalace(parent) += itemPrice

: function received(){

deadline = now + deadline * 1 days;
moneyAccept == 1;

: modifier onlyParent(){

if(msg.sender != parent)

)

D)
: modifier onlyChild(){

D)

if(msg.sender != child)
: modigel;kafggrDe%dline() { if (now >= deadline) _; } //deadline °]%o= A

= =2 T wa

¢ function kill() {if(now >= deadline) selfdestruct(parent);} //deadline ©]%-°l &=
: dlolE 7 2F ARy

: function setGameRating(uint x) onlyParent{ //5+% A& 3}7]
if (x == 0) gameRatingChoice = GameRating.RatedAll;
else if (x == 1) gameRatingChoice = GameRating.Rated12;
else if (x == 2) gameRatingChoice = GameRating.Rated15;
else if (x == 3) gameRatingChoice = GameRating.Rated18;
else if (x == 4) gameRatingChoice = GameRating.ForTesting;

}

. function getGameRating() constant returns (uint) {

return uint(gameRatingChoice);

. function getDeadline() constant returns (uint) {

return uint(deadline);

: function useGameMoney() payable onlyChild {

send.transfer(gameSite, itemPrice);

: function setEscrow() only gameSite //AH 7} AF&&HZCaL FA|HH =&
D HYF (AT R)

if(moneyAccept == 1) sendAmount();

else returnAmount(); }
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\ Deploy Contract

Step 1: Generate GameMoney-Contract

# New Contract  or
Contract Address :

Direct Input

Step 2: Set GameMoney-Contract

1. Game rating :

for all 12+ 15+ 18+ for testing

2. Expiration Date :

From: 20161212 To: [p01arznz

3. Use Time :
NOME.

01 02 03 04 05 06 O7 08 09 10 11 12
NONE.

01 02 03 04 05 D6 O7 08 08 10 11 12

4. Pemission Game :
(Crarge Game agse e
Grape Game

P

<<

5. Ameunt te Send - 10 ETH

+[Option] 6. SFHE

12ALE BE ETH

1R B £TH

st | | )

Signed Transaction

a2

—a

—
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Aok Adshs e AR A AE WEAY 71Ee AE Aol &
R et ok Aokl A 2do] MAE w vigk EEAQlY EdA Aol
A kil

A=A Bele] Tbsstel,

i3

Send Contract

Deploy Contract

Step 1: Generate GameMoney-Contract

v‘ New Contract or Diract Input
Contract Address : |

Step 2: Set GameMoney-Contract
1. Game rating :

for all 12+ 15+ 18+ for testing

2. Expiration Date :

From: [201512/12 To: 20161212
3. Use Time :
NONE.
01 02 03 04 05 06 07 08 09 10 11 12 |
NONE.

01 02 03 04 05 06 O7 08 09 10 11 12 §

4. Pemission Game :

>
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Chid | Chid |

MY GAME MONEY MY GAME MONEY

Address ! & 011F a367cDC363CFFB141dc3443 | Address ! [311Fd01G3ED8E01F aB67cDCI63CFFB1410c3443

Balance : 100 | Balance : 400

MY CONDITION MY CONDITION

=y A S H QF Z= A Ol

g @ TE/AAIT A FL B sameratng 154 OIE 2171 012 SIS EUC

€ . Aok S0 Q= Tl 50| expiration Date 2016-12-167tXl 0| & JHsELICH

U B Use Time 2 1,2,3,4,5A1% 2% 9,10,11,12A1 0|88 4 YLICL
Permission Game Permission Game Apple Game2t AIE5HAI Q.

CHECK omzus;

BUY ITEM BUY ITEM

« ADLE Hokol X2 ol

OFH 01 20F A ©124d 01201 A o154 0I2JF HZ O18M DIS It K OHHM 08 2IHAY
[ BUYITEM [BUvITEM
Signed Transaction Signed Transaction

(2™ 14) 7pq Aol A Alef el obdA

9 st wRsk AME A AR FEstel welw AY B 20$ BAsE

solt), A= Ry AR AL A8 4 9l
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Signed Transaction

BUY ITEM e AR

v
OHM 0IEJ NY #9124 0122F WY ©154 0123 A o184 0122

e

BUY ITEM o ¥
A

OEM OS2I ALY C12d O[22 A ®154 0122 AY o184 0127 N
|EECEATEN T
Signed Transaction ‘
[ENEE 1=l 0iEJ18UG
2 HeE 128 0122E O

182 2+ sl

—_

a7 15) AotE A oY AHg 3t

FROAA T AGH Y9 230 BHA ofoldl& Frushd ofelglo] A7t ¥

gow FEZS Tl Akl I ARE HolErh 2o 5t Gof A7}

%S u ERAAE A AA AYd WY AFES A=A timestampE

Qo] FPsstet. obd] 1YL WA oIt S BAZINA el Aok AR
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M Contract Address 0

Home / Cortract Accounts | Addrass

Contract Ovarview € Misc QRCODE B
ETH Balance: 0 Ether Addrass Watch
Mined: 0 Contract Creator OxacB8a003a8945¢fB . at tun Oxbh2eadID5ed5h7.
No OF Transactions 2tuns
Contract Code Commenis
TxHash Block Age From To Value
Ox320b5a47e014f0d 2673089 6 days 1 hr ago. Oxac8a003a8945c18. B = oda079semerel 0 Ether v.co0e5aze
(xbbZeadd05e4507 2673065 6 days 1 hr ago Oxac8abi3aB345ct8. El = Contrect Creation OEther  n.oozstace
2] OoF 71]7%10 EZjARHA sto
(23 16) AloF AGS] EAA &l
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ABSTRACT

Design and Application of Reliable Blockchain in

Digital Business Environment

Park Sumin
Dept. of Computer Science
The Graduate School

Sungshin Women’s University

ICT services combining big data, IoT, and artificial intelligence are attracting
attention. In order to distribute and store a large amount of data, the blockchain
has attracted attention as a component technology of the fourth industrial
revolution. The blockchain is distributed as a distributed system without a 'trusted
third party’, making it a very secure technology because it is hard for hackers to
hack the data. In particular, a smart contract based on a blockchain is a technology
that creates a trusted contract environment in a P2P environment. By establishing
conditions and creating a contract through a contract code, it is possible to execute
sophisticated contracts between contract parties, It is a technology that companies
are paying attention to. At present, many companies in Korea and abroad have
developed their own block chain platform to utilize blockchain to provide new
services and utilize them in various fields.

However, since block—chain technology is code-based, it is difficult for ordinary
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people who do not understand the blockchain to utilize smart contracts. And since
block chains have the same information, they guarantee integrity but do not provide
confidentiality for data protection. Therefore, when personal information or sensitive
information is not protected and uploaded to the blockchain, the information is high
probability of exposure. In addition, since a blockchain can not be canceled once a
block is created, it is considered necessary to perform a non-idenification measure
before putting data on the blockchain.

In this paper, I suggest a reliable blockchain design method, and build a smart
contract environment based on blockchain in a secure environment. The design
includes functions of access control through data classification, and smart contract
controller that easily parses contract codes is developed based on the problems that
can occur in the blockchain environment. In order to verify the applicability of the
proposed design method in real environment, I suggest the future research method

of case study and design method of smart game money based on blockchain.

_51_



d4 3

Wallet

<html lang="en">
<head>
<meta charset="UTF—-8">

<!-=JS ——>

<script type="text/javascript" src="https:/code jquery.com/jquery—1.12.4.js"></script>

<script type="text/javascript" src="https-/code jquery.com/ui/1.12.1/jquery—uijs"></script>
<script type="text/javascript" src="./bower_components/web3/dist/web3.js"></script>

<script type="text/javascript" src="./lib_js/wallet—design.js"></script>

<script type="text/javascript" src="/ib_js/wallet—contract—permissionGame.js"></script>

<!—— (CSS ——>

<link rel="stylesheet" href="./lib_css/tap.css" />

<link rel="stylesheet" href="./lib_css/body.css" />

<link rel="stylesheet" href="https://code.jquery.com/ui/1.12.1/themes/base/iquery—ui.css">

<title>Simple Wallet</title>
</head>

<body>
<div id="container">
<ul class="tab">
<li class="active"><a href="#tabl">Send</a></li>
<li><a href="#tab2">Contract</a></1i>
</ul>

<div class="tab_container"> _
<div class="tab_content" id="tabl" style="display: block;">

<!——Content——>
<h1>Send Ether</h1>
<hr>

<P>

<h3>Step 1: Generate Information</h3>
From Address @ <input type="text" id="fromAddress" size="46" /><br />
B/alance . <input type="text" id="balance" size="47" disabled="disabled"/> ETH
</p>
<Pp>
<h3>Step 2: Send Transaction</h3>
To Address : <input type="text" id="toAddress" size="50" /><br />
A/mount to Send : <input type="text" id="amount" size="36" /> ETH
</p>
<button id="sendAmount" onclick='javascript:sendAmount();'>Send </button>
<br /><br />
</div>

<div class="tab_content" id="tab2" style="display: none;">
<!——Content——>
<hl1>Deploy Contract</hl>
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<hr>
<P> <!—— Contract 4 ——>
<h3>Step 1: Generate GameMoney—Contract</h3>

<fieldset>

<br style="line—height:10px" />&nbsp;

<input type="radio" name="radio—1" id="radio—1" value="0"
onclick="javascript:checkContract(0);" />

New Contract&nbsp;&nbsp;&nbsp;&nbsp;<i> or </i>&nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="radio—1" id="radio—2" value="1"
onclick="javascript:checkContract(1);" />

Direct Input <br />

<div style="line—height:40px">

&nbsp;&nbsp; &nbsp;&nbsp; &nbsp; &nbsp;

Contract Address : <input type="text" id="contractAddress" size="50" />

<button id='atContract' onclick='javascript:atContract();'
style="line—height:12px">At</button>

<button id='createContract' onclick='javascript:createContract();'
style="line—height:12px">Create</button>

</div>
</fieldset>
</p>
<p> <!—— Contract ZA4H ——>

<h3>Step 2: Set GameMoney—Contract</h3>

<!-— Adsg ——>

<b>1. Game rating : </b><br />

<div style="line—height:50px">

<input type="radio" name="gameRating" value="0"
onclick="javascript:checkGameRating(0);"/> for all &nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="gameRating" value="1"
onclick="javascript:checkGameRating(1);"/> 12+ &nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="gameRating" value="2"
onclick="javascript:checkGameRating(2);"/> 15+ &nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="gameRating" value="3"
onclick="javascript:checkGameRating(3);"/> 18+ &nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="gameRating" value="4"
onclick="javascript:checkGameRating(4);"/> for testing

<br />

</div>

<br />

<—-— Fa7T —-—>

<b>2. Expiration Date : </b><br />

<div style="line—height:50px">

<script>

$(function() {
$("#datepickerFrom").datepicker({
dateFormat:"yy/mm/dd"
}).datepicker("setDate",new Date());
$("#datepickerTo").datepicker({
dateFormat:"yy/mm/dd"
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}).datepicker("setDate",new Date());

</script> )

From: <input type="text" id="datepickerFrom" title="2 5%} o]F & X ="/>
&nbsp;&nbsp;&nbsp; &nbsp; )

To: <input type="text" id="datepickerTo" title="2. 5<%} o]Z & H&l"/>

<br />

</div>

<br />

<!== ARGAIZE ——>
<b>3. Use Time : </b><br />
<div style="line—height:50px">
<script>
var selectTimeAM
var selectTimePM
$( function() {
$( "#selectableAM" ).selectable({
stop: function() {
var result = $( "#select—resultAM" ).empty();

null;
null;

$( ".ui—selected", this ).each(function() {
var index = $( "#selectableAM td" ).index( this );

if (index !'= —1)

result.append( " " 4+ (index + 1 ) + "A]" );
})selectTimeAM = result.text();

}’

s

$( "#selectablePM" ).selectable({
stop: function() {
var result = $( "#select—resultPM" ).empty();
$( ".ui—selected", this ).each(function() {
var index = $( "#selectablePM td" ).index( this );

if (index !'= —1)
result.append( " " 4+ (index + 1 ) + "A]" );
selectTimePM = result.text();
}
s
Fo);
</script>

<font color="orange">AM</font> <span id="select—resultAM"> NONE </span>.

<table id="selectableAM">

<tr>
<td class="ui—widget—content">01</td>
<td class="ui—widget—content">02</td>
<td class="ui—widget—content">03</td>
<td class="ui—widget—content">04</td>
<td class="ui—widget—content">05</td>
<td class="ui—widget—content">06</td>
<td class="ui—widget—content">07</td>
<td class="ui—widget—content">08</td>
<td class="ui—widget—content">09</td>
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<td class="ui—widget—content">10</td>
<td class="ui—widget—content">11</td>
<td class="ui—widget—content">12</td>
</tr>
</table>

<font color="orange">PM</font> <span id="select—resultPM"> NONE</span>.

<table i1d="selectablePM">
<tr>
<td class="ui—widget—content">01</td>
<td class="ui—widget—content">02</td>
<td class="ui—widget—content">03</td>
<td class="ui—widget—content">04</td>
<td class="ui—widget—content">05</td>
<td class="ui—widget—content">06</td>
<td class="ui—widget—content">07</td>
<td class="ui—widget—content">08</td>
<td class="ui—widget—content">09</td>
<td class="ui—widget—content">10</td>
<td class="ui—widget—content">11</td>
<td class="ui—widget—content">12</td>
</tr>

</table>

</div>

<br />

<l—— HeAY ——>
<div style="line—height:35px">
<label for="speed"><b>4. Pemission Game : </b></label>
<table>
<tr>
<td>
<div style="width:130px;float:left">
<select size="10" multiple="multiple" name="availableltems"
id="availableltems" style="width:120px;" title="X &g $ &= AJE=Z">
<option value="0">Apple Game</option>
<option value="1">Orange Game</option>
<option value="2">Grape Game</option>
</select>
</div>
</td>

<td>
<div style="width:70px;">

<button class="ui—button ui—widget ui—corner—all btn" onclick="addltems();"
>&gt;&gt; </button><br /><br />
<button class="ui—button ui—widget ui—cormner—all btn" onclick="removeltems();"
> &lt; &lt; </button>
</div>
</td>

<td>
<div style="width:130px;"> _
<select size="10" multiple="multiple" name="selectedltems" id="selectedltems"
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title="A &gt AYHZ" style="width:120px;">
</select>
</div>
</td>
</tr>
</table>
</div>

<!-—HydFas ——>

<div style="line—height:30px">

<br />

<b>5. Amount to Send</b> : <input type="text" id="gamemoneyAmount"
size="36" title="AdHUZ AEFN 4=" /> ETH

</div>

<I== 80 F ——>

<div id="dialog" title="Gamemoney Set Up" >

</div>

<br />

<script>

$( function() {

$( "#accordion" ).accordion({
heightStyle: "content",
active: 3

s

)

</script>

<script>
$( function() {

function log( message ) {
//$( "<div/>" ).text( message ).prependTo( "#log" );
//$(C "#log" ).attr( "scrollTop", 0 );

$.ajax({ /x o}2] WHEX] @Fko] Q. x/
url: "london.xml",
dataType: "xml",
success: function( xmlResponse ) {
var data = $( "geoname", xmlResponse ).map(function() {

return {
value: $( "name", this ).text() + " " +

( $.trim( $( "countryName", this ).text() ) || "(unknown country)" ),
id}f $( "geonameld", this ).text()
}).get();

$( "#birds" ).autocomplete ({
source: data,
minLength: 0,
select: function( event, ui ) {
log( ui.item ?
"Selected: " + uil.item.value + ", geonameld: " + uil.item.id :
"Nothing selected, input was " + this.value );

_56_



s
}

s
)

</script>
<div id="accordion">

<h3>[Option] 6. $53]& </h3>

<div style="line—height:35px;font—size:15px">

<input type="text" id="sendPartAddress" size="36" title="--l A"
/>&nbsp;o Al <br />

<input type="radio" name="sendPart" value="0" /> &4
&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;

<input type="radio" name="sendPart" value="1" /> A <]

__<input type="text" id="sendPartAmount" size="5" title="%} =¥ HAHE7}A| 1k

EF3] 8" /> % FE3 8 &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;

<input type="radio" name="sendPart" value="2" /> AA|3] &

<br />

</div>

<h3>[Option] 7. Z=PFEAY 9] AF&3] </h3>

<div class="ui—widget" style="line—height:35px;font—size:15px">

ARE2] 2b7] 0 <input id="birds" title="A}&3%F 4 U= X AAH"/>
<button id='searchUse' class="ui—button ui—widget ui—cormer—all btn" style="height: 28px;
" >x</button> <br /> i

AreE 4 Qe XATAH )

<div style="height: 150px; width: 350px; overflow: auto;line—height:20px;"
class="ui—widget—content">

Fp7te ez el ~Eo] ¢ Y E T <br />

kel AHE A - AN E )

</div>

</div>

<h3>[Option] 8. A}&3%= </h3>

<div style="line—height:35px;font—size:15px">

13)A}-8 g

<input type="text" id="onetimeLimit" size="15" title="13]A}-& 3= A"
/>&nbsp;ETH <br />

19ARE e

<input type="text" id="dailyLimit" size="15" title="1<A}-& 3= JH"
/>&nbsp;ETH <br />

</div>

</div>
<br />

<button id='initGameRating' onclick='"javascript:if(confirm("A 4 Y=
AE3A AEY 7" ) ) {setGameMoneyValues(); }'>Save and Send</button>
<button id='setGameRating' onclick='javascript:setGameRating();'>Save </button>
<button id='getGameRating' onclick="javascript:getGameMoneyValues();'>Call
values</button>
</p>
</div>
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<1—— AAZ oHIE ol ——>
<div style="padding: 20px;" >

<P>

<h3>Signed Transaction</h3>

<textarea id="log" cols="52" rows="8" ></textarea>
</p>
</div>

</div>
</div>
</body>

<script type="text/javascript">
var Web3 = require('web3');
var web3 = new Web3(new Web3.providers.HttpProvider("http://localhost:8545"));
//var web3 = new Web3(new
Web3.providers.IpcProvider ("\\.\pipe\\C:/Users/islab/AppData/Roaming/Ethereum/geth.ipc",
require('net')));
var logColor = 0;

1/ Send ///111111111171111111171117711117
var fromAddress = web3.eth.accounts[0];
var balance = web3.fromWei(web3.eth.getBalance(fromAddress), "ether");

$('#fromAddress').val(fromAddress);
$('#balance').val(balance);

var toAddress = web3.eth.accounts[1];
$('#toAddress').val(toAddress);

function sendAmount() {
logColor = 0;
var amount = web3.toWei($('#amount').val(), "ether");
web3.eth.send Transaction({
from:web3.eth.accounts[0],
to:toAddress,
value:amount

)

// Contract ///////11/11111/1111111111111/
var gameRating = null;
var contractAddress = null;

var gamemoneyContract =
web3.eth.contract([{"constant":true, "mputs":[ ], "name":"getExpirationDateFrom", "outputs":[ { "na
me":""type":"string" } ], "payable"-false,"type":"function" },{ "constant ":false, "mputs":[ { "name":"_a
m","type""string" },{ "name":"_pm","type":"string" } ],"name":"setSelect Time","outputs":[ ],"payable"
‘true,"type":"function" },{ "constant":true, "mputs":[ ],"name":"get Select Time AM","outputs": [{ "name
ll:llll’"type": "Str.ing" }] ’llpayable":false’"type": "ﬁlnction" } , { "COnStant":false’"inputsu: [{ llnanell:ll_gll’ll
type":"ujnt256" } , { llnaIne":"—from"’"type": "Stﬁng" } , { "naIne": "—toll’lltype": "Stﬁng" } , { "naIne": "—am
’"type":llstr.ing" } , { llnaIne":"—I)m"’"type":llstr.ing" } , { "naIne":"_liSt"’ lltype":llstr.ing" } ] ’"naIne":"SGtGa
meMoneyValues","outputs":[ ],"payable":true, "type":"function" },{ "constant":false, "inputs": [ { "name

ll:ll_fromll’lltypell: llstdngll }’{ llnarnell: ll_toll’lltypell:llstringll } ] ,"nan’le":"SetEXpiraﬁOl’lDate","Outputs": []

n
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,"'payable":true,"type":"function" },{"constant":true, "mputs":[ ], name":"getPermissionGameList","o
utputs": [{"name":"", "type":"string" } ],"payable":false, "type":"function" },{ "constant":true, "inputs": [
],"'name":"getGameRating","outputs'":[{ "name":"", "type":"uint256" } ], "payable"-false, "type": "functi
on"},{"constant":false, "mputs":[{ "name":"_list","type":"string" } ],"name":"setPermissionGameList"
S'outputs™:[],"payable":true,"type": "function" },{ "constant":false, "inputs": [ { "name":"x","type":"uint
256"} ],"name":"setGameRating", "outputs':[ ],"payable":true,"type":"function" },{ "constant":true,"i
nputs":[ ],"name":"getSelect TimePM","outputs":[{ "name":"","type":"string" } ], "payable":false, "type"
"function" },{"constant":true,"inputs":[ ],"name":"getDefaultGameRating","outputs":[ { "name":"","t
ype""'uint256"}],"payable":false, "type":"function" },{ "constant ":true, "inputs":[ ],"name": "getExpira
tionDateTo","outputs'":[ { "name":"","type":"string" } ], "payable"-false,"type":"function" },{ "mputs":[ ]

nen

\"payable":true,"type":"constructor"}1);

// New Contract
function createContract() {
logColor = 1;

gamemoney = gamemoneyContract.new ({
gromi web3.eth.accounts[0],
ata:
'0x60606040525b5b5h610efc806100156000396000£3606060405236156100b2576000357¢01
00000000000000000000000000000000000000000000000000000000900480630a8d5f45146
100b75780634708207f1461013257806353b11858146101¢75780636220814b146102425780
63654715fa14610329578063b65b89011461043e578063baa234dc146104h9578063¢1ch553d1
46104dc578063cH8d0eed1461052e578063ee68ec4014610546578063f08c6016146105¢15780
63f5272b8a146105e4575b610000565b34610000576100c461065(565h604051808060200182
81038252838181518152602001915080519060200190808383829060006004602084601£010
4600302600f01£150905090810190601f1680156101245780820380516001836020036101000
a031916815260200191505b509250505060405180910390£35h6101¢5600480803590602001
908201803590602001908080601£01602080910402602001604051908101604052809392919
08181526020018383808284378201915050505050509190803590602001908201803590602
001908080601{01602080910402602001604051908101604052809392919081815260200183
838082843782019150505050505091905050610714565b005b34610000576101d461085b565
b6040518080602001828103825283818151815260200191508051906020019080838382906
0006004602084601f0104600302600£f01£150905090810190601{16801561023457808203805
160018360200361010002031916815260200191505b509250505060405180910390£35h6103
a7600480803590602001909190803590602001908201803590602001908080601{016020809
10402602001604051908101604052809392919081815260200183838082843782019150505
05050509190803590602001908201803590602001908080601{016020809104026020016040
51908101604052809392919081815260200183838082843782019150505050505091908035
90602001908201803590602001908080601{016020809104026020016040519081016040528
09392919081815260200183838082843782019150505050505091908035906020019082018
03590602001908080601£f016020809104026020016040519081016040528093929190818152
60200183838082843782019150505050505091908035906020019082018035906020019080
80601£016020809104026020016040519081016040528093929190818152602001838380828
43782019150505050505091905050610910565b005b61043c60048080359060200190820180
3590602001908080601{0160208091040260200160405190810160405280939291908181526
02001838380828437820191505050505050919080359060200190820180359060200190808
0601£f0160208091040260200160405190810160405280939291908181526020018383808284
378201915050505050509190505061093f565b005b346100005761044b610a86565h6040518
08060200182810382528381815181526020019150805190602001908083838290600060046
02084601£f0104600302600£01£150905090810190601£1680156104ab5780820380516001836
020036101000a031916815260200191505b509250505060405180910390£35b346100005761
04c6610b3b565b6040518082815260200191505060405180910390£35h61052c600480803590
602001908201803590602001908080601£01602080910402602001604051908101604052809
392919081815260200183838082843782019150505050505091905050610b5b565b005h6105
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446004808035906020019091905050610c00565b005b3461000057610553610d80565b60405
18080602001828103825283818151815260200191508051906020019080838382906000600
4602084601£0104600302600f01f150905090810190601f1680156105b357808203805160018
360200361010002031916815260200191505b509250505060405180910390£35b3461000057
6105ce610e35565b6040518082815260200191505060405180910390£35h34610000576105f1
610e47565b60405180806020018281038252838181518152602001915080519060200190808
383829060006004602084601£0104600302600f01150905090810190601£168015610651578
08203805160018360200361010002031916815260200191505b50925050506040518091039
0£35h6020604051908101604052806000815260200150600180546001816001161561010002
03166002900480601f016020809104026020016040519081016040528092919081815260200
1828054600181600116156101000203166002900480156107095780601f106106de57610100
808354040283529160200191610709565b820191906000526020600020905b815481529060
0101906020018083116106ec57829003601£168201915b505050505090505h90565b8160039
08051906020019082805460018160011615610100020316600290049060005260206000209
0601f016020900481019282601f1061076057805160ff191683800117855561078e565b82800
16001018555821561078e579182015b8281111561078d578251825591602001919060010190
610772565b5b5090506107h391905b808211156107af5760008160009055506001016107975
65b5090565b505080600490805190602001908280546001816001161561010002031660029
00490600052602060002090601f016020900481019282601f1061080157805160£f191683800
117855561082f565b8280016001018555821561082{579182015b8281111561082e578251825
591602001919060010190610813565b5b50905061085491905b808211156108505760008160
00905550600101610838565b5090565b50505b5050565b60206040519081016040528060008
1526020015060038054600181600116156101000203166002900480601£0160208091040260
20016040519081016040528092919081815260200182805460018160011615610100020316
6002900480156109055780601f106108da57610100808354040283529160200191610905565
b820191906000526020600020905b8154815290600101906020018083116108e85782900360
1f168201915b505050505090505b90565b61091986610c00565b610923858561093f565b6109
2d8383610714565b61093681610b5b565b5b505050505050565b81600190805190602001908
28054600181600116156101000203166002900490600052602060002090601f016020900481
019282601f1061098b57805160£f19168380011785556109h9565h8280016001018555821561
09b9579182015b828111156109b857825182559160200191906001019061099d565b5b50905
06109de91905b808211156109da5760008160009055506001016109¢2565b5090565b505080
60029080519060200190828054600181600116156101000203166002900490600052602060
002090601f016020900481019282601f10610a2c¢57805160£f1916838001178555610a5a565b
82800160010185558215610a52579182015b82811115610a59578251825591602001919060
010190610a3e565b5b509050610a7f91905b80821115610a7b5760008160009055506001016
10a63565b5090565b50505b5050565b60206040519081016040528060008152602001506005
8054600181600116156101000203166002900480601£0160208091040260200160405190810
16040528092919081815260200182805460018160011615610100020316600290048015610
b305780601f10610b0557610100808354040283529160200191610b30565b82019190600052
6020600020905b815481529060010190602001808311610b1357829003601f168201915b505
050505090505b90565b6000600060149054906101000a900460£f1660048111610000579050
5b90565b806005908051906020019082805460018160011615610100020316600290049060
0052602060002090601f016020900481019282601f10610ba757805160£f1916838001178555
610bd5565b82800160010185558215610bd5579182015b82811115610bd4578251825591602
001919060010190610bb9565b5b509050610bfa91905b80821115610bf657600081600090555
0600101610bde565b5090565b50505b50565b6000811415610c4¢576000600060146101000a
81548160£f02191690837£010000000000000000000000000000000000000000000000000000
0000000000908102040217905550610d7c565b6001811415610c98576001600060146101000
a81548160£f02191690837f01000000000000000000000000000000000000000000000000000
00000000000908102040217905550610d7b565b6002811415610ce457600260006014610100
0a81548160£f02191690837f0100000000000000000000000000000000000000000000000000
000000000000908102040217905550610d7a565b6003811415610d30576003600060146101
000a81548160£f02191690837f01000000000000000000000000000000000000000000000000
00000000000000908102040217905550610d79565b6004811415610d785760046000601461
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01000a81548160£f02191690837£010000000000000000000000000000000000000000000000
00000000000000009081020402179055505b5b5b5b5b5H50565h60206040519081016040528
0600081526020015060048054600181600116156101000203166002900480601£0160208091
04026020016040519081016040528092919081815260200182805460018160011615610100
020316600290048015610e2a57830601f10610dff57610100808354040283529160200191610e
2a565b820191906000526020600020905b815481529060010190602001808311610e0d57829
003601£168201915b505050505090505b90565b60006001600481116100005790505b90565b
60206040519081016040528060008152602001506002805460018160011615610100020316
6002900480601£0160208091040260200160405190810160405280929190818152602001828
05460018160011615610100020316600290048015610ef15780601f10610ec65761010080835
4040283529160200191610ef1565b820191906000526020600020905b815481529060010190
602001808311610ed457829003601f168201915b505050505090505Hb9056",

gas: '4700000' },

function (e, contract){
console.log(e, contract);
if (typeof contract.address !== 'undefined') {
console.log('Contract mined! address: ' + contract.address + ' transactionHash: '

+ contract.transactionHash);

alert ('Contract mined! \n' + contract.address); _
$('#log').append('<font color="hotpink">Contract mined! address: ' +
contract.address + ' transactionHash: ' + contract.transactionfash + '</font>\n\n");

$('#contractAddress').val(contract.address);

contractAddress = contract.address;

}
s
}

// Direct Input

function atContract() {

contractAddress = $('#contractAddress').val();
gamemoney = gamemoneyContract.at(contractAddress);
if (gamemoney !'= null)

, alert("Ald WY AR E UL

function checkContract(chk) {
if (chk == 0) {
$("#contractAddress").attr("readOnly", true);
$("#contractAddress").attr("style", "border—width:1px; border—collapse:collapse;
background—color:lightgray; border—bottom—style:inset;");
$("#atContract”).attr("disabled", true);
$("#atContract").attr("style", "line—height:12px;background—color:#EAEAEA");
$("#createContract").attr("disabled", false);
$("#createContract").attr("style", "line—height:12px");

}oelse {

$("#contractAddress").attr("readOnly", false);
$("#contractAddress").attr("style", "");

$("#atContract").attr("disabled", false);

$("#atContract").attr("style", "line—height:12px;");
$("#createContract").attr("disabled", true);

$("#createContract").attr("style", "line—height:12px;background—color:#EAEAEA");
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}
}
VI o= A s

function checkGameRating(rated) {
gameRating = rated;

function msgGameRating(gr) {
var msg = "<b>AUSH</b> " + "<font color='deepskyblue'>";

switch (Number(gr)) {
case O:
msg += "HA o] &7}
break;
case 1:
msg += "124] o]&7}";
break;
case 2:
msg += "154] o] &7}
break;
case 3:
msg += "184] o] &7}
break;
default:
msg += "H|ZE&";

msg += "</font> A}&.<br /><br />";

return msg;

function setGameRating() {
logColor = 2; _ _
gamemoney.setGameRating(gameRating, {from: web3.eth.accounts[0]});

function getGameRating() {
var gameRatingMsg = null;

if (gameRating == null) {

}gmneR?ﬁngNBg = msgGameRating(gamemoney.getDefaultGameRating());
else

}gmneRaﬁngNBg = msgGameRating(gamemoney.getGameRating());

return gameRatingMsg;

[ S E& 21z ARG 1100110100111
var dateFrom = null;

var dateTo = null;

function checkExpirationDate(tr) {
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dateFrom = $("#datepickerFrom").val();
dateTo = $("#datepickerTo").val();

if (Mtr) {

dateFrom = "2016/12/01";

dateTo = "2016/12/31";

}oelse {

dateFrom = gamemoney.getExpirationDateFrom();
dateTo = gamemoney.getExpirationDateTo();

var expirationDate = "<b>F&7|7F</b>L <br />" +
"<font color='deepskyblue'>"+ dateFrom + "</font> HFE " +
y "<font color='deepskyblue'>"+ dateTo + "</font> 7}A| AF&. <br /><br
>";

return expirationDate;

N e A A= W
;/Var useTimeAM = [];

function checkSplit(str) {

var arrChange = [];

var arrStr = str.split(" ");

for (var i = 0; i< arrStr.length—1; i++) {
}arrChange.puSh( [parselnt(arrStrl[il])]);

return arrChange;
b/

function checkUseTime(tr) {
var utAM = "";
var utPM = "";

if(tr) {

wAM = useTimeAMQ);

uwtPM = useTimePM();

}oelse {

utAM = gamemoney.getSelectTimeAM();

}utPM gamemoney.getSelectTimePM();

var useTime = "<b>A}&A|7F</b>L <br />" +
"Q A " + "<font color='deepskyblue'>"+ utAM + "</font> A <br />" +
"Q% " 4+ "<font color='deepskyblue'>"+ utPM + "</font> A ¥l <br /><br

/>ll.

return useTime;

function useTimeAM() {

var selectTime = "";

if (selectTimeAM == null) {
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selectTime = "NONE";

}oelse {

var arrStr = selectTimeAM.split(" ");

for (var i = 0; i< arrStr.length—1; i++) {
if (selectTimeAM != "")
selectTime = selectTimeAM + " ",

}

return selectTime;

function useTimePM() {
var selectTime = "";

if (selectTimePM == null) {

selectTime = "NONE",

}oelse {

var arrStr2 = selectTimePM.split(" ");

for (var i = 0; i< arrStr2.length—1; i++) {
if (selectTimePM != "")
selectTime = selectTimePM + " ";

}

return selectTime;

/) 2228 & AAHY S /1111111711117
function setGameMoneyValues()
logColor = 2;

/| a7zt
dateFrom = $("#datepickerFrom").val();
dateTo = $("#datepickerTo").val();

/] AF&-AIZE
var wtAM = useTimeAM();
var utPM = useTimePM();

/] FEAL 5=
frmSubmit (false);

/] Eaad

var gamemoneyAmount = web3.toWei($('#gamemoneyAmount').val(), "ether");

gamemoney.setGameMoneyValues(gameRating, dateFrom, dateTo, utAM, utPM,
gamelList, web3.eth.accounts[0], {
from: web3.eth.accounts[0],
value: gamemoneyAmount,
gas: 1000000,
s
}

/2

oM

s
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function getGameMoneyValues() {
logColor = 2;
if (gameRating == null) {
var msg = msgGameRating(gamemoney.getDefaultGameRating());
var msg2 checkUseTime(false);
var msg3 checkExpirationDate (false);
var msg4 = frmSubmit(false);
$( "#dialog" ).html(msg + msg?2 + msg3 + msgd);
$( "#dialog" ).dialog( "option", "width", 350 );
$( "#dialog" ).dialog( "open" );

}oelse {

var msg = msgGameRating(gamemoney.getGameRating());
var msg2 = checkUseTime(true);

var msg3 = checkExpirationDate(true);

var msg4 = frmSubmit(true);

$( "#dialog" ).html(msg + msg2 + msg3 + msg4);
$( "#dialog" ).dialog( "option", "width", 350 );

$( "#dialog" ).dialog( "open" );

}

$( "#dialog" ).dialog({
autoOpen: false,
modal: true,
buttons: {
Ok: function() {
$( this ).dialog( "close" );

}

I
</script>
<script type="text/javascript" src="./lib_js/wallet—logEvent.js"></script>
</html>
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