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74 (CNN, Convolutional Neural Network)
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Convolutional
layer 2
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layer 1

Input layer
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3141]10(0 4 15 3| 4 2 175
2 3 3 8 3 3 175 378
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Kernel = 2 x 2 Kernel = 2x 2

Max Pooling Average Pooling

(¥ 10) Max Pooling, Average Pooling
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ResNetd} #& AAW mdESo] Sx3lon 59 njute] 0 &E8L 723}
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1 s dense dense]
1000
128 Max

220\ llerird Max 128 Max pooling 207 2048
of 4 pooling pooling

(28 11) AlexNet Architecture [17]
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n x k representation of Convolutional layer with Max-over-time Fully connected layer
sentence with static and multiple filter widths and pooling with dropout and
non-static channels feature maps softmax output

(¥ 12) Model architecture with two channels for an example sentence [18]
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(DExtra-trees classifier® 2 ¥3l= 29 QFAAF Addoz 2dHe=
=

TextCNN TextCNN fully
word2vec ! convolution connected word2vec + CNN

layer layers

Extra-trees CNN feat. + ET

Bag of words classifier

BOW + ET

(29 13) Ilustration of the three types of source-based models tested [22]
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2 Al E 2AHEAS6717), d EQ1E 4 3=10,77171),

=]
.
2] (7,42270), A1~ dHolE AKX =3(4,38370)E F 474°]t}t. [E 9]= HH

“EC L AE | 5E | A
01.03. A2 2AI0]E ~ATHE 15,671 12,492 28,163
05.01. E(Null) E1E o3F=x 10,771 2,179 12,950
04.03. F-24 A3k of & = 7,422 13 7,435
06.03. Al2=¥l dlolE HH == 4,383 941 5,324
01.01. SQL 4] 4,356 460 4816
04.02. 25 73 & F-A 1,622 5 1,627
05.02. 223 =z Al 834 575 1,409
06.01. Z5tE AAe] og dolE HH =& 820 388 1,208
01.02. 42 =2 2 A9 49 740 1,014 1,754
02.04. #oFst 453 duEF AHE 455 28 483
02.09. A dst#] F& W g AL 235 265 500
01.12. 453 oW Z2$ 217 309 526
06.02. AAE A i & o1 = 212 13 225
01.11. HTTP S &3 165 197 362
06.04. Public "lA=%E 4lsld Private i 133 10 143
01.06. A1# 5% &= URL 42 A% HE o4 123 237 360
06.05. Private vl <ol Public Holg 123 3 126
02.16. WHE¥ QAFAE A 715 FA 107 124 231
0207. t=m=yg HdHS 106 24 130
03.01. Bz HAA A AHEAI A (TOCTOU) 93 165 258
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01.04. FA A "= A4 50 156 206

03.02. TEHA ¥ HEE T A7 45 31 76
%'_E';%%X} et sadd] AZEHE FI)E S Al 17 58
02.14. £E glo] A& a4 T AHE 28 6 34
01.13. B3t7]s 24 AHgH e FA4ES A4 26 8 34
01.05. 9183 F24 3d == 16 4 20
02.03. T35 Aol ek Fire A 44 7 0 7
02.06. TR FEAE 6 79 85
02.11. #oFsk HjY WS 31§ 5 9 14
02.08. F%3t# 2& 7] Aol A& 4 0 4
02.13. FA 5 ool 3¢ A2 FaAR 4 19 23
02.10. st=z=9 <353t 7 2 9 11
07.01. DNS lookupell 2|3 wel 24 1 205 206
01.15 X W~EY 4H¢] 0 10 10
02.15. 24 HAAgle ZE g2 = 0 40 40
05.03. a4l 2 AHS 0 4 4
XML External Entity Injection 0 1 1

2) #A A AFely AA

NASE mdo]l F# ol BHEstA HSaA AR HolHE A
2 d=3A Est= wAE 34 ¢ (Overfitting) ©] 2} 2L
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Aok 2 &FAL EYFAUSE ATl 100% dojubx g A
Gl

o mde Ads #H7EE  9d ol (Training), #AZHlClE
(Validation), HlZEH o]H (Testing)E& Z#ato] A& Aot} 2} ®E
G A diolHe 10%E #5 delHz Agum, g4dd 2l A5
& Wtete §E2 HAE HolEZE 4 Bek HH FIER 1007H7F AL

g9 Zolth Aoz Wk Hobd §FUL Agd delHel ASE of

[ 10] 29k Ak #9843 dolg A

HEH 73 Training Validation Testing Total
AR AOE A2TIHE 14,014 1,557 100 15,671
g XY A3 x 9,604 1,067 100 10,771
FAHG oo A 6,590 732 100 7,422
Alz=g] Heoly AR =3 3,805 428 100 4,383

H
Tensorflow API9] 7]& w99l ®lA(Tensor)= W ojof 3t} ®HIA =
Uhakel dHiolEl wid el FEE 7AW dHolH E=2% IYZE ARESHo]
2 Arks A dsk= Tensorflowol A Hd ez vty ¢4 Abs e
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Token Value

3. Put tokens </table> 0
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1
Database type="hidden” 3

l 4. Get values
(=Convert to Integer)

Tensor tf
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II T ls i3

5. Convert to Tensor

] 1. Load source code data

“</table> <input name="cmd"
type="hidden" value="<cout
value='save'/>"> <input
name="searchList" type="hidden "
value="$(searchList}"> </form:form>
</DIV> </body>"
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ABSTRACT

A Study on Detection and Classification of Security

Vulnerabilities Based on Machine Learning

Lee Won-Kyung
Department of Computer Science
Graduate School of

Sungshin University

Security incidents caused by defetcs inherent in software are on the
rise. Thus, it is generally understood that preventing software security
incidents by removing software defects in advance rather than dealing
with them after the incident is effective in reducing the damage. Since
2012, as part of such efforts Korean Government has developed the
guidelines for secure software development.

The core of the guide is secure coding, a security activity at the
implementation stage of the program. Applyin security activities
associated with secure coding are identifying the characteristics and
patterns of source code with inherent security vulnerabilities, and
recommend the use of automated static analyzers for accurate analysis of
source code.

In reality, however, source can be written in a variety of forms

depending on the coding method and the developer’'s style, creating and
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applying ruleset to detect patterns that are considered vulnerable to
security still requires expert involvement. In addition, There are many
variables to consider for source code analysis and the view of analyzing
source code must vary depending on which vulnerabilities to defects.
Thus there are problems of increasing complexity of static analysis tools
and making accurate diagnosis difficult.

This paper proposes steps of applying of machine learning algorithms
as a way to mitigate these problems. Machine learning techniques have
been successfully adopted in the area of natural language processing, and
recognition of objects. With recent research findings, we identify and
detect security vulnerabilities for the vulnerable source code using
machine learning. We also evaluate the possibility of enhancing static
analysis performance using machine learning based on experimental

results as a future study.
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