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T

541t (5th Generation, 5G) °]& &4l 7|&o] di Ha¥o] &&5uA A}
E 2l EYl(Internet of Things, IoT) A 7Fe] €7 HE418 oYzt F74dA

(Augmented Reality, AR), 7}Fgd A (Virtual Reality, VR), WEH =9} 7
g E 7oA FAlstE &Y AelAEe] VIstaTFALeR Fstal 9tk o]
Ad, woigk el dHolHE Agstyl f13 bAgAd AxA FAI(Ultra
Reliability and Low Latency Communication, URLLC)o] &% 1 o,

we o HolHE MANOR HAs) AH] A% dF AEEel A

el AtE WiFi 719 £53F =9o] A540% o]Fo|xa vt WiFi
AA = =& A& (High Throughput, HT), 5A & w$ =& A& (Very
High Throughput, VHT), 64+ %< &&7% (High Efficiency, HE), 74|t}
= 552 52 A& (Extremely High Throughput, EHT), 133 &AM th+=

5 Ae web HebdS ASGE WEAD B0 14 BANNE &

mlo

gAola AlFe 4 9= 24 (Ultra High Reliability, UHR) 41 37

AEste AL Z22 st Yl WiFi 72 802.11beoll =Y %E EAE 7

f|rt
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rlo

ste] i3t E e sela, 20249 5FH AE3tE HXEE g Qo Wik 8
20239 1149 =HY @AE vhFgsta, 2530 A2 @Al 9

WiFi 8ol A& ths A~ EE (Multi-Access Point, Multi-AP), tt% &
= (multi-link), o= AF-&AHmulti—user), & 7] 3] (Transmission

Opportunity, TXOP) A7t &5 Hlol(relay) A% 7]1+2 EF3=S Fa



EQ=ae A=EAS Sustatt (3] 53], relay AE 7w A EJIER
5234 %= 2H o] A(non-Access Point Station, non-AP STA)®] relay #
£S5 FPst= 2H oA (Relay Station, Relay STA)S. 2 F#3o=x 2
(direct) ¥ 7Rt Anjgow FHS FAlol 7Festth [4]. multi-linkE
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T

Service) 7l %

i
2

st & A2 &8 HaE JdEste Ava FZH(QoS, Quality of

do] 7hsshet [5]. Egh relay 541 Al multi-AP =X, multi-user
EE relay STA =5 7Fe] TXOP ARE wdsld kA0 AHAA F2lo]
7Fs 3ttt [6]. o] A9 relay A4 714 S multi-AP, multi-link, TXOP A7} &

T Zled @A g8y, S Hasd AnE, 18s& $4Alol hestH
A A9 Gl Jbsstth whekA, WiFi 894 = UHR ES 9138l relay
AE 7l o4 xFshrt BaAoth

g WiFi 8914 A2 71 e UHRS 2487 Aslixe o
Uzl &3 dolg A& 1e] EFol=0 X(trade-off) A€ Bl 91§
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m. a2ls
A 714

2 Fo A= o] AM 2~ Aloj(Media Access Control, MAC) A%,
BHolA ART &2 Tz HH A% &

(Physical, PHY) A&

3171 915 ARTS] $4 928 A9a

==}
2l

1. ARTS +%x¢ &

4 STA 1
QoS Controller
Latency Priority Security Priority
= Checker Checker
Optimal Transmission
Method Decisioning
Rx Tx
L Eopee S L B Dy
Receive Transmit .
electronics electronics H Teftphion

MAC

A=
21
a7
STA 2
QoS Controller
Latency Priority Security Priority
Checker Checker
Optimal Transmission
Method Decisioning
1 4
Rx Tx .
L- Egine L-Etac I'EAmp'Dn
Receive Transmit -
electronics electronics TX Amplifier

FIGURE 1. Energy model and radio block diagram of ART
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Uk @3 STA 2= FAIE 71 e 7AeES gQlste] HA o dE Was
AARsto], & STAC #HAS AE3rh 2 AFolA STAE HA= EE
2~ Ho] A (Access Point Station, AP STA)¥} H] A~ EAE AdHolA
(non-AP STA)& X3stes /id ez sy, AP STA= A7 9% -
dT 4 AT w93, non-AP STAE A7l 98 3% = e ==
5 wetth dE WA direct AF WA relay AE WA 5 o HA AF
Waleo]l MElE] =, direct dE Aol AElE = Ao &4 (source) STA

oA/l AP STAZ |71 & direct AE3lH, relay A W2ao] Adx = 799
+ source STA°|A non-AP STAZ relay d&38te] HFH o2 AP STAC
HAS AdEstth QoS AEEH = dAE 71 A Al 9 (digital baseband) A]Z2~F
of dRFEow A AAF} HF QAR T|gtste] A E Sl

<

A X9 AAJatency priority checker), B¢t $X<9 A A (security

o

priority checker)® Al ¥t} latency priority checkeri= {719l ]l Q A}

o] uwg} A Ao WZFdk(delay sensitive) I FIAA], A do] 3] EF=(delay

o

3}, security priority checkert H.¢F Q- FA}ate] u}

o

tolerant) | Z1 Q1A
2} 73k Hk(strong security)S L78tE HFlelx], 9kd W ¢H(weak
security)= 875k 3FIQ1A] &I QoS HEET = latency priority
checker®} security priority checker7} <13t |7l Q FAMSS 1193}
direct A& %23 relay A% B2 T 3 7HA BAS AF A oR

o},
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I Latency Priority

[ ACCBK " | TACBE T [ ACVIT | ACVO
(Background) | (Best Effort) |+(Video) | (Voice) ¢

Exa

ff Delay Tolerant | Delay Sensitive [
i i Ack TXOP
TID zEOSP i Polic MSDU Limit/Queue [
1 Y Size/Buffer State |

R e R ST

| Frame | Duration/ || Address 1 | Address2 |. Address | Sequence | Address | QoS [ HT [ Frame [\ FCS |

© Control ID i i 3 Control 4 Control [ Control | Body [
Unk  foy Lo ' NDP . RDG/ |
Adaptation fCahb!’qnon Calibration Reserved [f CS'./ Announce | Reserved AC . “More |
« Position Sequence |+ Steering f Constraint | §
Control | s -ment + PPDU |

Security Priority |

"Strong || Weak [}
Security |- Security f

T T T T T T

FIGURE 2. Packet frame structure of ART

Fig. 2© Al¢tste 2de 7 =9 +2& vebd ™, [EEE(Institute of
Electrical and Electronics Engineers) 802.11 A& 9 7 Z#d +%
£ 7ZIvte g &tar gtk Ajtste A ZEdde EF ofo]H(Traffic
Identifier, TID) =5 A&-Esto] A o] 518 = EfF} A Aol W73t
EEs FEY 5 JEF 3t o ¥ (reserved) H|EE security priority
de= &8s oA T izl ZHd Fx29 Aot v A B
oFS Q3= W Fl& security priority ZE=o 12 9 EH oF HolS @
E
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o] sl &= = djZlelR], Ao Wzsk FHFAX] &Ist 3 latency priority Z

(

e

Tt A 02 dEAEr. E=3 FH2] QoS Control =&

2 AETh QoS Control B9 4B J=Ql TID o= HA2 7
2] (Access Category, AC#°l d=H3H, A QAN o)
AC_background, AC_best effort, AC_video, AC_voice®Z Ut} o F
1= 9|

[
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AC_background E#|E & XA} A& AFS #x g EFS
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obA E=AHA FACIY 9jwxz FA FHokstrh AtslE ARTE direct H%
,Beb duyA AsS meste] A QAL

1 $-o]t}. latency priority 2= #t3} security priority 2= 4t
o] XOR <xtst A#7p 1olgfH, F S7FAMGS] S AR O&8 43S
gk}, o]l latency priority #k©] security priority #HE.TF ZthH, x] A

b3 mobe aFaE WAL A FPolnm, AAYS

e

A3t7) 9@l direct A43laL, security priority o] © ZthH, xdo] F] &5

I, A Hoks g eteE HAS AEste HFolERE relay A3y g

TARRS AT L A&ol, A B 27ARe A=)
B =Y, B 92 4S5 udt o] Agole Ades ¢AA4L
=& A

=
#] & (High Throughput, HT) R=9F AZAHS FAHo =
= 5 B

rr

a1d8slE =S AlF A (High Reliability, HR) RE=2
et S FALE S SHERTE U A, HT ZEoAe HEg&s Fuststr]
A8l direct 5 WS A8, HR REoA s oyx] &4, Het A

&5 TR MAE7] Y& relay A5 WA S AFS-SH)
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( Packet Input )

Check the values of
Control frame

If
latency priority
&
security priority

If ART mode

HR

Direct

latency priority
>
security priority

Relay

FIGURE 3. Flowchart of transmission algorithm of ART

ol# gt & delol wE AF WA S Table 201 A elstith

Table 2. Transmission table of ART(HT/HR)

Case of . Transmission method
licati Requirements of packet
application ART HT | ART_HR
1 Delay tolerant and strong security Relay
2 Delay sensitive and weak security Direct
3 Delay tolerant and weak security Direct Relay
4 Delay sensitive and strong security Direct Relay

_17_



4, Aelg, Bek Ase BAUT 92 WA dEshs w=(STA nodes)
oF g3 QoA HEdE ==(Other nodes)® WFo] 7 w=x9 A 7
Ak "3 A MENA s BASAT 4 IR 4 Al ARE
g dpebul g of ofof] tigk A& Table 33 #th
Table 3. The descriptions of notations
Notation Description
(z, v,) The location of node
D(n,n+1) The distance between n,;, and n+1,, node (m)
H The number of transmission hops
Eyeiwork Total energy consumption of network (.J)
Egras Total energy consumption of STA nodes (.J)
Eoiners Total energy consumption of Other nodes (.J)
l Packet length (bit)
E.. Energy consumption of the circuit (.J/bit)
€ amp Energy consumption of Tx amplifier (.J/bit/m?)
K The number of other nodes
E The number of eavesdropping nodes
r The interference range of Other nodes (m)
R The number of rounds in simulation
d, The data rate (bps)
T Total transmission time in simulation (sec)
L, Remaining energy level of the node (.J)
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7ol dolg Fate Fow, =HE A F= e HF dE Al 2
Mol = A wxo HiFlo] =HEHA=AE AAkstth Algorithm 1 =34
H #3 +& Fote AAHS YEhd YALFEE(pseudo-code) ol tF. FA ==
A W Qe =3A wE7t xFEEA AR e =3 oARE 24T
o &, A w29 F4 2= ko] ATt dE ARG A4S u =3
=7 A 9 otel]l = Aog sty T Hal =2t S AE
slok A Y o] Ve, $A == oYX o] Oxtt A, &F
A =E=7F AL R <toll Eoj& S, EF AT Bdeit zle] =
¥ 4&S STA nodes’7t AZ S AL wf =S b= 459 Other
nodes7t AZ A& o) =& It A= vdoh STA =29 A3 A
% A =¥ 97l 59} Other nodes?] A dE Al =HH AR & 3}
of A WMEYZ oA =4 7 5 Atsct

Information leakage (bit) = Total number of eavesdropped packets X 1

(1

Algorithm 1 Pseudo-code of calculating the number of eavesdropped packets

nput: 7, B, K, E,. v
Output: eavesdropped network

fori = 1 to H do > Packet transmission of STA nodes
for j =1 to £ do > Eavesdropping attack of eavesdropping nodes
it £ (n;)>0and D(n,n;) < D(ngyn,. ) then
eavesdropped link += 1;
end if
end for
end for

for i = 1 to K do > Packet transmission of other nodes
for j = 1 to £ do > Eavesdropping attack of eavesdropping nodes
if £, (n;) >0 and D(n;,n;) < r then
eavesdropped others += 1;
end if
end for
end for

eavesdropped network = eavesdropped_link + eavesdropped_others;

return eavesdropped network
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2. d9A B

AA AEAZ] AUA ARF (Byw,)S STA nodes®] oA &=
(Egps.) ¥ Other nodes® olUA 2R (B,,..)S &ste] Axraed, o]
FA @A AR £ Q% (5,99 (pp,00) ARG A= F
= 7o) AYE AxtstE F24elm, STA nodes® AlUA ~RFS AAsH7]
98 AREE T Fig. 19] olyA mds Fraste] 2 (D] By s 733
o sitel AR A A £ A FA NUAZ Fape] AR &

A elldA= $4 A SR arstE cduA e SHT|AM ARstE ol

oft

i

0%

g ¥, FAl QU= FA Al FZ2oA ARSIE dUAR FE
%,

aAtt olu], FA FZ7o|A AE3FE YA = STA nodes 7FHe] A% Wb

relay A& Alole $4 odlyA &t F4l olvuA7F F9o /g g vhE AR
t}. 42} (5)% Other nodes? ANUA 2EF (B, S Tie FHoz &
AU ARES a1 Etr] witel] Fal FE 79 F4l 3R] duA] ARES

o] Aol wl#ste] S7hETh

Dln,n+1) (m) = /(z,,, — )2+ (Y, —y,)° (2)
Exerwors ) = Egras + Eopers 3)

IX 2XE. .+ €um ><D2) if Direct
Esois V=11 ox mrx By + Camp ¥ nfjl D?)if Relay ®
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EOthers 2 l>< elec amp ><T2) (5)

n=1

G 63 (Ne 2z naE MEYA quA E&d A dEND oY
28 e @3 (e ouA 58 2F UED ey 4FHe
2 5% A9 Fe duA Angewm Uit AuaAw, dze] 44l

of At Bt AR £ R
E92 oY 5L A% Fol =Ho] o

WooiZe AFHoR FAG Afetn #usy] Wi NS Be)
offth W, Az MEAZ ouA mEe HZ FA AT oARE 24T
W, A2 g, A £8, ARKERS LF nrw, VeI AH4L

Brhshe AEZ % 5 9

Unreliable network energy efficiency (bpJ)
_ The number of packets successfully received in unreliable network X [

a ENetwork xR (6)

Reliable network energy efficiency (bp.J)
_ The number of packets successfully received in reliable networkx1 (7
ENetwm'k xR

Algorithm 2% 2] ()9 Az HEY A HFHo= 7S 7413
345 3= pseudo codeolth. UEY A oA BE izl 41 AHF 3l
TE ALESt= 2 STA nodes®t Other nodese] 7l =2 A¥F 345 33}
o] AlLbetAh STA nodese #|Zl A% Alolli= Other nodes® 7+
™

, WA LS FA8= STA nodes”} Other nodes®] 7+ ¥4 o x3td 7

>
o
T
T
[o
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H

¢ o e Al Al o st TRy ek, 7le FAlsks STA
nodes®} Other nodes 7] A7} Other nodes®] 74 W4 ¥} STA nodes<]
As WAS &3 AR 2w, S A gtk B3 Other nodes®] o)
4% Alol= STA nodes®] 7HdS wrom 9Fe] Other nodes’t STA
nodes® A WA Wlol 2gE A, (HHow AF Al A ol EA
sttt webA, Other nodes®t FHHS = STA nodes 7Fe] A7} Other
nodes®] A& W7 STA nodes®] M4 WS et Axtg & o, 43S
wkz] k=T e S A=A oAJFE dde o) Algorithm 137 &5 S

AR A% A el EAA wE=rt 23d W =R daa 3
]_

Algorithm 2 Pseudo-code of calculating the number of successfully received packets in
reliable communication

Input: 7 H, K, E ,r

Qutput: received link, received network

for i =1 to H do > Packet transmission of STA nodes
for j = 1 to K do > Interference of other nodes
for k =1 to £ do > Eavesdropping attack of eavesdropping nodes
if £,(n;)>0 and D(n;,n;) > r+ D(nyn; ;) and D(ngny) > Dngn,. ) then
packet received = 1;
else
packet received = 0;
Stop transmitting if interfered with one of other nodes

end if
end for
end for
received_link += packet received;
end for
for i =1 to K do > Packet transmission of other nodes
for j =1 to H do > Interference of STA nodes
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for k =1 to £ do > Eavesdropping attack of eavesdropping nodes
if £ (n;) >0 and D(n;,n;) > r+ D(nyn,,y) and D(ngny) > r then
packet received = 1;
else
packet received = 0;
Stop transmitting if interfered with STA nodes
end if
end for

end for
received_others += packet received,

end for

received network = received link + received others;
return received link, received network
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nodes”} d&#ow AEd Az 5 F A

2 1009 MEY=Z AHa&S STA nodes®t Other nodes’} A3 2oz A

J
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e
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A 45 % A5 ABom Yol Axtad

R
T (sec) = EHX dL (®

) o Link
Link throughput (bps) — The number of successfullg;recewed packets in link <1 )

Network throughput(bps) _ The number of successfully ;fceived packets in network X1 (10)
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ABSTRACT

Adaptive Relay Transmission for Highly Reliable and
Efficient Network

Yu-ran Jeon

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin University

WiFi technology is evolving from generation to generation to realize
high—performance, high—efficiency wireless networks, and in the recently
started IEEE(Institute of Electrical and Electronics Engineers) 802.11bn
standardization process, it 1s aiming to dramatically improve throughput,
delay, and power consumption to ensure UHR(Ultra High Reliability).
However, despite the recent growth in the market size of IT(Information
Technology) products equipped with WiFi and the increasing security
threats of WLAN(Wireless Local Area Network), standardization to
improve security 1s insufficient. In this study, we propose a routing
protocol that performs ART(Adaptive Relay Transmission) by recognizing
the security and latency requirements of packets. When low-latency
transmission is required, ART uses a direct transmission method using
single-hop transmission, and when highly secured transmission is required,
it uses a relay transmission method that reduces the probability of
eavesdropping attack by transmitting short hops. In addition, in situations
where low latency and strong security are simultaneously required, ART

determines an optimal transmission method considering throughput, energy
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efficiency, and security to increase network reliability. According to the
experimental results, in DTN(Delay Tolerant Network) environments, the
proposed ART showed 13.1 times improved reliable network energy
efficiency compared to the direct model which always applies direct
transmission method and in a security—vulnerable network, the same
amount of information leakage as the relay model which always applies
relay transmission method. Additionally, ART improved network throughput
by 212.4% over the direct model in networks with high node density, and
achieved a maximum link throughput of 154 Mbps even in network with

strong interference.
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