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TABLE XIX

A A EF BaA (E9: %)

o

precision recall fl-score support
danger 0.99 0.98 0.99 125
fire 0.99 0.98 0.99 112
gas 1.00 1.00 1.00 97
non 0.96 0.98 0.97 111
tsunami 1.00 1.00 1.00 95
accuracy 0.99 540
macro avg 0.99 0.99 0.99 540
weighted avg 0.99 0.99 0.99 540

_55_



A AAH oz Aelul 9ol F7kekm OT Azgle] gA4x59 Fa &
2o WeE wE OT uore Fa4ol ¥74uw Jrh 53 vs)7t 24
& 79 AE AuelN G mAE OT Ax9e wisy] 98 as

R4

T A= F87] A% 71Eo]l AHa vk AR AAA AT

[K

2EE AdE Y @4 9 AaF 5oz Qls OT Rret Zste]

e

A7 Ak T AAZE g Al2EE Ao e uF Fo FAR
false alarm 2 miss detection 59| A7} tfekstA A8 A 2E =9

=
o] FEHol =L HUE BolAE T AT A=ES

offt
L)
2
i
N
=
Lo
=
2o

Y gmel mapolnA) Fal FAZE EABG B AT A Sre B
b A3, ZE&EAS A MAdsty] 98 INCOSS Aljbstdth. INCOS=
In-network computing 7]
stol Axbire 9 Aol AgsE MAUFE

[e)
z Aadh £, A9 4ol gF 5N ©A el we Ages
=

M
o
N
2=
o
fit
=
m
o
o N
o2
)
=2
>
=
o
n)
il
2
i)

AeE F de AL ST &5 Ao E AlolH 9ol sk
A4S Fstal, INCOSE &83te] e d&stes A% degks /i
stz A} skt

_56_



.
T

[ = S A

7}3

Hol %

3

> 2

ko]

HS 7bx OT 717 B

A o
TA E

} OT %) g}

el A

o)
M

9 58 71

1] olgth wekA 7]

S

—

S

o]/
il

E9 A

4§

o Bk e

FoojEel 7)<E

3|
A8l

el

A

el
Jii}

<]

A -l A

Holg T4 vEH= 7Iuk F 7kA Bt

e
o

2

g

o

ox

?l_

2 OT Axgls 9l

ket

A ¢

=90
T =

A A Y

A9k wop &

Hel A st

i

;OL

™

ol
°

&

TR

op
T

oF
]

H3

o] olgt. OT 2t 7%

=N
[}

o

Ho

o

ox
—~
fife)

Nlo

—

0

ol
ojn

R

¢+

B

=S
ofpy

Ho

N

o

=
fite)
X

o

=

INCOS+

s

a4

g EAE
| =]

o] B

)
=

E

Ea

]

2 A

o)
=

oT

o

1o

Nfo

NH
=0

Nfo

;oL

gl

delH & A ¢

%

XOP;(

b

7]

=
T

U E9f =L

Itk INCOS+=

A

A 2k

dskel OT

7N

=
=

false alarm¥}

Fel Abdel OT &

S

oA 3=
hls

A 2= ] ol A

} a2, fault tolerant®

S

As A2

=1
i

miss detection

T R MAYSFES AT AlFHo

Y

_57_



FaEd

(1] Han Eun Hye, How to improve security vulnerabilities due to increased
IT and OT linkage REVIEW OF KIISC, vol. 30, no. 5, pp.55-60, 2020.

(2] Frost & Sullivan, Increasing Sophistication of Attacks and Evolving
Threat Landscape Powering Global Industrial Cybersecurity, 2022.

[3] DongJun Choi, JaeWoo Lee, A security study for Control Network:
Security Threat Using Control Protocol, The Journal of Society for e-Business
Studies, vol. 25, no. 2, pp.99-108, 2020.

[4] Sans, A SANS 2021 Survey: OT/ICS Cybersecurity, 2021.

(5] ADTecaps, Security Trends Report for the First Half of 2021, 2021.

(6] Jeong Se-yoon, Manufacturing and Manufacturing in the Era of the
Fourth Industrial Revolution IDX, The Journal of The Korean Institute of

Communication Sciences, vol. 35, no. 1, 12-20, 2017.

[7] Z. Jadidi and Y. Lu, A Threat Hunting Framework for Industrial Control
Systems, in IEEE Access, vol. 9, pp. 164118-164130, 2021.
[8] A. Bhardwaj, F. Al-Turjman, M. Kumar, T. Stephan and L. Mostarda,

Capturing-the-Invisible(CTI): Behavior-Based Attacks Recognition in IoT-Oriented
Industrial Control Systems, in IEEE Access, vol. 8, pp. 104956-104966, 2020.

[9] Miao, Kelei, Xiufang Shi, and Wen-An Zhang, Attack signal estimation
for intrusion detection in industrial control system, Computers & Security, vol. 96,
pp. 101926, 2020.

[10] Mubarak, Sinil, et al, Industrial datasets with ICS testbed and attack
detection using machine learning techniques, Intell, Autom. Soft Comp, vol. 31, pp.
1345-1360, 2022.

[11] KISA, Smart Factory Security Model, 2021.

[12] HMS Industrial Networks, Industrial network market shares 2020

_58_



according to HMS Networks,
https://www.hms—-networks.com/news-and-insights/news—-from-hms/2020/05/29/indu
strial-network-market-shares—-2020—-according-to—hms—networks, 2020

[13] Jae-Yoon Shim, June-Kyoung Lee, Convergence Security Technology of
OPC-UA Protocol Gateway based on DPI & Self-Similarity for Smart Factory
Network, Journal of the Korea Institute of Information Security & Cryptology, vol.
26, no. 5, 1305-1311, 2016.

[14] Choi, S., Yun, J. H., & Min, B. G, Probabilistic attack sequence generation
and execution based on MITRE ATT&CK for ICS datasets, 2021 Cyber Security
Experimentation and Test Workshop (CSET), pp. 41-48, 2021.

[15] NIST, SP 800-82 Rev. 3 (Draft), Guide to Operational Technology (OT)
Security, 2022.

[16] IEC 62443-4-2:2019, Security for industrial automation and control systems
- Part 4-2: Technical security requirements for IACS components, Feb. 27, 2019.
[17] Woonyon Kim, Eung-Ki Park, Sin-Kyu Kim, Yoon-Seok Jee, Trends in
the Security Assessment System for Industrial Control Systems, REVIEW OF
KIISC, vol. 29, no. 2, pp. 5-15, 2019.

[18] Oh-min Kwon, A study on improving convergence security regulations in
a digital transformation society, Legal theory practical research, 7(4), 75-103, 2019
[19] Lee Eung Kyu and KimJungDuk. A Case Study on ICT Supply Chain
Attacks, Research on Information Technology Architecture, vol. 16, no. 4, pp.
383-396, 2019.

[20] Ministry of Trade, Industry and Energy, punishment of serious accidents,
no. 17907, 2022.

[21] Kang, Young Ki, Lee, Chang Dai, and Lee, Sung Nam, Review of
Corporate Responses to the Enforcement of the Serious Accident Punishment Act,
Sogang Journal of Law and Business, vol. 11, no. 2, pp. 211-245, 2021.

[22] Ban Kiljoo, The Rise of Economic Security in the New Cold War Era and

_59_



South Korea's Strategic Option.The Journal of Strategic Studies, vol. 29, no. 2,
pp. 297-330, 2022.

[23] Seul-gi Kim, Dea-woo Park, The Research for Cyber Security Experts,
Journal of the Korea Institute of Information and Communication Engineering, vol.
21, no. 6, pp. 1137-1142, 2017.

[24] Ministry of Trade, Industry and Energy, Act on the Prevention and
Protection of Industrial Technology, no. 17163, 2020.

[25] Yu Ha-rang, Research on deriving key factors for estimating the extent
of damage from technology leaks, Master's thesis at Chung-Ang University
Graduate School, 2020.

[26] Cho Yong Sun, Review of the Revised 2019 Trade Secret Protection Act
and Industrial Technology Protection Act: Focusing on Civil and Criminal
Remedies, Journal of the Korean Society of Security and Security, no. 61, pp.
333-352, 2019.

[27] Lee Joon-Ho and Seung-Soo Shin, A Study on the Necessity of
Expanding National Core Technologies according to the Establishment of the
Concept of National Industrial Security, Korea Industrial Security Research, vol. 11,
no. 1, pp. 327-349, 2021.

[28] ASIS/IOFM, United States Security Industry Survey; ASIS/IOFM,
The United States Security Industry : Size and Scope, Insights Trends, and Data,
2017

[29] Chansoo Park, Minji Kang, and Iejung Choi, Strategy on Building Korea’s
Industrial Security Ecosystem in the Global Technology Competition Era, policy
research, pp. 1-237, 2019.

[30] Jeon Hyun-hee, Main Contents of Japan's Economic Security Promotion
Act and Our Response Tasks, Institute for Industrial Economics, 2022.

[31] Ilgu Lee, Sowon Jeong, and Yurim Choi, Cyber KillChain Based Security

Policy Utilizing Hash for Internet of Things, Digital Convergence Research, vol.

_60_



16, no. 9, pp. 179-185, 2018.

[32] Soo-young Kang, Seung-joo Kim, .Analysis of Security Requirements for
Secure Update of IVI(In-Vehicle-Infotainment) Using Threat Modeling and
Common Criteria.Journal of the Korea Institute of Information Security &
Cryptology, vol. 29, no. 3, pp. 613-628, 2019.

[33] KIM IL HWAN, A Study on the Improvement of Personal Information
Protection Legislation in the Hyper—-Connected Society, Sungkyunkwan law, vol.
29, no. 3, pp. 35-74, 2017.

[34] Qin L, Pena-Garcia A, Leon AS, Yu J-C, Comparative Study of Energy
Savings for Various Control Strategies in the Tunnel Lighting System, Applied
Sciences, vol. 11, no. 14, 2021.

[35] Y. Xu et al, Pipeline Leak Detection Using Raman Distributed Fiber
Sensor With Dynamic Threshold Identification Method, in IEEE Sensors Journal,
vol. 20, no. 14, pp. 7870-7877, 15 Julyl5, 2020.

[36] Abraham, M.T, Satyam, N, Bulzinetti, M.A, Pradhan, B, Pham, B.T,
Segoni, S, Using Field-Based Monitoring to Enhance the Performance of Rainfall
Thresholds for Landslide Warning. Water, vol. 12, 2020.

[37] Ashfaq, Rana Aamir Raza, et al, Fuzziness based semi-supervised learning
approach for intrusion detection system. Information sciences, vol. 378, pp/
484-497, 2017.

[38] Wang, Wu, et al, Cyber-attacks detection in industrial systems using
artificial intelligence-driven methods, International Journal of Critical Infrastructure
Protection, vol. 38, 2022.

[39] R. Khan, K. McLaughlin, B. Kang, D. Laverty and S. Sezer, A Seamless
Cloud Migration Approach to Secure Distributed Legacy Industrial SCADA
Systems, 2020 IEEE Power & Energy Society Innovative Smart Grid Technologies
Conference (ISGT), Washington, DC, USA, pp. 1-5, 2020.

[40] Serror, Martin, et al, Challenges and opportunities in securing the

_6']_



industrial internet of things, IEEE Transactions on Industrial Informatics, vol. 17,
no. 5 pp. 2985-2996. 2020.

[41] Kgien, G.M, Zero-Trust Principles for Legacy Components, Wireless Pers
Commun, vol. 121, pp. 1169 - 1186, 2021.

[42] O. Givehchi, K. Landsdorf, P. Simoens and A. W. Colombo,
Interoperability for Industrial Cyber-Physical Systems: An Approach for Legacy
Systems, in IEEE Transactions on Industrial Informatics, vol. 13, no. 6, pp.
3370-3378, 2017.

[43] Dhirani LL, Armstrong E, Newe T, Industrial IoT, Cyber Threats, and
Standards Landscape: Evaluation and Roadmap, Sensors, vol. 21, no. 11, 2021.

[44] Koay, AM.Y. Ko, RKL. Hettema, H. et al, Machine learning in
industrial control system (ICS) security: current landscape, opportunities and
challenges, ] Intell Inf Syst, vol. 60, pp. 377 - 405, 2023.

[45] C. Hwang and T. Lee, E-SFD: Explainable Sensor Fault Detection in the
ICS Anomaly Detection System, in IEEE Access, vol. 9, pp. 140470-140486, 2021.
[46] S. Kianpisheh and T. Taleb, A Survey on In-Network Computing:
Programmable Data Plane and Technology Specific Applications, in IEEE
Communications Surveys & Tutorials, vol. 25, no. 1, pp. 701-761, 2023.

[47] M. Blocher, L. Wang, P. Eugster and M. Schmidt, Holistic Resource
Scheduling for Data Center In-Network Computing, in IEEE/ACM Transactions on
Networking, vol. 30, no. 6, pp. 2448-2463, 2022.

[48] H. Wu, Y. Shen, X. Xjao, G. T. Nguyen, A. Hecker and F. H. P. Fitzek,
Accelerating Industrial IoT Acoustic Data Separation With In-Network Computing,
in IEEE Internet of Things Journal, vol. 10, no. 5, pp. 3901-3916, 1 March, 2023.
[49] S. Kianpisheh and T. Taleb, A Survey on In-Network Computing:
Programmable Data Plane and Technology Specific Applications, in IEEE
Communications Surveys & Tutorials, vol. 25, no. 1, pp. 701-761, 2023.

[50] Kaggle, Alarm dataset,

_62_



https://www.kaggle.com/datasets/devisdesnug/alarm—dataset, 2022

[51] Kaggle, https://www kaggle.com/code/devisdesnug/rnn-mfcc/notebook, 2022
[52] Ryu, Jung-hwa, Ilgu Lee, Moon, Jung-hyun. OT Industrial Security
Enhancement Focused on Security-by-Design. Korea Industrial Security Research,

vol. 13, pp.91-118, 2023.

_63_



ABSTRACT

Data—centric network-based security mechanism for

highly reliable OT systems

Jung-Hyun Moon

Department of Future Convergence
Technology Engineering

Graduate School of Sungshin University

As the value of data increases with technological advances and emerges as
an important asset in various industries, the importance of data management
and processing is increasing. The use of data analysis is expanding, such as
producing information, and cyberattacks are also intelligent, and the need to
strengthen security and privacy targeting data is increasing. Accordingly, it is
important to protect industrial confidentiality and effectively manage data,
and research is required for a data security mechanism for a reliable
system. In particular, as operational technology (OT) systems converge with
information technology (IT), new security issues arise, and a modern security
system is needed to cope with them.

This paper analyzes the industrial characteristics of the OT system and its
security vulnerability. It emphasizes the importance of strengthening
industrial security by analyzing the current status of OT industry security
and cases of damage caused by the digitization of the OT industry. We
propose two data-oriented security mechanisms that ensure data integrity
even if the OT system is attacked and enable OT security based on high
reliability. It was confirmed that the anomaly detection system applied with
the air gap-based security internalization method was capable of detecting
malicious behavior through changes in sensor data according to the attack
behavior. In addition, INCOS (In-Network Computing Base Operational
Technology System) applying the In-Network computing technique to the OT
system can effectively respond to OT problem situations even though it
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provides data privacy. Experiments confirmed that the model was generalized
with 98.33% test accuracy and 98.89% verification accuracy, and classification
reports showed more than 96% accuracy in general situations and 98% in
dangerous situations, proving that the model showed accurate and constant

performance for five risk situations that could occur in the OT environment.
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