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2.2.1 PIT(Privacy Invading Technology)
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2.2.2 PET(Privacy Enhancing Technology)
FAolY Zlmo] A AT 3l
A 18 Fol Aok dxEAQ] Ve2e st 71s, W3C(the World
Wide Web Consortium)ell A 7i&ek P3P, OECDel Al 7ldek Zaho] Al 4
M A A 7] (Privacy Policy Statements Generator), AF& A5 0] 7] 8o 5
& AAstY AdE AR E F JdeAE ddsteE F7] #E EA
(Cookie Manager or Blockers) 71&, 4 33lE T3 AAWA wA X, A
H v, Ao AFYANAE BET & AUA s 7ee AT
°o}3 3} AZE9 o (Encryption Software) o] <=3ttt o] A thx A<l
MJABHET 7] &2 Lol AT S A3 &4 W F stu=z 72
Hol idtstar EAE I vk =R FHZols AAARIM o S
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PDRA (Privacy Detection and Risk Analysis) 292 PCol 7]Z% 79l
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PDRAE & 47FA T7A OS2 ol FojA glom ofo] tisf 3tefs] dwud
U 2
@® PIDM(Privacy Information Detection Mechanism)
ALEA7E ARG ARA ANAR =F 2 o - 3E e v

Hb text, binary 3d % 53 A & FE3

kY

X

@ PIPM(Privacy Information Patten Analysis & Parsing Mechanism)
PIDMoll 4] Gathering ¥ Il Al AFE=}o] A3l d AH S§4dH 2
v H o] gt FES Al AR gHs F3 @A

@ PIRM(Privacy Information Risk Management Mechanism)

Z} apdo A A AR Bl JHIA- R W= el IR *

g EHE fd5es 545k AR Aol A A F

@ CEM(Crypto Enhanced Mechanism)

Agarel AEe] we AANAR wE el A FAL AAEAY



obee] [19 2] PDRAR e

A Aot

Temporary Fi
Cookie A

Internet History

|

ArEX =2

Privacy Information Pattern analysis &
Parsing Mechanism

=
?9 Finanue\l'\\ l
} &)rmﬂliﬂn 3

Privacy Information Risk Management
Mechanism
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3.2 PDRA (Privacy Detection and Risk Analysis) &= 4&
PDRAL AQgnel w2 9 sgrae 93 obgleh 2o 4714 F8
HAYZo R FAHY

3.2.1 PIDM(Privacy Information Detection Mechanism)

AREAE PColA 7HAA R w=F ol = 99L& Gathering dt=
&S @Iy AL A g 2E dAste] B4 WeE 24T ¢
A== ok EF PDRAC 88 ZHJAAR oo 78 AR dig

A s AR FBS fFEAoR Bd F gom A

al
sdle) edta EARE YAy Ad HAe FEYD 278 BATE

A
=]
_l':_l
e
02k
1=

Microsoft Word 97 (doc)
Microsoft Word 2000 (doc)
Microsoft Word Microsoft Word XP (doc)
Microsoft Word 2003 (doc)
Microsoft Word 2007 (docx)

MS Office Microsoft Excel 97 (xls)
Microsoft Excel 2000 (xls)
Microsoft Excel Microsoft Excel XP (xls)
Microsoft Excel 2003 (xls)
Microsoft Excel 2007 (xIsx)

Microsoft PowerPoint Microsoft PowerPoint 97 (ppt)
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A
3
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oo

Microsoft PowerPoint 2000 (ppt)
Microsoft PowerPoint XP (ppt)
Microsoft PowerPoint 2003 (ppt)
Microsoft PowerPoint 2007 (pptx)

Image File

Microsoft Document Imaging (mdi)

Adobe Acrobat PDF ver 1.x (pdf)

Internet File

HTML/HTM file (html, htm)
MIME HTML file (mht)
XML file (xml)

MS Compiled HTML (chm)

ETC

Text file(txt)

Initial File (ini)

Log file (log)

Rich Text Format (rtf)

comma separated value (csv)

ZIP (zip)

g TS POR 1AYOR HAL FEte] nde §

S AA ©S A PIPM(Privacy Information pattern

analysis & Parsing Mechanism) ol Al It d o] AR E WAFA Hut
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PIDMe] &ug&2 o}

o
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3} 2

[ 13] PIDM &112|Z

Algorithm Privacy Information Detection Mechanism

/N NeIEE £

private string[] communication = { "ID", "Password", "E-maile" };

private string[] identity = { "HE""FOSEHS""MSIHS""HFA" "2 HTY]
-

private string[] finance = { "A|ZtHZ", "Hej2H","MEFIEHS""MEFIEH|
7

private string[] direct = { "P1", "P2", "P3", "P4"};

VEH oM T1LEE 92
private void SearchDirectory(string DirectoryPath)

{

DirectoryInfo directory = new DirectoryInfo(DirectoryPath);
FileInfo[] file = directory.GetFiles("*.*");

foreach (Filelnfo f in file)

{

if (fLength < 10 *1024 * 1024&& ck_file(Path.GetExtension(f.Name)))

fileRead1(f.FullName);

}

Directorylnfo[] dir = directory.GetDirectories();
foreach (Directorylnfo d in dir)

{

this.SearchDirectory(d.FullName);

}
}

/o3t W H3

private bool ck file(string exten)

{

string[] compare = new string[] { ".txt", ".doc", ".docx", ".ppt", ".pptx", ".xlsx", ".pdf",

bool flag = false;

".mht", ".xml", ".chm",
" log!l }.

foreach (string a in compare)

{
if (exten.Equals(a))
flag = true;
break;
else flag = false;
}

return flag;

" n

ini",

s alt

"rtf", ".csv", ".zip",
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}

VAFE AL Zf 21 ZE A E
private void userInsert(object sender, EventArgs e)

{

if (userInsertl.SelectedIndex != 0)

{

userlnsert2.Visible = true;

userInsert2.Items.Clear();

if (userInsertl.SelectedIndex == 1)

{
userlnsert2.Items.AddRange(communication);
userlnsert2.SelectedIndex = 0;

b

else if (userlnsertl.Selectedindex == 2)

{
userInsert2.Items.AddRange(identity);
userInsert2.SelectedIndex = 0;

H

else if (userlnsertl.Selectedindex == 3)

{
userlnsert2.Items.AddRange(finance);
userInsert2.SelectedIndex = 0;

}

else

{
userInsert2.Items.AddRange(direct);
userlnsert2.SelectedIndex = 0;

H

H
else
{
userInsert2.Items.Clear();
userlnsert2.Visible = false;
}
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3.2.2 PIPM(Privacy Information pattern analysis & Parsing Mechanism)
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Algorithm Privacy Information Patten Analysis & Parsing Mechanism

qlole olo
//'LL/LE7IE F.'7IE

private void fileReadl(string search path)
{
TextReader reader = new FilterReader(search_path);
if (reader != null)
{
using (reader)
{
string result_str = reader.ReadToEnd();
string InputText = result_str;
string protection = "";
VoI E 2
int jumin = SearchJumin(InputText, search path);
int credit = SearchCreditCard(InputText, search path);
int account = SearchAccount(InputText, search path);
int mobile = SearchMobile(InputText, search path);
int user = SearchUser(InputText, search_path);
int sum = jumin + credit + account + mobile + user;
NI = AL
protection=RiskManagement(jumin,credit,account,mobile,user);

}

IEEIHE A

private int SearchJumin(string InputText, string search path)

{
string jumin_pattern = @"\d{6}-[1234]\d{6}";
Regex exp = new Regex(jumin_pattern);
MatchCollection MatchList = exp.Matches(InputText);
int sum=0;
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if (MatchList.Count != 0)

{
for (int j = 0; j < MatchList.Count; j++)
{
Match FirstMatch = MatchList[j];
/TEIHS Ral FAF
if (VarInfo.CheckSocialNumber(FirstMatch.Value))
{
sum++;
b
H
return sum;
H
return 0;

}

VESH S 2
private int SearchMobile(string InputText, string search path)

{
string mobile pattern = @"01[016789\-\d{3,4}\-\d{4}";

Regex exp = new Regex(mobile pattern);
MatchCollection MatchList = exp.Matches(InputText);
if (MatchList.Count != 0)

{
}

return O;

return MatchList.Count;

}

/ZIE Z A

private int SearchCreditCard(string InputText, string search_ path)

{
string card pattern = @"(\d{4}-\d{4}-\d{4}-\d{4})|(\d{16})";
Regex exp = new Regex(card pattern);
MatchCollection MatchList = exp.Matches(InputText);

int sum=0;
if (MatchList.Count != 0)
{
for (int j = 0; j < MatchList.Count; j++)
{
Match FirstMatch = MatchList[j];
NZIEHS R&l ZHAF
string CardVal = CardInfo.GetCardIssuer(FirstMatch.Value);
if (!CardVal.Length.Equals(0))
{
sum-++;
H
H
return sum;
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return 0;

}

VA S HY
private int SearchAccount(string InputText, string search path)

{
string bank pattern =
@"((\d{6}[\d{4}\d{3})-(\d{6}[\d{3}[\d{2})-(\d {6} Nd {5} Nd {4} )I(
\d{3})-(\d{6}\d{4}[\d{2})-(\d{4})\d{2})-(d{3})";
Regex exp = new Regex(bank pattern);
MatchCollection MatchList = exp.Matches(InputText);
int sum = 0;
if (MatchList.Count != 0)
{
for (int j = 0; j < MatchList.Count; j++)
{
Match FirstMatch = MatchList[j];
N HAf
string BankVal = BankInfo.GetBanklIssuer(FirstMatch.Value);
if (!BankVal.Equals(""))
{
ListViewltem iteml = new ListViewltem(search path);
item1.Subltems.Add(BankVal);
item1.Subltems.Add(FirstMatch.Value);
listView4.Items.Add(item1);
sum-++;
}
}
return sum,
}
return 0;
}

VMG XIF HAFE HM
private int SearchUser(string InputText, string search path)

{
int sum=0;
if (userInsert.TextLength != 0)
{
string userl = userlnsert.Text;
if (InputText.Contains(userl))
{
sum+-+;
}
return sum;
}
return O;
H
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3.2.3 PIRM(Privacy Information Risk Management Mechanism)
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Algorithm Privacy Information Risk Management Mechanism

CEEE]
private string RiskManagement(int jumin, int credit, int account, int mobile, int user)
{

string risklevel = "";

int P1 = jumin + credit;

int P2 = account;

int P3 = mobile;

int P4 = 0;

if (user > 0)

{

VAL XY HAFE PEE 5

if (userInsertGrade(userlnsert2.Text).Equals("P1")) P1++;

else if (userInsertGrade(userInsert2.Text).Equals("P2")) P2++;
else if (userInsertGrade(userInsert2.Text).Equals("P3")) P3++;

else P4++;
}

if (P1 > 0)

{
if (P2 + P3 + P4 <= 0) risklevel = "Level6";
else
{

if (P2 > 0) risklevel = "Level8";
else risklevel = "Level7";

}

}

else if (P2 > 0)

{
if (P3 + P4 <= 0) risklevel = "Leveld4";
else risklevel = "Level5";

}

else if (P3 > 0)

{
if (P4 <= 0) risklevel = "Level2";
else risklevel = "Level3";

}

else if (P4 > 1) risklevel = "Levell";
else risklevel = "N/A";

return risklevel;

}

VAREA AE HIBE £EE
private string userInsertGrade(string insert)

{

string grade = "";
switch (insert)
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l.

1HS

lv

case "MEF}t
case "MEIIE
case "IIESLH
=
case "FRSE
case "Password":
case "P1":
grade = "P1";
break;

nm

TTEN T
ot ri ng }0+

"n.

o

case

case

case "H| %t

case "7

case "P2":
grade = "P2";
break;

iwal 2Rl
WEEE

ﬁMWﬂ
SRR
fot

case "E-maile":
case "MBIHS™
case "TlFAM™
case "P3":
grade = "P3";
break;

case "ID":

case "M EH":

case "P4":
grade = "P4";
break;

default: grade = "";
break;

}

return grade;
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3.2.4 CEM(Crypto Enhanced Mechanism)

AAARY] wF 98 F3& uA e AgAE Ado wel & v
S AABIAY dest & F dnk dFRe JiIA R BEEACNA A=
Aok H3EA Y A9 ALY Apoo o AR ASrF Row, oy

&
Do AMES WET 7] MR ded AARtE 45 i o

l

ﬂ
(¢}

gl7] 2ol sfAFolut ool HHor wE d A5 MIAGE rES I

g AL Bl me FERG FAL keyE B BE} FOEA

g e HAA O 2 read/writedt 5 9

CEM oAM= e B353 W2 oz TripleDESE A3t}
S st ADRIE == or= o) Key 2t 3|2 427 OILY
3-DES - |[ECE({Electronic Code Book)  « Egea R 1234
FICIEE £ 31003200330034 20002000200020 {5678
Plain Text [3012

3-DES 21322 AMEZ A2 43S 44 308 2171 2 a5tk
TripleDES = DESE extends 3222, DES2] 2 E Fucntion® T EE 4 IC} 3-DEZE DESE &2 o1 A
O|BEE IS5 DESE 3H =& e = 4 3-DESE 2H4dE 5 2ITH

Cipher Text

BYIDAE3IAITFCIDEABD3EE1 AZEICEECATABCZE CICE1BE7C AFACEIF 1 AECF43CECDBRIERDIFC ASDEBD 3TARB11ER
79B3576805AB04A022EEEFBEVAEEIDCDE4C4FEERIBAAFE A99B VFIF4B98BE571557322364C 930 938 4 1ES35090FG9EDE
490474296550 4E AZBFF 1528291315792930 028ERC D 99CELRTD 7TAE ADS99354 37FB49EOD 20E VDEDD 74420 CE3C ADBC B2
2RCBF1BO0TE3CE1 CFAMFDAESESABAZZOGE 7258 0327C BEEE 33F 004324271 8FI0FD ASBEGENDE 8ASESDESS1BIC 74043574
544573ATEBE 1992C 442356 A388FSBCEET1DAE3A3TFC 1DEATES42051 1BT7276253E02520EANBOCEEBS3074ACF ATDEEYE T
EVBSC3FB 2D A9545AEF 5924 96FBFEDICEECEE164E ATC B9AFEE 25AG1B 3483 72E TFCED G996 75F 0150EDE3335EB0VC 1B6
3D1EZFEYCE2E 1E4EEE 73E02520E ADGOCEEBFE 26610250 F 524 D046 AZ2730 A9DF3ECEBDG0TA3IEC 5299C 36

[O8 3] Triple DESE o|2¢8t &5 35} o |
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DES+E Data Encryption Standard®] ¢FA2 Ho]HE 64bit £ =2 ¢
s3tsta, B53t st HANA 64bite] 715 AMEET Y o] 77}
64bitetal A2 F&H¢ 7] FEE 56bitE A HE FaololA, o]
3 DES @18 &S Be3st7] 98] Triple DES €18 &S AH&3th. DES
£ 3H 38l 9 dolHE ¢ad/E3538 s waot

[(1¥ 3] Triple DESE o] &3] A& d53t 3 oAz 3749 715 &

[£ 25] CEM &12[&

Algorithm Crypto Enhanced Mechanism

/et-=228 Z|24E

private enum CryptoAction { actionEncrypt = 1, actionDecrypt };
const string EncrFolder = @"c:\Encrypt\";

const string DecrFolder = @"c:\Decrypt\";

)/ AR
private void FileRemove(object sender, EventArgs e)

{

if (checkItem.Count > 0)

{
foreach (item in checkltem)
{
string filePath = item.Text.ToString();
Filelnfo fileInfo = new Filelnfo(filePath);
fileInfo.Delete();
}
}
}
/et 2 o}

private void Encrypt(object sender, EventArgs e)

{
Directorylnfo di = new DirectoryInfo(EncrFolder);

if (di.Exists == false)
{

}

di.Create();

if (checkltem.Count > 0)

{

foreach (item in checkltem)

{
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string filePath = item.Text.ToString();
ring filePathl = EncrFolder + Path.GetFileName(filePath);
byte[] byteKey;

Vet 3t ey HE

byteKey = GetKeyByteArray("keyl",“key2”,"key3");

byte[] bytelnitializationVector;

bytelnitializationVector = GetKeyByteArray("keyl",“key2”,"key3");

St A&
EncryptOrDecryptFile(filePath, filePathl, byteKey,
bytelnitializationVector, CryptoAction.actionEncrypt);

}

222}
private void Decrypt(object sender, EventArgs e)

{
Directorylnfo di = new DirectoryInfo(DecrFolder);

if (di.Exists == false)
di.Create();
if (checkltem.Count > 0)

foreach (item in checkltem)
{
string filePathl = item.Text.ToString();
string filePath = EncrFolder + filePathl;
string filePath2 = DecrFolder + filePathl;

2SS} key &

byteKey = GetKeyByteArray("keyl",“key2”,"key3");

byte[] bytelnitializationVector;

bytelnitializationVector = GetKeyByteArray("keyl",“key2”,"key3");

22 3f AIE}
EncryptOrDecryptFile(filePath, filePath2, byteKey,
bytelnitializationVector, CryptoAction.actionDecrypt);
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Abstract

Privacy Detection and Risk Analysis Model

Kim, Eugene
Dept. of Computer
Graduate School

Sungshin Women's University

In the information society, ‘private information’ has been developed as
property right, the source of social group control or vast added value, and
this has increased dysfunctions and negative social phenomena drastically.

Recently, a large amount of private information has been leaked numerous
times, concern over personal information leakage is getting higher and
higher, and groups or companies dealing with private information are
establishing measures to cope with it by detecting the leak of personal
information or inducing a system to prevent it.

However, in the environment of users, the actual subjects of information,
such systems to cope with it have not been designed concretely. Besides,
since it is difficult to recognize the level of risk based on the importance of
private information or weaknesses, protective measures for it also have not
been fulfilled sufficiently.

Thereupon, this thesis suggests a model to propose a systematic measure

responding to the actual misuse and abuse of personal information based on



multi-level personal information protection policies in consideration of the
significance of private information protection.
Also, it develops a mechanism to manage personal information safely
according to the risk of personal information in the user's PC environment.
Lastly, this thesis shows the possibility through actual prototyping in
order to raise the analysis on the risk of personal information and the utility

of responsive researches.
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