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1. PBFT(Practical Byzantine Fault Tolerance)

1) PBFT 7} &

PBFT= H&714 &4 HEYIAA W Aofol Wde] = 99
dargFoltH2] v e FeolE B4 MEYA @A AT F dE B
Fejo] el s o grh[3]. HIZE ot AFe®E EFsta AH| 27t
Ao FAAHE sk BFT AL dxdd o duds F st
7} PBFETeo|t}. PBFTE AA ==7} n=3f+1/1d uf, Hf f el
S ST PBFTE A&l 4k WEY]A g4 ol A
A= e AR glol shue A EAA S W™ & dth

FLP Impossibility ¥4+ B &7] UWEY A A Liveness® SaftyE A
of BEAY F s THE olEolt7]. Livenesst= o iy w=x=of
EAZE g Fo)E 24T F ASS dvlsta, Saftye FolE 24 A

g RE Lt EAS gt Ao@ & 1S omgth PBFTE

I

Iy

PN
s A4 + 9

LivenesH.t} SaftyS $4Al&te] FLP ImpossibilityS 3} 23tz 3} th.
uek A PBFTE= WAl Al A A A gbo] F#3hs] F7hshA] gevhe 7FA skl d
A MEAY] Fo95 94T + Utk

¥ 18 YR E Ad <& <% PoW(Proof of Work), PoS(Proof of
Stake)®} PBFTe W Z3SHA(Fault tolerence), TPS(Transaction per
second), HZ4 (Finality), 234 (Scalability), oY= A8 ZF(Power
consumption)S Hl w3 3Fo|tig 9 10]. PBFTE & daugls v =&
TPS, A A FHEA, *2 A avzEs Bgd 5 Qv A% yAas
A g4 S B dads v ¥ des BEidv. 53] PBFT
Fol HANA TAstE MAIA BERdEe o) o® HEHALY RV
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TABLE 1
Comparison of consensus algorithms
Consensus Fault L . Power
. TPS Finality Scalability .
algorithm | tolerance consumption
probabilistic .
PoW 50% <100 o strong high
finality
probabilistic
PoS 50% <1000 o strong low
finality
absolute
PBFT 33% <2000 L weak low
finality

2) PBFT &% #4
PBFT U EY A FHozat= Feko] A E(Client), @l =2 7HReplica), =}

oM g (Primary) =%, M (Back up) ==2 s F Ut FHoldEE

Ag el Ade aget wrolth dZYse A4 BARS AW @
o Felgolth dBest F shbEs Zelolve wmEE AFHI, tAE

el o] AS i)
PBFTE Z thAl GAZ o s S8t}

Request : F& o)A EV} Zgo]lHg] =9 A request HIANAE A%

—

2. Pre-prepare : Zzlolm g =27} W] o Al pre-prepare M A A&
HEANE
3. Prepare : W% == prepare A A S TE =9

4. Commit : #Zd7F == commit MAAE & =t/ HENAE



5. Reply : Bl Z8]7} ==+ reply WA A& ZEo|dEANA HdE

Request Pre-prepare Prepare Commit Reply
Client
Primary \ /
Replica 1 N% &%///
Replica 2 \\§
Replica 3 \ %
sy "\

FIGURE 1. Operation of practical byzantine fault tolerance

D Request
Request ©HAl A= ZFelo]d EVF Zatolrg] == A request " A A=
AFsh, FHoJdEE 54 1& AH8s] Zetolwg] =25 AT F+ 9

.

Zotolr g kE=(p)= F WE(ve AA A&7t F(n)E Re=2 At
T F Ak dE Eo] F WErF 12, AA dEg7E 7F 10012 2
LE]--

=2 XA
FetolAdE= Zgolw g oAl request WIAA < REQUEST,0,t,c> o,



FeoldES AIYUAE udt. Eldavizs FEoldETV HAAE
Bl Al 7ko] Ablwm ) o] Aol WAl E request WA A9 EBFYA®IZ T

2 grolojof . ZtolmyE =i FEFo]AE request MAIAE

Hir

>,

2 Pre-prepare

Pre-prepare @A A= Zalolmg] =7 W] wtoA HENAEE
At FfolAEZHEH request WA A E W ZglolHy === dA|
Ay T2 requeste] F7F AAGH HAHAGS 2HeA B ol FA ==
EZS A& wrof HUgs 233ud =29 Wy wWAAE A%
oL, - & WAAIE AEd Fol £AA S ® requestE A g T

Zefolm 2] === pre-prepare YA A < PRE— PREPARE.v.n.d> o, m>
S Zgomy =re 27 7|5g Ho WY m=roA dFe. F oA
T(v)e &9 @95 oustal, AEA A7 FFHET. AlEs WS
(n)e= o 18 F¢ B2 HE = A4 EF Eol+lolth tolAlAE(d)
FolAdET HAE3F request WA A BfA grolth, WYl =

pre-prepare WA A S HAEZCH WAIA S $2351H prepare GAE dol7t

rr

i, MAIAE Adstd ol FAE kA FErh

@ Prepare
Prepare @Al += WM =7} prepare WA A S HE | AESIT, WS
=E prepare WAIAE BOR 75T H, RS AT RE =7

prepare WA A < PREPAREv,n,di>o, & AE3 is =25 o udg

f|rt

e WAAE dFes A AaUA o, B

7
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prepare WA A 2f7/E 23 prepared A E 7} il commit YAS A
R

@ Commit

Commit @AM = EE dZ87F ==50°] commit MIAAE ©& =
27t == A dYA2EG Y. HEe7 =5 iE commit HAIAE 2R
7158 H, AAdE A mE =ZoA commit  HAIA
< COMMIT,v,n,D(m),i > o, stoh, r+i7llel 2% gl dEE 7
prepared “FE]7F W committed A El7F ® T} prepared ‘FEfO] AL, 24171
°]  commit FIAIAE  FFIFHH  committed-local FEi7F  HT

committed-local A e} === reply ©@AS A At}

=
= A

opx

©® Reply
Reply @Al @ Z2]7}E9] reply WA AE Zgo|AE A AF3tr). =
ZY e FgoldEV Bl F2(0)E Adsta, 2 AI}E reply WAA

< REPLY,v,t,c,i,r >0, o Hol Felo]AEA HE g},

Z 7 == A request WA A S BRI AH3EY, P27t w2 Y

WAL A 7F ol u] A2 H AT reply WIANAE AdEetaL, AeHA Frhd
Zololme] oA Heoldth wreF Zefolv g 7} request HIAIAE
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TABLE I

Research on leader committee

Ref.

Key Technologies

Limitations

(11, 12]

[13]

[14, 15]

Gosig®t LinBFT(Linear-Communication Byzantine Fault Tolerance)+<

VRF (Verifiable Random Function)2t= A} W4 AA7IE A3 %

1T = =4
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ISCP(Improved Stellar Consensus Protocol)i= SCP(Stellar Consensus
Protocol)®] FAMS a2st7] fal tho] AU E FA skl A3 T
ANM FeoE Mdyste ZEEZ AFstAH13]. SCP+= Powel BFTE 2%
g stolH Y=y g

Lo

FuelFor ZREZ FEYS FAREARE 3
% 9989 e By ojdns WA Uk ISCPE Powel ¢
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Ao Y45y, x998 W
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o oF WA AFsAe AA FaAL 5

Proteus®t Consistent BFT Protocol2 W E UEYAAEZ oFA Aol
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TABLE I

Research on multi-layer

Ref. Key Technologies Limitations
o A9 7]l gr3=o] | o High-Level Al === ¢
6] Infrastructure, Core, sto] = H53)
High-Level AlZo® ®g | FNHA ==F BHIE7] 9
g 3T TER FY Fd & Ao a3
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Consensus within committee
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S based priority

—————————————————————————————————————————
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Request & sharing fault data
Rank 1 ©
Rank 2 @ c
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FIGURE 2. Architecture of proposed method
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FIGURE 3. Flow chart of proposed method
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{A:1,B:0,C:2,D:3,E:1,F:0,G:2,H:1}
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\/ @ {A4:1,B:0,C:2,D:1,E:3,F:0,G:0,H:2}

~ Fault Node

{A:1,B:1,C:2,D:3,E:0,F:0,G:2,H: 0}

\

{A:3,B:2,C:0,D:2,E:1,F:0,G:1,H:0}

FIGURE 6. Committee of proposed method
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Infant Mortality
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FIGURE 9. Latency and consensus rate of PBFT and proposed
method by reliability model
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ABSTRACT

Determining and responding to faulty nodes in a

distributed environment to improve PBFT scalability

Eun-Young Lee

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin University

PBFT (Practical Byzantine Fault Tolerant) is a consensus algorithm
that can achieve the consensus of the entire network by resolving
unintentional and intentional faults in a distributed network environment,
guaranteeing high performance and absolute finality. However, the load
increases exponentially as the size of the network increases due to the
amount of messages transmitted during the consensus process. In
addition, previous studies aimed at improving PBFT have limitations in
that they cannot simultaneously solve the trilemma of blockchain:
decentralization, scalability, and security.

In this paper, a method for determining and responding to faulty nodes
in a distributed environment for improving the performance of PBFT i1s
proposed. The proposed method collects messages generated during the
PBFT consensus process to determine the reliability of the node, and

organizes a small committee according to the reliability level to proceed
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with the consensus. Scalability can be improved by providing an
opportunity to participate in selective consensus based on priority, and
availability can be improved by preventing delays caused by faulty
nodes. In addition, the characteristics of decentralization can be preserved
by forming a committee without electing a separate representative in a
distributed environment. In this paper, latency, throughput, and consensus
success rate of PBFT and the proposed method were evaluated.
According to the evaluation results, the proposed method effectively
responded to defects in a defect environment with a causal relationship
over time. In addition, although PBFT is more effective than the
proposed method in a faultlessness environment, it was confirmed that
the delay time was improved by 0.026 s and the throughput by 833
Mbps, and the consensus success rate was also improved in a fault

environment.
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