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FIGURE 4. iBeacon packet structure
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TABLE 4. Analysis of previous studies on CTC
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4.1 BA N

1) iBeacon CSC
3.2004 Agst

d3to] iBeacon CS UTH = AAE FA st

i

i iy

A3} o], UUID, Major, Minor, TX power

Minor

(2 bytes)

Major

Ibeacon prefix (9 bytes) (2 bytes)

Proximity UUID (16 bytes)

TX power
(1 bytes)

!
forgery

FIGURE 5. Bit—level forgery of the TX power field
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forgery

Ibeacon prefix (9 bytes)

FIGURE 6. Byte—level forgery of the TX power field

Fig. 72 #Ho]Z= 7|4t iBeacon covert g EHO Aot} 3|
e CSCAIWE w@=d] Hlo]Z=rnt =7431%] 93l advertising AEHE S
HAste] &4 7tsAe EE F Utk SRS FAAE AR 54 <)
2 $A% = advertising @7l el Bl wA[ A7} £3E o] vka 71
St S FeE qrH el wep Hol2=E A sto] iBeacon WA &
advertisingetth. & 5 500ms JUEHHEE FAIEHE= gzl HjE w4
A7} xgrE o vk el F41A= UUID, Major, Minor & =9

B mAIAES &Y 3E 3, TX power ZES AfFEA Ws deg o] &3
ol =5 FASth FAA= FAEA S 200msE advertising 3}
3, Holz=7F HxH L 500msE advertisingdte] FAx7F vy

MAAE A8 2 QRS Gk A% FAAE 4440 Ao
PN
T

de oA Fix AAAE ned vk

iBeacon Advertisement

200 ms

500ms |

Sender Receiver

FIGURE 7. Payload—based covert channel using iBeacon
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2) iBeacon CTC
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FIGURE 8. Interval—based covert channel using iBeacon
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Sender Receiver

[

Measure the delay of beacon packets in the environment where the
covert channel will be used and determine specific interval values
and threshold based on the average delay value

‘ l

Receive advertising

Secret Message

h 4

packet from sender

3

Morse Code Encoding

Calculate interval average
‘ by sequence number

Replace with
‘0’and ‘1’ L

Replace with '0" and 'l
according to the interval

average and threshold

Map ‘0" and ‘1’ to
specific interval values L

Decoding to Morse Code

3

Packet advertising with
specific interval values

Secret Message

FIGURE 9. iBeacon CTC flowchart
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4.2 iBeacon covert g AA

1) iBeacon CSC

B AoxdE HolZE= 7|Wke] iBeacon CSCE F33t7] Y& UUID,
Major, Minor, TX powerE 43t} Fig. 102 UUID, Major, Minor<
Y2 A TX powers Al AL A BERE ARG o]z =9 o
Alo]th,

Major Minor TX power
Ibeacon prefix (9 bytes) Proximity UUID (16 bytes) @b J ) (@ bytes) (1 bytes)
0x02011A1AFF4C000215 | 0x112233445566778899AABBCCDDEEFF12 ytes ytes sequence

0x0000 0x0000 number

FIGURE 10. Example of forging payload

Fig. 118 EZ5% A <¢lg|do] Ao Fig. 1004 AA3 thz AxA| Hol=

hcitool —1 hci0 cmd 0x08 0x0008 1E 02 01 1A 1A FF 4C 00
02 15 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF 12

00 00 00 00 01 0O

FIGURE 11. Advertising payload configuration command

Fr=

LE Controller Commands® OGF (Opcode Group Field) ZE+ 0x08=%
AolHEtd, 0x0008 LE Set Advertising Data Command®, H|¢]g =%
Zr= advertising W7o AFEE = dolHE A4 g 4 Qlth[35]. 1E= #ol

< Aglst AA Hol2 =9 HolE yElATH[15, 35]. 02 01 1A 1A FF 4C
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00 02 15+ iBeacon? prefix® 1AE Frolw, 11 22 33 44 55 66 77
88 99 AA BB CC DD EE FF 12 00 00 00 002 =AW= Fig. 914 <«
ol A3t UUID, Major, Minor #telth. 012 TX power #OZ A|HEX

MEz Agstgon, A2e A5 vutth go) 14 Frhw

2) iBeacon CTC

e

A o] Qe 7]9te] iBeacon CTCE Fd3dl7] ¢l advertising
QEH S S 3tt}t. BLES] advertising QAE|H ] HE+= 20ms-10.24s A}
o Wl WelM 0.625ms?] A wisroiof FHH[35, 36]. oFefe] Fig. 12+
HA 100msolA Ho 200ms QIEM=Z advertisings A|Z3ESE o=

#ojo] o},

2
rir

hcitool —i hciO cmd 0x08 0x0006 A0 00 40 01 03 00 00
00 00 00 00 00 00 07 00
hcitool —1i hciO cmd 0x08 0x0O00A 01

FIGURE 12. Advertising interval configuration command

0x00062 LE Set Advertising Parameters Command®, advertising
parametergs AAFE 4 SEF sty Advertising_Interval_Min< 4
advertising QAEHZ Ht advertising QJEJH < Advertising_Interval_Max
Hoh ZAY 22 gholojof &b, H 29 advertising JNEES AT F 3l
55 Fdst ger AHAstke S Adsior vk A0 00

Advertising_Interval_Min®]™, 40 01 Advertising_Interval_Max©|t}.
167 0x00A0°] 0.625msE #3Fd 100ms, 0x0140°] 0.625msE #3f
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H 200msZ  Fig. 12 100msH#H 200ms Ape]e] <QIHHE= &
advertisingst== AALHASES & 4 A} 032 Advertising_TypeS. =,
A4E T A== el T Advertising_Type©]
0x03(ADV_NONCONN_IND) Y 7% A&  advertising <AEHZ  FHj
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2000ms7H#] 100ms @912 S7HAA des AT 0x000A= LE Set
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5.1 44 &3

B G D A 228 Edg 2 iBeacons #843 covert Al
ds st fst A 84S AMesith. & A3 raspberry pi 3 b+ 8
7dellAl Python 32 Ve WHIE heitools ©]&3 Evdel A=
FA71eF 7217 Z=E FESETE Blueze Linux AlAEIOA G849
Bluetooth X524 7dS 7FedtAl ot 2hol B2 [37], 5.55M A& &
3t th. $41 raspberry piv VA 7|&H g2 979 HolZ=E A5l
iBeacon #|Z!& advertisings}l™, =41 raspberry pii= %42l raspberry pi”}
advertising¥t iBeacon %S FAIste] 41 AIZE, raw data, raw data®s
163852 "t golgE 93t =S st

Hol2= 7IREE] covert A Tl Qo] A FAE HH A
ol & wetstr] &l Hol=E=9] TX power TE
o] 1% Z7el== Tl Advertising Q1B ¥ PDR2 o} 9
2 ArEdlon, gl A zte] oA whE ekt

PDR (%) = (Received Packets)/ (Entive Packets) % 100 (1)
2.2°] Fig. 494 AF3F Z3 o], iBeacon #Ho|Z=09]4 UUID, Major,
MinorE covert Ad Tz &8 ¢ glomg 7l 17] & 20v0]EZ]

ARE FA 4 v webA advertising JAEE H FHo A= (Max

Throughput) 2137 #HA A8 "= Min Throughput) 22 o}gfe (2),
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(3) 3 #31[38], &FH AAAr A vEEHSl T
max throughput (Bps) = (Received Packets) x 20(Bytes)/minadvertisinginterval (2)

min throughput (Bps) = (Received Packets) x 20(Bytes)/max advertisinginterval  (3)
w3, A 7|He] covert AE AT BUFE S& &l wAAES EA

T2 Wgeto] A gor A&d F, 54 AEE ghel vigste] dAEst
Atk 2 AYelAME 05 100ms, 15 600msZ 7Hgstalon, FAxe
advertising JTE["H I} 3 H7 H2 A|FA HISE Fofsto] AFdnh
Al raspberry pix AlEA WHEHE advertising AEH S HA3kS AAkst
o] F3F 3 350msE 7|FO® 350msktt S AF 00%, F 4§ 1=
Fekth, TABLE 5+ B2 F3 X8 gh ¥ advertising JH¥& e
2ol

TABLE 5. Morse code replacement value

Advertising
Morse code Replacement value
Interval (ms)
0 100
- 1 600
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52 4% % A% 2A
1) iBeacon CSC

Ao M= AdetE iBeacons 83 Hol2E 7IRES] covert AE 2
Aes AT 9% HUMAEE PDRY A HFS o] &3t $A7 =
advertising QIE™ = 60719 #Z& 1003 w5 AEsivh. #4171

5= advertising #Z2& FHse] 7SR om o] E
2 A% A SR rer siFe Hde ARSIt TABLE 6
advertising Q1] ¥ PDRS e, TABLE 7 #H A advertising ¢!
3 FHo advertising QIE]E Sl Ao]E  100msE  3ste] 100msH-H
2000ms7kA1 & FHAa A Ao AFe A Zojd. Fig. 132
Advertising 181"] ¥ PDR¥} A &S vebd g zo|t,

SR/ AR

11~l
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TABLE 6. PDR per advertising interval

Advertising Received Missing

Index Interval (ms) Packets Packets RS0
1 100-200 4,558 1,442 75.97
2 200-300 4,580 1,420 76.33
3 300-400 4,585 1,415 76.42
4 400-500 4,543 1,457 75.72
5) 500-600 4,578 1,422 76.3
6 600-700 4,515 1,485 75.25
7 700-800 4,613 1,387 76.88
8 800-900 4,528 1,472 75.47
9 900-1000 4,575 1,425 76.25
10 1000-1100 4,581 1,419 76.35
11 1100-1200 4,580 1,420 76.33
12 1200-1300 4,572 1,428 76.2
13 1300-1400 4,580 1,420 76.33
14 1400-1500 4,581 1,419 76.35
15 1500-1600 4,566 1,434 76.1
16 1600-1700 4,569 1,431 76.15
17 1700-1800 4,626 1,374 77.1
18 1800-1900 4,614 1,386 76.9
19 1900-2000 4,571 1,429 76.18
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TABLE 7. Throughput per advertising interval

Index Advertising Max Throughput Min Throughput
Interval (ms) (Bps) (Bps)
1 100-200 911,600 455,800
2 200-300 458,000 305,333
3 300-400 305,667 229,250
4 400-500 227,150 181,720
5 500-600 183,120 152,600
6 600-700 150,500 129,000
7 700-800 131,800 115,325
8 800-900 113,200 100,622
9 900-1000 101,667 91,500
10 1000-1100 91,620 83,291
11 1100-1200 83,273 76,333
12 1200-1300 76,200 70,338
13 1300-1400 70,462 65,429
14 1400-1500 65,443 61,080
15 1500-1600 60,880 57,075
16 1600-1700 57,113 53,753
17 1700-1800 54,454 51,400
18 1800-1900 51,267 48,568
19 1900-2000 48,116 45,710
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FIGURE 13. PDR and throughput per advertising interval
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2) iBeacon CTC

B Ao M= AotslE= iBeacons &8-3F iBeacon CTCO H&S #HSdh
7] Q& AejEHe] HHES AXEFT WA A= vd yAAE dEE
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TABLE 8. Interval average per sequence number

Message Replacement Sequence Interval average (ms)
Value number
t 1 1 588
e 0 2 164
0 3 162
S 0 4 153
0 5 161
t 1 6 605

T 3651709 7S FAsk o, 1 5 109709 sfzlo] A|dwo] <QIFE
Hogkel 1000ms olFe® 755 id gh& AAStL Hds AL
th 509 HEsE Ctest” oA 6708 AEA RIZE KA R BE AEH

o7 Fedt A= 4407 88%9 HAIEES HoIFTh

2 A¥oAE= 100ms$t 600mse] 57HkQ] 350msE 7o & FHdaeks]
ou vEY A A wet tE2A AL 5 vk T AN 05
100ms, 12 300ms® HF3sta F37Hak

=
W 5070¢]  Ctest”  WIAA F 3070 wbE Ao @ 5 ql3ivh o
=
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2 =4+ iBeacons ©] &3 covert AMES AASIY 1 S 3

atlth. BEFFAE A wfg WS VEolnR, ERFAE o] &3t
S o

BLES] dwtdel Mol 44 wE (m) Z[30], Wi—Fiell Bl Blw 2 ¢

EF5E2A 717] ghell #A18 #7le IEEE IdE tE

AEE A, 2 Wee A 5o F Utk Fig. 14+

EFFE 7I71E ol &l FAlAke] Wl vhell Q= Al Al HElol® F R
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Devi
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Receiver

Out of
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FIGURE 14. Example of relay transmission using a bluetooth device
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FIGURE 15. Example of relay transmitting interval between bluetooth devices
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ABSTRACT

Implementation and security implication analysis of

covert channel using 1Beacon

Ye—Sol Oh

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women's University

Covert channels are typically employed to transmit information and
bypass security policies and controls simultaneously to maintain
undetected communication. Various techniques have been proposed for
establishing covert channels, including those at the network level, and
for using different components. While Bluetooth—based covert
channels have been studied, discussions regarding covert channels
utilizing beacons have been Ilimited. Moreover, traditional covert
channels have faced a trade—off between secrecy and bandwidth. This
study review the security of Apple's iBeacon broadcast messages with
a focus on building covert channels, analyze vulnerabilities, implement
two types of BLE covert channels, and evaluate their performance.

This study introduces two BLE(Bluetooth Low Energy) covert
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channels: one using advertising payloads and the other employing
advertising intervals. These channels can be used in a complementary
manner, balancing covertness and bandwidth. In our evaluation, the
payload—based covert channel achieved a maximum throughput of
911,600 Bps(Bytes per second) with a PDR(Packet Delivery Rate)
exceeding 75%, demonstrating its capability to transmit substantial
data via 1Beacon covertly. Additionally, by utilizing CTC, receivers
could identify secret messages with an accuracy of 88% when
repeatedly transmitted. This indicates the potential for providing
services to legitimate users while also highlighting the risk of
malicious users exploiting covert channels to leak information. This
study presents the possibility of a Bluetooth relay attack using the
beacon covert channel and emphasizes the 1mportance of

strengthening BLE beacon security.
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