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kol st

3) eBPF Kfuncs

eBPF Verifier[9]+= eBPF Z =2 139 otd3 AP Y& 7= A=
HAe Ade, o] HAGoA dFEe AY I o AHEA I F
4+ eBPF Verifiere] A3 7155 T334 ¥3th. Linux AES o9 2
< eBPF Verifier®] 7tt92% 5 A8 AgES F5317] 98] eBPF
Helper functions[51]S A 13t} eBPF Helper function< Linux g9 +
@] eBPF Z2ad Ao Fad vIdd 7les Aedr. dxAd
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St 2= ppf trace_printk(), bpf xdp_adjust_head()[15] 5 °] )

eBPF kfuncs[16]+= Linux #4Y 5.13%8H =% Ho=Z eBPF Helper
function®] tiete. 2 A A€ th eBPF Helper function< eBPF ZZ 1 vh&
Al BAEE F4E eBPF Z2a9 A4 &o]dS EolARE F2 HFl A
go #A" g4vke A Fsta, Linux Addd Aod 71& Ad 99 g5
= AMEE 4 glus @471 9tk eBPF Kfuncst ©l&ld #AE #4317
of

=24 9] eBPF Helper functiong A& 4 A gt eBPF Kfuncs® &%t

238 eBPF ZZ1#oA Linux AYE o4+ 352 7[53A 3

-

o2
o

4 e (1) eBPF KfuncsE 7Ad @l Hg $ (2) eBPF Z 2150 A
3EE BHor FERI 5 )

(1) eBPF Kfuncs 4 9]

eBPF KfuncsE Aol AF __bpfkfinc MAZ2E AF&&|oF 3t}
__bpfkfinc M|A%2+= eBPF Kfuncs7b A2 7Ad 5449 A5 #Axddrt
i & AddkQl(nlining) st A, Y HF7F A RN AAH
o2 3EHA ¢ol LTO(Link Time Optimazation) W= 3F7gel A Al A
= EAE WA sy Y8 DFAoltt. o|F register btf kfunc_id_set() &

£ AH&3 Aolgk eBPF KfuncsE BPF A1H Al Z~®lo] F7bght}, o]

g

%

4l eBPF Kfuncs T 213 9 A] eBPF Verifierd g otdA AE dS
AX™M Linux AY WFolAe Add bAAdS BAgso)

(2) eBPF Z 213 A 9 eBPF Kfuncs &%

o
N

il

eBPF Kfunci Linux 714 9% &7 4 E(kernel export symbol)Z} A}
3 AR ALeA 999 eBPF T2 1o A extern 7|9 ESE AL&8 &5
g ok o], AY G AHAE HolEAA T FFE Fof &

(load) 8lfloF &}7] wiitol __ksym WA= Al&o] LA o},

_13_



4) eBPF Aok A}3}

eBPF Z292 Linux 719 WFelre g4l 23S 93] eBPF
Verifier[8]¢] ¥43% HZT Aol dxHoltt. o] HAHoAN va3 Z2 3

AZ Qs eBPF 3 AR&oll B2 Al efo] WA g
(1) &4 vy g3 2%

ot
o,
=2
>
=
[K
it
o
i)
i
ot
ofy
offt
a2
=)
F
ik
[
~
N
A,
o,
N
olr
ol
vl
Ir
o
ey
N

gt H < Linux 7192 eBPF Kfuncsel| dynptr(dynamic pointer) $H<+=
F7Fc52]. dynptre] -9 eBPF Kfunc® AM&3te] & Wy 58 42
2 g9sa vrgy s =4 & 5 vk AT eBPF Map¥ 2
eBPF F& Fxo] g 522 vlxe] 243t Art "o

3

Z 7bs s WAsH] AE skl eBPF §Frol A A
FE Wk A= AFIO19]. fF AlFer A& b
e A3 A" AAS BF 78] oy AVt
Akt ole gk EAlE s Astr] 98 Linux 7122 eBPF Tail calls[20]
S A 43l eBPF W#Hol = Afe eBPF &vith A doz 2857
o] e eBPF 22< o# 7je S eBPF 342 %7jo] eBPF
Tail calls2 Fd3stE A5 WH & ALds 548 7teAo] A 314
gkl wAle] A m= HPAe] Frtetk H4l Linux A9 A4S F

o] 3370¢] eBPF Tail calls?= A ¥st= HAIZF 9l



1. &7

1. 71¥& Redis® A #A

D A Az Zwe] BA

Redist: V=G4S Fa dolts $44es Hgoq 2o go ug
emssel Ee HolE Bl owIEE A Axw A% AsE Ax 9
. 55 4%} dolH 954 wg Alole #PS 9% AOF everysec &
A ogae vEND B2 ALs qel FANOR write() ALY BE

T3 meba olm Qe £ wEk ew=ef dolE HAF LM ==

ot

= synchronous
= = = » asynchronous

client | server parse Req.— log data response disk flush client

User /

I 1
| copy [ Y

| 1
|COpy|
ve —laget] / alAS

o |\ |/
\/

page cache write() - E..??R}f_.i
i
T

v

SSD fsync()

[21¥ 5] Redis AOF everysec &7 ®r2le] Fwl w3 o w3 =9}

ol B BAl owe=

o)

.-
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Redis A1® 2 NICo] 8% #7lo]
ol Al 2 HFlo] =3P SS Lt AdS 41 F(Rx queue)ol A
dE 2 A &S AHEst7] 918 Linux Ad WEAZ 285 AuH
sk_buffell g W& HALGTE o] HAA doly HAL ew =7t
Attt o] % Redis AH A sid 2 HE&S A= o HAHAA A
g FGI AR G Atole] W wEk oW =9 Holy HAF ew=
7b A EARY. Redis AW = 7 WE&S &3 5 doly AE vt
Atk olwl Redis 24 #8l write) N8 F& SE5t] ¥Ho] &S
7155, wepA AREARE FFolA Ad FHom

UhAl A sk ARE A el dHolHQl = fEs 71d Gl AHES)
7] 918 Hloly HAF W= Al BAFT o] F H2a ]
fdatasync()5 3Z=38t= 75 o A AR ERtolA AE o
HoAg e et HAst A HolA FhAlel AHE =
= Uy Axe dely HAF eHg=rt By £ d o

r>~1

¥ A5 NIC2 JAEHEE F3 A

A= A AdEHHYE <l ISR(Interrupt Service Routine) ##, CPU 2
2 FdEn o] fHo|A HA 2 wvlo]ARZ A FA4
nfo] A Z 29 Alzto] AQHETH wekA W W3 eI =rr HiE] A

S A% olZ A% Ad AL FAT & e 2ol Hol AA A5l
=k

2
o
=)
td
L)
e
>~
>
2
>
>
)
uii)
o,
o
é
©
£
of
‘9(‘_‘
flo
=)
P,
N
)
p
2,
o,
H
A

T o3 HAE A7 fsl A= 719 (Zero-Copy)l43] 713 7
Y $-3] (kernel-Bypass)[18, 29]¢} 22 A2 =8 HAst o] A+
i v AT Y TlEs ARESHY] flElA AT Ed o] 2EE AT
sAY, FEo)AdE ZE(load)7f W2 A% ¥ CPU A Abgo] I
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AlzaE dAe dse SEAE ZheAdol vk Rediss

A4H A4 nAFRN 9% BE 452

1t

client server

: H |
1 i ! :

1 !
client 1 - Thread 1 1 |
] X

1 i !
lient 2 ' Thread 2 ' '
clien N 1 L real r Event Loop cmd process ]
< L (epol) i

1 1
client3 P : ™ Thread 3 ] ; :
1 1 1 1
i | Threaded 10s | : E
i ¥ |
1 1! :
| Multi Threads ' Single Thread !
I e o e e e e e e e e T .

Redisi= &7 €71, 27]9 22 MEAA 458 A4
A& Alelske]
7be kAl dh
7] gel MESA 959 9o AdZ

~eez AP, geby ZeodE 2ol

SA U Redis 54 #40 712 94 944 A4 w4
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}

2UEs A3sEs gEo] A AALS oA

ol

| 3= Agor 2§ B 7}

olf

Aol A, 298 72 Redis @Y AW o)A ThreadedlO% <13 A5 A2
Hrtsl7] 913 Adolt}. g 23S Redis MIEYA J&2 Ao A=
te 2ds $8 FPety Ve 97 Ao g2y §3d e 4
TGS =AU, A 24 6% 28 gES )
400
344 339
350 333

n 200 312 295

E 237 251 253 253 247

X 250 219 207227

« 200 180

g- 150

0

g 100

= 50

-

= 0

1 4 8 12 16 20 24
core
B set Hget
[29 7] Redis ThreadedlO A% 4]

A3 A3} Redis? WEHYA &8 HES s|is7] A8 A 1704
A 247074 ~Y =S dgdate] Al szl A S AP @A set B
&2

Gole] e Lewutel FrhshA Al

AC)
=)
o
o,
ok,
fa
N
jutnd
[o
fr
LS

fo

‘(|)[_|‘
ftlo
o|N
of
ok
v

. 3 ThraededlO= YW EY =
A== Ao &9 ~d=gso] 747 3vte] CPUE A3t izl A

= 93k mp 223 7] (busy-polling) S APt} wt ALE 2dE=

_’]8_



=9 CPUZF 100%9] &8E5 @48 CPU A< WdH|[7F w5 Alstt). &
g 23S Redis AH 7} Ab&8E CPUS 2 % 24/M& Algetgict. whet
A 28 7o) A ThreadedlOo] 20712 o]lAte] ~g == &= 4% Redis
Aol el 2= EYA &8 2H= Ato]ld Azg CPU % Ao
A AAAQ) He ol yElhdth wEbA Redis @Y AW A Foll A
ThreadedlOE AF&Fol®= B&2Q 5 FHFo] o] FoAAA Fo5& &
T A

eBPF XDP %9 4% 79| Linux AY UWEHT "oz HdALH7]
A NIC =gholn] doolA A A7 wWEo] MEADL AdS &34
o7 ZraAZd 4 vk E XDP Fe] 4% eBPF Z R A
Redis ThreadedlO¢} 22 np F3x 7] w2lo] ofd QIEHE WAoR
A& RSS(Receive Side Scaling)®t F21(Rx queue), 21 F(Tx
CPU A &&o] 7bssirh. uwhebA

Linux 719 HEY]Z 2" 4% Ad AN oA 52 e &3

rr

1
e

queue) ol WIS FI &&H

AL 2A357] 93 eBPF XDP £& a&2%2 #7 A YAz 1750

A 4 9k
2. XDPolA el f==a =9 A

9k Redise A A3 §44 FA= UMEYD S TAsE &
A= eBPF XDPollA 9] si7l HElE &3] a4z MAdE + v A
gatdrh A 1A 2EA Al2gS 98 Linux AY UEHA
e HAHET iyt 2EE A 28 HH3 e g o] Fo]xof gt uwh
ZtA] XDPell A 9] tj~a 99 7t AAl A e Eojek gtk XDPE
NIC =gtelwel] 91x]ate] 24AA 7 AYPEs HEE dth. 3, XDPe

A

2L

ofr
o



Linux 7129 Ayt T2~ AdXAEVL ol softlRQ A AEo|A 23
F ot XDP7} softlRQ HAEAEA =23+ 29 softlRQ & wet A
gPrjojof so AdrE M3 Az =

f
o

9
k]

-£ 2 7] (non-blocking) &
o] #grtol w4 F UrH44]l =, U NS AReH EEF AYs
HAPA T = AY ZEAA HdEAENAY 958 ~AFY Z4
T gtk e XDPellM+= vH2a d=8s SEste slo] AfsA &
th =g XDPelA el a3 szl AeE 7heetA &7l el XDP7t
PAS AP F g A S Linux A HEYR 2oz Adsas A
o] obd XDP_TX¢} 22 WHoE A& Sete]AdEA AdF sHof &
U111 =, XDPoll A st A2 ¥ = fZ2 Linux 7129 3 A=d 95
A e 2Ee A A4S 7heetAl & ekl ME A=d3e ds A8
°] =7b& sttt

uehA, B =Fe XDPY Yza JE"8 A FAE sdsr] sl
XDPel A AH A< bgaa Jd=9S 834 &3, kfifo &5 AH&3He] 7
g BEEAAY HE7A i JEEs AN Y. AAT L 52

eBPF #A4Y 27] Zgo A A3}

rlo
oEL
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V. A7

-

 ZolA= eBPF XDPelA o] 145 A7 Aet 7d Zad AHEd
ME74 faa 95288 B8 Linux A9 UESD 2du sgex 2
ge eHsle EFE aHAHorE A7l ERB(eBPF-based Redis

Booster)& #l¢t@th ERBO A 422 thg 2}
1. ERB 52 342 A FF(low-leveDol A 28 dc}, (XDP, Ad =ZE)

2. AHEAE 9] oJEFY Al Linux Ad =9 +4 §lo] A gt

1. AA %

—— synchronous
— = — + asynchronous
=« = - » ERB fail to handle (pass to redis-server)

1 1
client | [ ERB user space ] —[ redis-server ] server | client

User L

g load t
NIC — request jpass toserver > NIC

1

] 3

T
¢ F a ™\

[
i distinguish cmd
i key- value caching

1
1
T
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
T
1
1
1
1
1

|
|
XDP : |
0 ; ;
% response write :
|
|
|
ERB k« 1
A ERB 1/0 module |
\_ 4 i 4

- network stack :
page cache! [ETTT]---  kernel page cache = 1
! 1

i

1

SSD |

1

T
v
@ SSD D redis AOF file }

[2% 8] ERB ©A 7=

_2’]_



4 82 ERBY #HAl #+z2=2 UEHYA 2d"Hz ~EFA 289S 533

I

AdE8 ZYU)aE ATt ERBE XDPolA #iRE w2 A A2k
EZ93 &9 wd eu =4 HolH HAF eHI=EE EdHoR AATY
T At B3 A BEoAY HE7]Ad Hx2a dEEs S8 AR
AN Aol ~2EZA J=9 NS AT 4 9tk ERBE= =4 ERB
Abg-2} o 9 (ERB user space)¥} ERB 712 < 9(ERB kernel space), ERB
dE9 ZE(ERB IO module)2 4 ®t}.

1) ERB AF&-#F 949
Ae2E= ERBE AFE37] 93] XDP 7% A8, ERB Ad 99 =4 A

92 5% 52 A9k dvh A% HYS ERB AHSA 99 F4

lo
Z,
P
O
o
ol
2
2
iV
M
rlo
&
Y
o,
Y
|
=
k=i
N
)
ftlo
ME
X,
ol
ol
=2

ERB 74 992 ak o
°]2 ERB 7HAlell #7¢, Redis Seo]dER 45T &5 A& =2ain,
g Rere| 7] Wy (write buffer) <

S TP =3, ERB 7Y F9ol= eBPF W& AR&al 7]-8F 7AA
F7HKV cache), 27 3 degdeoly A T S £A35H, o= &

al &4 787 ALY daa JdEEHS A 3L AR AFe] Jbe
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g#Ho] e #4373 ERB 458 ZF¥ 54 44
ERBE set, get W& ol& A st 2z} Bl A AL thg3 2o

1) set W&o A #A

ERB #AY 992 Redis AW = NICo $=21% #7lo] Redis F&o]AdE
25E dF5E 3JA, ERB7F AEd 4 A= HHofJAA A g set ¥
Holo] A9 HA3ldd AgH 71-8F %S ERB 71-#5F 74AIQl KV cache
of Asfor drh. ol& fa WHol A 7 TS HAE F A=A
KV cache®] dEZ=E A&3th set MHE] WE&S AFT KV cache NE
g & AT ERB A2 992 719k UF #k& KV cache Wil A%
Skt kAl Redis everysec =7 ®WAS wWado] wholo] Ad FHolH FA
g Ayt Ay, mela ERB AYd 992 KV cacheoll A4 3
set BEolo WES 7 #HolA Aol AAsfoF gt} ojuf XDP %
A AR sl ERB AY 992 AHA] AL HAolA Al 2ol Alef
W=tk webA ol & s Astr] flE HeolA A A4S ERB Ad 9F
o] &ZtelA ERB =9 EEx &3, webA ERB 7Ad ol A
2 d9d FH S5A Redis S2toldE

=

ftlo

2) get M@l A HA

Redist= get @l A& Al |7 AFE 7] s 7Ivte= 714
T AGAEE g & Xt o] did ¥R ghS Redis FEtoldEo
A AEgth gk ERB Ad 992 9
g4 ste] KV cached dEZZ A&t} oldf, &5 AEAHS 93] 7] 3

Al @GR e 2 KV cache dEZ A oHE JAostx] G 7l



719 EA<E 3 KV cache MEZ O A&E 719 wAdS A3 Hlus] 4
3] dAst= 7l diste] WF @S ST olygh WAeR 8F 7]
et WF S Zdohd ERB Ad 492 FA §9 AAS 2438t 3
2

WE 72HS Redis FdoldEZ A$3 )

3 A #HolA AA A3 Hiaa e

A Holx AA HAE 3 kernel write() 59 Haa dEHE 9
g flatasync() ¥+ ERB 719 999 WHo] e A verjqoez
sAgn. ol 9@l ERB AYE GG set HEHo Ay FHAolA
erb_kfifo_in() kfuncs[16]E5 AF-&3] ERB AY JdolA AA"E 227] ¥y
(write buffer)& ERB §4&% E& WF9 kfifo A5 72E dIdr. o5
ERB 19 EE2 33 kfifod H]&s7]dox Hato] kfifodl #Add 2~
7l WA E S H o2 13 kernel write() 55 &3 #H oA AMA S
A8ttt o] & Redis AOF everysec &7 WA Hd& 4 F=#at7] 98l

w2 HlE 7148l Matasync()s TE8F] H2= =92 TAAIZH
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V. 73

1. 2E8 A A 2=8& 918 eBPF kfunc

eBPFE eBPF verifier[8]¢] 94 A el A WA 7|0 &8
2l Z= 2AE 9l thde eBPF helper & #l¥3ci[15]. XDP
& Abgd ZeH9 AR A"t Jhestct shA R
XDPel Al AF&3 A= eBPF helper 3= T2 WEYA =25 913
Agee o 2ER] AY9S A e ATHA Gevh A

ERB+ eBPF kfuncsE A& 2EZAE 93 &4 % eBPF helper g4

Al eBPF helper 3

N

2]
£ AFed Linux AE &2 3= $4 §lo] eBPF kfuncs® T@37] 9

3 AY ZES AEFU(ERB I/O module). & =2 Redis 27 $4&
?138l Redis AOF v}le] v tj~agHE 2= 94, ERB 9459 EE

kfifooll 227] M3 & AHste FTE A Ao}

1) Redis 2745 913 g7 3 &4

Redis =7 %22 Redis AOF
ALeA 71 =e Uzt WAt g WA Linux 7AE WP &2 344
o7 Aurz|, Ad FHolA AN H2a dEHs 9% 27 HAE
A5 5 flatasync()S SEate] #HolH AAS WS SSDE YE HE=
Aoz & F Atk ol ERB ¥=% REdA Redis AW7F A3
AOF =74 ol Hato] 71d #HolA AAl 2SS Adt7] s &l
T 9do #d yaaHE ol IFAolnt o] HAA HAstE A=
A 27FA7F vk 4 ERB Ad 993 ERB 9459 EEo] Redis AH
of HPHoR F3E AV Ak AOF 3o 4% Redis A olA A

ol
e

2|
2
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AE™ 2 #%e Redis A¥ e A9 24 dFo A€t sx3t ERB
Ad 93 ERB ¢¥&3 ZELS Redis AW oA F2str] ujiodl,
Redis A® o] Agd Wo] dA Hd 5 ks A7 S g,

©2 ERB 94&98 EEI Redis AAW7F AR & ZZA 20X 523}
A 7F Ak ERB 948 REo] <1248 AOF 9] 7 tj~a9H
Redis AH Z 229 3t t2ayy golEd Ads JAgx=s 7|9
o2 a4+ Aotk F ERB YUY REo| T&3E ZEAxd M= AOF
BadS AH open() A g7l wWlEol i ZEAx0 vd UaAYEH
Hol&ol= AOF ¢ 3 f2=age7t EAsA &5 7FsAol w$
Atk o]y FAE HAs7] A3 ERB &9 RES Redis AW %7]3}
Al eBPF kfuncsE& &&3te] AOF #49 3t ty~a9YHE ERB A4Y 9
RE A Redis AHe ZZ A2 ofolt]
AHE 7|HFS 2 Redis AW Z 2 A 20 A
c}.

i

rr

rr

qoz HddsH, ERB 4=

(PID)¢} AOF 3t<lef sl v

& AOF s el whd FxA 5 F=x
(1) si2 4

b 245 A

ol
o
ot

D Redis uretprobe

AOF 342 Redis AW %713 Al aofOpenliNeededOnServerStart() St
F oA AAE oju ERB #Ad 492 eBPF uretprobe[53] & W2
Ab-&3te] Redis AOF T o] 31 tyx2a gy E 23}, uretprobe 5
eBPF¢] thgt 3 WA 5 sfuz AREA 49 ol ZgAloldol A A

el $8 Aol eBPF #58 443t Wt #3 Axel o

o e
rir
nol'

5}

ERB Fv UWHFAS=R erb find fl() kfuncsE ZE=3h T
kfuncs= AOF %o 3 HzadyE Fxctr] 93 = iAo
2 Redis A¥ ZzAlxe 3 t]2aE golBg %3 ste] AOF 7Y
o] 319 "~aYHE ERB A4 99 WR=2 dg3io

ot
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@ AOF 3 H==3E &4 4y

Redis AW ZEAxe] sted H2ady ®Hols WHE <38t AOF
d YzxadgHE 27 Sl erb find £1() kfuncst  linux A<
/proc/PID/fdE © A3t} Redis AW 2] Z2 M|~ olo]f(PID)E 7T+ o=
3 /proc/PID/fd W ¥-ol= sld Z2 M 2=0A open() 3 TUdE9] U}
B yz2a-"y  sol AFE v weEbM  erb find () e
/proc/PID/fd WHZ 3|6t AOF 399 Hujalel dA5t= HdS zHa

)

A Fdel JAdxl 9 fA2aAgHE g Ysit. Redis AWM= 2H2E 170
°] RDB ¥4, AOF 3¢, manifest 342 FX s, 2 U] HulAl=

“rdb”, “.aof”, “manifest” ©]t}. wWEtA Redids AW Z2ZA 29 34 ¢
AYE "HolE WiolA HuAlZb “aof ¢ 3de& AOF 27 dYdolgt
g = Q.

2) kfifo AA52 %2 93t kfunc

XDP+= softlRQ 18 ~EoA APsr] wjie tra &8s o5
4 ¢lth w2k ERB7F Redis9 AOF everysec 27 #3S A &3 mws)
7] YA softlRQ AYAEES AL&3tE XDP 9 9o ofd #d HEAE
& Abgete o5 g txa YdEEs sE:dof gt olE Hldl
ERB+= #Hol A 7HA] 23 v d&4nts #9st= ERB 9459 =&
S ARESTE SEAIRE AOF dhde 2d=E 227] ¥ 3 (write buffer)= ) 7 ©]
A= #FA F, ERB Ad 999 WEol Ag AA Fo Addrh o
A ERB 14 992 AOF 3ol z4dd 227] H{#E ERB 7E < HelA
ERB =9 =& 5= ddafof gt}

(1) =A%

ERB #3d 999 AHEE ERB 459 EE82E dFsts HAAA 2

o

d



= wAE 953 2 ERB A1d 993 ERB F9 2EE MR gE
dAel f1xst7] el ERB &% EE<2 ERB 714 99 Iy

Bol A3 Hsta sid JEE

il
BN
)
et
4
=0
v
o,
o
ro
M
B
e
;?L_',
N
ol
ol
N

98l ERB 94%3 RE> kfifo A5 T+F2E AHE3lH, ERB #d 9 9ol A
erb_kfito_in() kfuncsE < &3t 227] MHE kfifo AR T A0 =2
=g
(2) 4 W
kfifo= Linux 7]d¢] Al&st= 3 M H= FIFO(First In First Out) T
2 wEv}, erb kfio_in() TFE 27 ¥y, 27 ¥y 2o AOF <
U= YE, Redis AW ZEA| 2 ofolt] 55 dhbe] FxA =2 W] E
RB ¥4=8 =& kfifo HFol AFsrt webx ERB AY 4AL erb kf

fo_in() ¥+E5 T ERB d=9 EE9 Kkfifod #Hol# 7

2 gEYS A% 2T ARVL AP N 24H g
£ Fedshd PEG. ol F ERB 9%Y wEol 0z 1EdE Adste

% ERB Ad 9939 F7HA0 Fszg flo] kfifo Az gz *

TxA ) vErH oz HEE kernel write()¥ fdatasync()E FZ3r).
ERB &% EE2 Redis FEo|dEZREH AAS AHEsty 9 o
gat= ERB 718 993 Zel¥o] vsr|dow 578t7] wjitol Redis &
golAES] AZ AA A T 2EA A9y ddE AA AHE &3
o7 AAZ . Wk Kfifool 227 WH 7L VS A= A§ erb kfito_in() ¥

TE &3 kfifo HFol 227] HHAE AAstees A9 AFEHA, i o
712 Redis A1 =2 B YA ERB7} ol Redis AWl A A4 A2 H ).

2.ERB =38 289 g2 =9 44



ERB 9% 52 ERB 719 493 Sd8on Fxat kfifool] A7
H 9o HENHoR HLsS kernel write()? fdatasync()E A s}
ojW, E&A TS A WA WA ALEst] 27 2GS AP,

Ad Holx AMA 7S GIEE write kthread®t SSD=E o] =2 A] (flush)

1) ¥l =] #Z< vkA

Redis A& WHo] 9= AOF 245 Adsr). weba ERB AY <
o A WHo TG$lE ERB &Y EE9 kfifo AAEFZ 7] Wy
45 AGs. wEbA kfifo AEFE R = 27] FdE 7te s 27

e YA WMHE7E dasith olYg A M= ERB &9 EE AA
ox HAA F AG&sto] ALETh AL HolA Al 227 ¥H AAHE
TG 9el= write kthread™ kfifooll H<sto] 94 749 227] HHAE 714
=0 ol ThA & 227] By e AHoer nAE 7] By A e
o} kfifool Holsle 2271 W3 & vuste] o 2 gtoew A4 A kfifo

ol 27 MHES AW F write kthreade U4 ® 3o 7] 93 W&
< A2 BAST, wlX Yo 2 kernel write() 3% Al kfifool A4 71 A
> 2271 WH7E obd Y &S HAE = YA HEE dHoEHA o
el 7] W E g ol A FHo] A FhAel A4 gkt
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2) kernel_write()

Ad wolA MA S 8 kernel write()S T ZE3=
ool = W W&ol AAE U Fd FEATE HFH ol ol A
il Zo] ERB Y4&9 EE-2 Redis AW M2 T2 Z2 A 2oA 2
w7] wZel Redis A¥M7t open() 3 AOF o] e tl2adE #Hh&
FaskA Eske ZA7E AT ol & #As7] $& ERB Ad 99 erd
_find_fI() kfuncsE E&3ste] AOF o 1 t2adyE gy Wt
olFA #H W2 AOF st o] st YAy E = kernel write()& $1% A
OF 3 x4 &4 A§Hth AOF 3o 3 x4 &4 9A ER

=
B 9549 REo] AadFH = T2 A A7) ofd Redis AW Z2AAE s

e

A5 27

=)

oL

of 3t= HolA AOF #de] 5t t~ade s e 43 fAkstth. 3§
g A& kernel write()°] A 3t7] A Mol Ay Ew ERB YEY EE
o] write kthreadel Al Eztstct s t]~aHE HeolEe 7 T2 A9
H23 el FZA(task struct)oll A5 o] o}, welx Redis AH Z=2
Ao Bz ge FxAd H2s7] 98 ERB Ad 990z i g dAY

W2 Redis AW Z2 A2 olo]t)(PID)E AM-&3te] pid_task() &55 4
gk eow i vz #e FERAY 3d H2aHy HolEddA
AOF 5+ tj2=3a g e 7|wto g AOF #d FxAE et v
~AHE HolES dutd o7 RCU(Read-Copy-Update) H.35 W=t} u}
@A _fget files_rcu() FFE E8 Hd taAHE HelE Uy 3y
TERAE e A4S AT S AHE rcu read lock(), reu_read_unlock()
g5 A&ste] RCU HEE Wi dolHo ehdatA HtsloF gkt o]
G T8 ZRAZANAM open) B HAe] A 24|
of ¢tz {3 4 k. AOF #de] #d Fx2AE ZYvtd 54

7] Ys g Y FxAQ e fpos lockd) m

)

to
[H
S,
offt
>,
oX,
Mo
2
il
:é
N
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utex_lock()& AH&3h. o] % kernel write()& ZT 3%t Y FAAN S BA
st A FAlel XDP o] F-oll e kA Al A HolA A S FTTh

3) fdatasync()

Redis A Bl= 37FA F#7 ¢ AOF WA & A too] T Ay B2E
Ho| A 71 A S5+ everysec WAel A5 =9 1HY fMatasync()7V &%
Ao o] A wix 3 W yxaa o] RS kernel write()e &
3l A Hol A AAlol AFEHAGD 227] W] f-go] SSDol| el 23] A

73

35 Fae A9

o,
ol

#r}t. Redis® everysec W2A& Ab&shE
fdatasync() #4< Redis "¢l ~# =7} ofd wi
(bio-threads)el Al A&t ERB 9459 25 A ad A3 543 3
B2 F&dsl7] 98 fatasync()E 33t fsync kthreadE A3t #Ad
Hol A A AAE FIEtE write kthread®t 8] 3o}, fatasync()S 23
st7] 918l AFEE = vs fync() $H4E SSDE9 FH A (flush)E Aa T I
de w3 FEAVE EgHolrt. ojwf ERB 4E¥ REEO Redis AH 9
AOF #d FxA&5 A& F=xsA Xt wAZE T, sid EA4AE
%M 522 kernel_write() FEO| A LAt FA sdty 4 Uy o
Al 2ot wElAd Redis AA® 9] HA=
& "Astes WUHE sdeA Abgsted AOF #Y T xRAE
vis_fsync()E& =319 fdatasync()E A 3Yst. ol F7F 27 glo] df
fdatasync()& BTt A Folx] Al g€

$m gsa QEEe A

=)
1
QJ
I
N
rE
lo
fr
o
e,
-
Pli

gttt ol g EAE
(fsync flag)S AF&3t}. kernel write()E A3t 4% 7@ HolA A
ol AOF 3t<de] thgh =3 dlelel7} A e} o= SSDE FHA &
dlolE 7} A" Aolth. uwpebA write kthreadol Al kernel write()©] A3 38}
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= A YA Y 2E 12 A5 fsyne kthreadol Al fatasync() 5%
o] 7}sdS &t} fsync kthreade wlZx 7oy} Ze]A] Y25 QA A3}
i flatasync()e EZE3t7] A sld FU #E 0o=2 WA
fatasync() 3% A ZYA WL #E

%
< LAY kernel write()= AAZ F Utk o|FA EFH A EFHIE AHE

_O'L
rlr
oM,
o

ofo
ok
4r
¥,
£ e

3. eBPF A% Aol TREFZT A ==

1) eBPF d% Alo] ZZ EZ(TCP protocol)

XDPell A sjZls A elstol a&4d e Fdes 24 V&€ dres
AH&2E HlolBl 1l Z 2 EZ(UDP protocol)= AHE S 3171 A gvts &

[14, 38, 39]. 3tA 4k Redis® 7|22 o2 AE Ao TEZEZF(TCP protocol)
e AleetH, Y ZREES AHAY e dHely dEs ntem 3
HAAQ Z2EFo|th, mefa] 2 =2 eBPFolAe] AF #Alo] Z2EF
A4S #s eBPF WS AF&3] 47 A HE(Sequence number)e} €21
S5 WM <Z(Acknowledgment number)E 474 3= Middlecachel45]& 313}
ol XDPellA ol A7 Aol dF Ao ze2Ezs Addtt. 149 9= ERB
ANA AF Aol ZEEZ ALdS f8 XDPF TColA {7 &4 HE e}

ol g MEE S P ot
2) AN FE
FNV-1A siAlE 28 a4 B2 98 45 Agdh 4% FNV-1A

AANE AeebeE AN ded 2] Adow s 32 vEe] A it
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ro

=

>

qkok oluf A FEo
. WA Al = FNV-1A SjA
HASH MOD goz ymx dAakste] 7
2 ARgsn o] g A Fal R
oz AgETh wEbA] 3 AR e
S AAbste] HloldE KV

= g A8

A

HASH_MOD #k&

HA AR TR

ot

=

-

&

FNV-1A¢] 3A] ghel + WA=

cache NET A= Al & eBPF verifier[8]e] W#Ho] 4= Aoz
ole) F3 FZEZ A3 A FAW A Erhssith wekbd A
Gol £ ALE ool wolgl: AENE 2H TaTW AP AL
Redis A H 2 AF ¥ o] Redis AW 7]-87F QA A H.
1) cache hit
client —» ERB Framework (XDP)
SEQ : sequence number
SEQ —= Ly ACK : acknowledgment number
ACK —= Loyt L;p : incoming packet length
Lin += cilent packet length Loyt : outgoing packet length
Loy += ERB modified length
|
2) cache miss
client server —server client
ERB Framework (XDP) I | ERB Framework (TC) I
l_’ SEQ —= Lin SEQ += Lout
ACK —= Loyt ACK += Lin
[2%] 9] ERBS] A& Aol T2EF A %2
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2 o A= ERBE A&3l B fa=zse AF Ao Z2EF 8HS
Ag)ed o dAstE A Y AA AZF A4 FZo ol iE e &
FA So tis] Hrisith, AdE mlo]lmE ¥l xvlA<Ql redis—benchmark <}

a2 Wxet=¢ YCSBE Yo 83k},

Au A 87
(ON] Ubuntu 22.04
Kernel Linux 6.6.0
CPU 2 X Intel(R) Xeon(R) Gold 6342 2.80GHz
Memory DDR4 128G
NIC Mellanox ConnectX-5
SSD Intel Optane P5800X

A wale] 49 271¢] NUMA ==% 713 Intel Xeon Gold 6342 CPU
AbgstH 7 NUMA =23 24709 :olE 7hdt welA g A3

=

NUMA A 9435 addste] Ho 24709 ForbES Agsoh, 18] 3 128GE]
H2EE AFg3t 100 Gbpsel Mellanox ConnectX-5 NICS AF-g3ht}.
AOF 27 34S A#Ag SSDY 72 ¢ Intel Optane P5R00XE A&3Ht). &
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AA A} Linux A2< 2+7F Ubuntu 22.049F Linux-6.6.0& A}-&3kt},

[ 3]
FooldE WA &A
0N} Ubuntu 22.04
Kernel Linux 6.6.0
CPU 2 X Intel Xeon Gold 6338 CPU 2.00GHz
Memory DDR4 128G
NIC Mellanox ConnectX-5

FolAdE #2le 9 Intel Xeon Gold 6338 CPUE Al-&3tH A o
N SE 2 AH MAlY Fdett. AH el FEtoldE e NIC2 23 dA4dst
of ARgZTh EE AL SolHzwdE AFESHA Zow cpu AMY
(governor) A4S performance® 14 ¥ st} ma FooldES @
g AW made] NIC sZl Al solo] &40 FAA7|a a9 o
A8 E el NICe HE] F(multi-queue)?t RSS(Receive Side Scaling)
£ XA NICY 2E F 7le& A&t 4 54 F(Rx queue)t
T F(Tx queue)® 2 HH=E A3 Fo|5 WHsA et ot
7o) FFAE W A2 g2 FZolE S8 A rtsde] dAsY o=
AA AFPE YA X Aoem AHe g AA7E Utk AdA
NUMA A 945 s AW wile Hd 2471 3ol & AH&stha &8l
ube HE 5 AA] H 247 sl S AE SR

N

AUNEEREREREE
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E =229 plojlmz #Wxvta AFSE 93] redis-benchmarkE A}-& 3k},

¥ 3¢ redis-benchmark 23 A &S e},

[ 4]

redis—benchmark 2 & A&

Key size 16 bytes

Value size 100 bytes

Key population 10 million
Client 100
Redis—-benchmark threads 100
Max number of redis application threads 24
Max number of RX cores 24

redis—benchmark 2% Al 7] 7] 16 vlolE, ®F{F A 7] = 100 bytes=
Abg3t & 10 W el 248 A3t} redis-benchmarke] FEloldE

PN
T
= & 1004 o] redis-benchmark”’} A% W& X o] HE AL 97| 9
=

a9

3 redis-benchmark Z~#=Z 100712 %35ttt ERBY A 2715 2
oA AAEE HAA 2HS
Redis AHE 3] &It
I+ HdY 2470, ERBE {3 €33 &=

At ¢ dE 10 WE A

e
Hy
2
4y
©

ThreadedlOE #3+ UES A 2~y =

of 4 AA Hu u7hE Ag B,

K



N
ri
=
(@)
[N
=
o,
w
o
X,
ofr
rlo
12
—
[do}
(e}
™~
=
o)
w
Q
@
X,
ofr
rlo
2
[\
w
N
™~
e}
o)
w
Ll
N

__(EL
sa k. wd 1o oW A&HMS wW ERB set A5 oF 739
KRPS, get 452 ¢F 605 KRPSE 7] 533 th o]+ 7]& Redis 453 Yl

W3] set AT 9F 399, get AT 268 FAH FXolt) oS EF 3

N
1o,
i
ox,
2
>
o
o
XN
N
>
)
oX,
A=)
O,
[
H

hinss
ri
M
olft
)
ftlo
A
L)
ol
1

=
offt
N

800 739

700

600

500

400

300 232
- 190

100

605

Throughput (KRPS)

set get

redis M ERB

[72¥ 10] ERB redis-benchmark # <& A| %k
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&
gt

g4

o,

7}

13 232 ERBS redisel 17H5-E 2470744 €] 510] 5 & d sty
of & F7Hd & ERBY A5 4SS A7tk 29 112 redis-ben
chmarkoll Al set HHEE APAS W] Z3olH, 17 12= get BHNE
23S weo] Aioltt Redis= Redis AH 9 server cpulist & ZA 3}
o] Aqu A g BFE o] £ 245U CH, Redis TS Redis 45S

A3t 3 Ao Z Redis AW gdd 0] 429 ThreadedlOE AF-&3] Wl

ofr
K

=90 @93 2= & FdsA stE Ao, ERB= ERBO
g so] 5 AT Aot a7 Ao wo]~ekl2 Redisol® Red

is-Te¢ ERB® 45 744 A= Ho]zede] s vugds o A

1200 1140 1140 1140
1110
1079

1000
~~
4
&g 800 — 726
<
]
2 600
=
=]
2
15 400
= 223 242 - 200 207

193
200 179 181
0
1 4 8 12 16 20 24
core

Redis ®mRedis-T mERB

[2¥ 11] redis-benchmark set &l 4% 344

okt
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1200

998

1000 950 950 950
907
~
g
&z 800 768
X
N’
- 596
=
2 600
-
%n 408
S 400 353 L
= 310
= e 23
213 212 213 g 215
200
0
1 4 8 12 16

core

Redis mRedis-T mERB

[2¥ 12] redis—benchmark get W=Ho] A% A
I8 119 set HEHo] A3 A} Redis-TE #Fo] 71 §FEE H9 Ho
2gkelo Hl& Ha 12004 H 16819 A5 FAS Holy, ERBE F 9
2
=

F7b SAge] wel Ha 4wjolq Ho) 64W A% FHe mATh 1
<

o 17809 A% FAS Holn ERBE FHA 2894 Ho 4.1vie A% 3

e B BE A9 o] 2Tl Redis® dee @Y sd=z A3
o]
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3. MmZ2 WXxnta A9

T e a2z dAna dds 98] YCSBE ARSIt # O32

[ 5]
YCSB 2% A ¥

Key size 20 bytes

Value size 100 bytes

Key population 10 million

Distribution uniform
Client 100
Max number of redis application threads 20
Max number of RX cores 20

YCSB A3 Al 7] A27]+= 20 vHlolE, W1F =A7]E 100 vl EE Alg3 o

’

M = 10 v 23S AEst) a8 7] BAFES uniformo 2 AFE ST}

HO

P Ao A ERBY Redis =5 207 o)Al molE ddddsl= A9 As
o] ¥x3} H& FAstAT. webA vwjaz WX vz A HY T =
o= 2071 = A gt3tct. @A ERBY KV cachex A+

N
i)
rl
i,
rlr
=
o,
v
=
S

data)} A5 HE# FE dolE(cold data)S TH8 1 BD Q3 Ho|H
Z BEA7E dolg W& A= (eviction policy)S AlEdHA eki=th whel
X ool AL 2AFE HAHEE dolyHo FH 9AHE HUYE zifian X E A Y

Z Ao Agslx 7] wjEo uniform EXEE AlgE] A4S Pty kA

nfola 2 wlxvla Ay FASA A A7]e] H$ YCSB7F L4 s =



=
=

@

QO

[oN
(@)

=
@)
|
1t
)
ol

N
&2
rlo
=
(@)

e
wn

Lo
o
_1

K
2
-
Lot
o
-3
R
ll
oX,
olr

Fgol A9 TASA wEe Fdsdid. wEbd 2 AgelMe=

il

6% YCSB A oA A8 2= ¥ 548 Yebd Holt),

[ 6]
YCSB A==

update 50%

workload A
read 50%
update 5%

workload B
read 95%
dat 0%
workload C upaate 2
read 100%%

1) a2 =2= A (update 50%, read 50%)

a9 137 a8 4% 47 B gaze 9azs= A(set 50%, get 5
0%)E5 AL w Redis-Te ERBS A5 2 99w A w97 (ae] A<
AZY) & ARY 74 Adtelth A3 23 ERBE Redis-Tel Hl&] 4 2,
7afell A H ol 590 U TS AT H3 set R ol ek 99 A
B9 &9 A0S AL 199l Hdl 28¥7kA] A 71 W, get T8 o
of tigh 99 A WME LG SH AIZFE FHA 26l A FHo 41874 7HAA]
7t} updateE AF 3= YAz A9 EAN ZS prite() WE o)
9t olwf Redis-TE F714A write() N2=® &3 fdatasync() ZE

of A AlFtel 2 F&EE 7A WA ¥ Aol A5 W ERB



o] A 2~EZA A EHYZ YHo A7t B FHe] F2str] wiEl
2+ yrite() A 2=® F SE2 A3 A o3yt FEteldE AT AA AT

o d&F= 71AA B=t

|
otk

1400 1319
1252
1200
1077 1100
n
£ 1000 -
=4
N
~ 800
-
=
=
S 600
g 440
=
= 400
=
224 221 220
200 165 203 193
0
1 4 8 12 16 20
core
Redis-T ®mERB

[Z29 13] YCSB #1=22= A A%

1200

1000

600

400

99th Latency (ps)

200

oo
—
NS}
—_
N
3]
(=]

1 4 8 12 16 20 1 4

set get
core
‘Redis-T —ERB

[1¥ 14] YCSB 91225 A 999 W &4 &9 ALt

- Z1:Z -



2) 932 =2= B (update 5%, read 95%)

a9 159k a9 16 47 B dam=R aRE B(set 5%, get
95%)E HqdS u Redis-Te ERBe A5 % 9HA WiEQ4F S5 A
A Aol 2d Ay ERBE Redis-Tol Hl&] &4 27904 Z )
6.19 e Aeso EAtk T3 set WEolol g 99 A WMELF SH
A Zbe FH A 28wl A FHo) AT 7EA], get B E ool gk 99 A W E 9]
SH AE HA 3ol Hd 48u) FAAAT. FE 97 WEovF A
He Aazs B 5S4 iR HEoe J-8F Agadd A W
F @S S35t hgetall HH7F & H T olwf Redis-Te 4% 39
T el WE Z&A A HE At AL Y write() A=W F
=S Tl HAAR=E AdA SAH @ Aerds d% Jidd Aes B
o SFAIRE Linux AdE WEYZ 2"oA DA Soist &9 wdk o

leof doly JHALE AAEHA ol Aol AAEd gFdFs n e i

=
oo ARt dES F= UEAZ AR A A nlEr1He 227
a8
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1400

—_
SN
(= B ]
(<=

DN X
[
oS O

Throughput (KRPS)
NS
g

[2¥ 15]

1200

—_
[
(=1
S

800

600

400

99th Latency (ps)

200

1225
1071
958
483
242 256 262
179 ‘ ‘
1 4 8 12
core
mRedis-T mERB

YCSB $122= B 4%

set

core

———Redis-T =—=ERB

1267
1165
239 508
16 20

8 12 16 20

get

[29 16] YCSB 93 =2= B 99H A Wi 9= Sk A 7F
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3) Y9I EZ= C (update 0%, read 100%)

a9 179k 29 18+ 47 B ar=r 925 Clset 0%, get 10
0%)5 AdAS ul Redis- TS ERB s % 99HA #WE 94 &9 AT
=4 Aoty A5 &4 Z3 ERBE Redis-Tol vl Ha 26404
o 568 Y& A4S Btk T3k get W oo g 99 Al WE 9 &
9 AIZES HA 25vfel A Hd 2.7 ZFAAIF T ¢17] AP &S £
ARERl YAz Co 54N e WHolZ hgetall §Ho 7 S&H )
webA sd A WEol A Aol WAstE 2EFA 2Eo o
A== 1A Zal Linux AdE UWEY=Z 2~ ovd=9 &4 AA
SHol] 23 BEth Redis-To A UMEYA 28 oW =9f fEo] =
Egx] =8 ows =14 Hajxl Har= AS fa== Boll HlsjA v A

>

¢

s &4d dss Hth ERB 941 4% 9] hgetall & olE XDP
o A A st7] wWlitol Redis-T2 w9 3 QHI=E Frjxor Fo F
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1400
1200
1000

A O ®
o O O
o O O

200

Throughput (KRPS)

1247

1182
1112

943 970
486
- 249 265 270 EEE 223
4 8 12 16

[29 17] YCSB Ha2=2= C A%

1200

B
o
o
o

800
600
400
200

99th Latency (ps)

1 20
core
Redis-T mERB
1 4 8 12 16 20
core

Redis-T —ERB

(27 18] YCSB $1= 2= C 99 A B 95 Suk Az

4) ERB 7§A] Z7] ¥ 7§A] A ZF & (hit ratio)

A AFL ERB /WA 379 wE AA] AZ=ET

oX,
olr
=
=1
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|

-

R

o
19+

]

=2
=

H o] =}
a

}st sl
dsolth

9
7N A

st

=

R

st o™, ERB 7219 A7

[e}
F Redis

R4

Q
)

o

A

o] 10%°lA 100% Hl&=
A

=

< 7}l

=

=

o] 2470
A7)

A Al

P

T
-

1

3 YCSB 9az= A
0%

7]

a9 202 get HE ool Aol A A7)

ERB set ™ @ oo A <]

ERB 71 A

EY T X O o T N BB N
T - N S L
Uiy %%ﬂiﬂﬂaﬂﬂ&
"
No T e Yo o o = o
< CIE: - I R ~
c3 T XX R — P N o
T R S -
W, o MR = 7_ I NS
BOELFE e kg T
_ L~ = oA ' o
T < 2 N 7N 5
T @, P LR og oo oS
5 oo o1 o~ Mo =
= oo T o2 o B
: e W TN e om oy L
=8 < o = = L R 3
—~ < OE 3 of-
_16 m )| ~ ol M £ T R &.e o)
o = m Ho_l = o T %0 »
— ~ AL o]
o = o. o No O ol MM 1o° 3
D e o WoRr o
A T = oo
) I L . I
T = O A o
JJo = o ° . E _ MM
1o 1r L 0
- W N -
% %owﬂ%ﬂﬂ%bw
op 0 = T I =
o) il o do = "W ol
_Mmm o+ ﬂm %/; N Mm =T W T = Nr
SRR S R
=o R 0 0 T o 0
Lo o M m_#. Jo do . o® N h
y o g W =T g U5
O ° ® X
F o ® B T oo o omh o T
R TR oOxORE R oo T

7} ERB A

=

H 3]
dl o] €] (hot data)} L

Fe, AL

-

°

1t

A

=] &

[e)

=
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:[l

=

=
d (eviction policy)

4

2

7] ujZ o]t}

5\
2 do]E(cold data)

HE A

vl

Ho oF 4% ¢

-
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1600 100

1400
50
40
30
20
EEEN o
0

1200
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Cache Ratio (%)

Throughput (KRPS)

[0 RPS e hit ratio

[28) 19] ERB WA 7] Wslo] w2 set WHo] A%

1600 100
o 1400 90
80
E 1200
70
< 1000 o0
2 800 50
T 600 40
=
S 400 a0
= 20
= 200 0
0 0

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Cache Ratio (%)

[ RPS === hit ratio

[29) 20] ERB 71~ 7] Wslo] w2 get WHo] A%
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VIL. #&d A+

1. A9 %3 W2 (Kernel-Bypass)

AEE A Pe18, 26-32]. 2EHA dE=HS A% Ad 3 7

(Kernel-Bypass)e] tE A<l 7]%o+= Intele] SPDKI[29]7} ¢lt}l. SPDK:=
A FIE T3 AT 2EYA VHOR V|E 2EHA T2 =Y
Wa Ads slAsty] Aal e Tl 2EfA =gtolHE 531
A S AXA guax wmE 2EfA AEHE 7tFEA . g
SPDKE AH&3st7] fad AFEA7E 2FA A QD 3 Al 2"lS 56kl 2E
g2 =8 g5 gs] EH(polling) 2FS Fd3NoF st T ML HF
deol mf =2 A7 do o HEHA dEES AT A8 %3
"4 ol &= Demikernel[33], TAS[34], mTCP[35] S°] Attt g WAL 7]
= d=Y BRAA ALS ALt AAde] HEYHA oA LA E=
oW =s AR or AAg o T2 BE v 7] &9 (busy
polling) & AF&3t #=2 AsS AFste ol Bt 4347 FA B

olg ol W A7

2. E9)ZE 9% eBPF

34 eBPFE #1720 FEF7], 2= WAY36], ZUEFBE71 AEE
o AN H4 ATES BPFE W mUH®Y 77 ohd thed okt
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ol

< LI E(offload) A7l ZHE3 == AFSsal 9tk BMC38]&
Memcached?] get 914F A 3}sl7] 98] XDPF TC oA eBPFE 3%
ghoh o] AS A" #Fe] Ad HEYA 28of HdIEA ¢gi NIC
=efolol A Ay wiEe] wie =& AesE E484g F Atk
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ABSTRACT

ERB: Unified Network and Storage I/O Optimization
Using eBPF for Redis

An Seolryeong
Department of Computer Science
Graduate School of

Sungshin University

With advancements in storage technology, the performance gap betwee
n memory and storage has progressively narrowed. However, the emerge
nce of high-performance storage devices has introduced software overhea
d in the storage stack as a new bottleneck. In distributed systems, client
—-server interactions often necessitate multiple round trips through the ker
nel’s network and storage stacks, leading to significant context-switchin
g and data copying overheads. These inefficiencies introduce unnecessary
processing costs within the Linux kernel’s network and storage stacks, b
ecoming a critical factor that degrades the performance of high—-performa
nce storage systems.

Redis[1], a prominent example of a high-performance storage system, i
s designed as an in—-memory data store. By leveraging its memory—centri

¢ structure and features such as the Append-Only File (AOF) for persist
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ence, Redis ensures data reliability and stability, making it suitable for hi
gh-performance use cases. Nevertheless, Redis also faces performance li
mitations in environments requiring high throughput, primarily due to ker
nel software stack overheads. To address these challenges, recent efforts
have introduced kernel bypass techniques that circumvent the Linux kern
el’s network and storage stacks to eliminate unnecessary overheads fund
amentally[29, 47]. While effective, these techniques come with significant
drawbacks, including inefficient CPU resource usage and the requirement
for users to reimplement functionalities provided by the kernel.

This paper proposes ERB (eBPF-based Redis Booster), a novel networ
k and storage integrated I/O framework leveraging eBPF (extended Berk
eley Packet Filter)[6] to overcome these limitations and maximize the per
formance of high—performance storage systems. ERB is specifically desig
ned to optimize Redis[1] and operates based on the TCP protocol. It achi
eves high—speed packet processing by utilizing eBPF XDP and TC hook
points. To support Redis’s data persistence, ERB employs a kernel modul
e-based I/O mechanism that separates disk I/O from network packet pro
cessing, thereby reducing client-perceived response times through asynch
ronous kernel page cache writes and fdatasync() calls.

Experimental results demonstrate that ERB achieves up to a 6.5x perfo
rmance improvement compared to a multi—-threaded optimized Redis imple
mentation, along with a 2.5x to 3x reduction in the 99th-percentile respo
nse times. These findings underscore the necessity of integrated optimiza
tion across the network and storage stacks to effectively enhance the pe

rformance of high-performance storage systems.
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