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ABSTRACT

Multi-cloud environments offer wvarious technological and economic
benefits over conventional single—cloud setups by leveraging resources
from multiple Cloud Service Providers (CSPs). However, these
environments often overlook the associated security issues. In particular,
integrating services from various CSPs presents challenges in
maintaining consistent security policies, making multi-cloud setups more
challenging for detecting security threats related to identity and access
management (IAM), particularly involving lateral movement and threat
propagation. This study presents an analysis of potential IAM security
threats 1n multi-cloud environments and proposes a new security
response methodology, 1SIEM (Interoperable Security Information and
Event Management Framework), for enhancing interoperability and
compatibility among security monitoring cloud services. To achieve this
goal, I developed three penetration-testing scenarios based on CloudGoat
to evlauate real-world IAM security threats in multi-cloud settings. The
1ISIEM  methodology supports workload mobility across clouds and
addresses discrepancies in security logs across heterogeneous cloud
platforms owing to mismatch determinations arising from security logs
produced by each cloud’s security tools. Evaluation shows that iSIEM
enhances the efficiency of security management in multi-cloud
environments, thus improving accuracy by a minimum of 10.71%6 and
maximum of 23.08% compared to legacy security tools reliant on a single

CSP.
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I . Introduction

Recently, cloud users have adopted a multi—cloud strategies, utilizing
multiple public cloud services in parallel to meet various service-level
objectives instead of relying on a single cloud service provider (CSP).
Multi-cloud enables users to flexibly move resources across CSPs and
select optimal services that meet their needs. Furthermore, multi-cloud
addresses vendor lock-in by minimizing service disruptions through
resource migration to other clouds during outages, thereby improving
reliability and fault tolerance [1]. In particular, multi-cloud environments
offer higher availability than single-cloud setups by minimizing data
loss through fault domain separation and cross-region backups.
Moreover, major CSPs such as Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud Platform (GCP), are actively
adopting multi-cloud strategies [2]. Cloud computing, in particular, is
evolving to provide advantages in terms of performance, security, and
cost efficiency through infrastructure and services offered by wvarious
CSPs. For example, sky computing, a state-of-the-art form of
multi-cloud computing, enhances conventional cloud computing by
offering new benefits such as load balancing, failover, cost efficiency,
and multi-tenancy [3]. This model enhances load distribution through
automated resource management and dynamic scaling, thereby allocating
resources across multiple data centers or regions. It also optimizes costs

through real-time monitoring and resource optimization, thus ensuring



tenant isolation even in multi-tenant environments. Nevertheless,
integrating monitoring and auditing services from various CSPs,
particularly in multi-cloud environments, poses significant challenges in
maintaining consistent security policies. This integration not only
broadens the attack surface compared to single—cloud environments but
also elevates the risk of security threats. Existing cloud security
monitoring systems often provide simple alerts without actionable
countermeasures when an attack is detected, thereby failing to respond
effectively to various transition attacks in multi-cloud environments [4].
Each cloud vendor operates independent infrastructures, platforms, and
security policies, resulting in varied responses to the same security
threats. Moreover, the use of services from multiple cloud vendors can
lead to the propagation of specific vulnerabilities from one vendor to
another or create new vulnerabilities during vendor integration. Such
complexity in multi-vendor environments complicates the determination
of responsibility for security threats, particularly those related to
Identity and Access Management (IAM). While improper IAM
configurations in single-cloud environments can be attributed to the
user, security threats resulting from vulnerability propagation or service
heterogeneity in multi-vendor environments cannot be solely attributed
to the user. The passive response of CSPs overlooking the specificity of
multi-vendor environments, coupled with differing standards across
vendors, forces users to manually analyze extensive and diverse logs,
potentially leading to security threats across the entire multi-cloud

ecosystem. However, research on consolidating security solutions from



multiple CSPs remains relatively underexplored despite the rapid
advancement of multi-cloud technology. Most existing research either
proposes models targeting a single CSP or analyzes methodologies at
an abstract level without considering multi-cloud environments [5].
Additionally, no research has specifically focused on evaluating threat
scenarios 1n real public cloud environments.

This study presents an analysis of IAM security threats in actual
multi—cloud environments, focusing on differences in security-monitoring
services among vendors. This study explores three threat scenarios in
multi—cloud environments where security issues in one CSP’s
infrastructure may propagate to another. To audit and monitor such
risks, I proposed a novel security threat-response methodology called
the interoperable security information and event management framework
(iISIEM), which ensures the cooperative operation of various security
tools. Evaluation results show that the proposed methodology achieves
an improvement in accuracy ranging from 10.71% to 23.08% compared
to conventional monitoring tools provided by public cloud services.

1)  This study analyzes IAM vulnerabilities in multi-cloud
environments and identifies potential threat scenarios where security
i1ssues in one cloud platform may propagate to another using
CloudGoat-based Penetration Testing.

2) This study proposes the iSIEM framework, a novel security
threat-response methodology designed for commercial multi-cloud
environments.

3) This study compares and evaluates the iSIEM framework against



conventional single-cloud-based security monitoring tools to identify
discrepancies in security log statuses caused by policy differences and
demonstrates an improvement in accuracy ranging from 10.719% to
23.08%.

The remainder of this paper is organized as follows. Section 1I
reviews the background and existing literature on security monitoring
strategies and deployment models of multi-cloud environments. Section
I highlights the motivation and key research questions. Section IV
derives custom IAM-related penetration testing scenarios for
multi—cloud to establish the ground truth, while Section V details the
design of the 1SIEM framework. Section VI evaluates the efficiency of
the proposed framework in mitigating [AM-related threats. Section VI
discusses the implications of this study. Finally, Section VI concludes

the study.



II. Background and Related Work

1. Multi-Cloud Deployment Model

A multi-cloud environment refers to the strategic use of various CSP
services to select the optimal cloud environment that best aligns with
workload characteristics [6]. According to the 2024 Flexera report, 89%
of enterprises have adopted a multi-cloud strategy [7]. Three major
types of multi—cloud deployment models are identified [8], as illustrated
in Figure 1. First, the independent cloud deployment model is the most
commonly used, where the same instance is deployed and operated
independently across different clouds, accounting for 57% @ of
deployments. Security management in this model relies on basic
security  settings and individual CSP monitoring. Second, the
cloud-to-cloud workload mobility model, which enables the migration of
application loads across various cloud platforms, accounts for 40% of
deployments. This model enhances flexibility by enabling mobility
across different cloud platforms; however, maintaining consistent
security policies and threat detection systems remains challenging due
to technical differences between CSPs. Finally, the functional
segregation model, which deploys a single application across
heterogeneous virtual private clouds (VPCs), accounts for 35% of
deployments. This model supports high levels of performance

optimization; however, additional security issues may emerge due to

_5_



incompatibility between security functions of different CSPs. In
particular, VPCs are built on a cloud provider’'s infrastructure; therefore,
users must independently review security settings and protocols to

prevent malicious access.

Independent Cloud Workload Mobility Supporting Function Segregation
Deployment Cloud Deployment Using Heterogeneous VPCs

¢ Public Cloud [ %Hybrid Cloud } O VPC 1

. A Functional

@ Private Cloud O VPC 2 Segregation
On-Premises A .

Data Center ‘ @ Multi-Cloud ] O VPC3

Figure 1. Multi—cloud deployment types

Establishing a concrete security auditing process for multi-cloud
environments with functional segregation is particularly challenging and
underexplored. When the same instance is deployed independently by
each vendor, following the recommendations of security monitoring tools
provided by each vendor is often sufficient. In contrast, security
operators must address the risks associated with cross-cloud workload
mobility and feature partitioning across VPCs in the segregated model.
However, inconsistencies in security functions across CSPs necessitate
complex security management, which conventional security approaches
struggle to address. Given the current trend of leveraging distributed
computing resources to efficiently build and run applications on cloud
infrastructure models (e.g., sky computing [3]), exploring a unified
security framework i1s both timely and essential. Notably, i1SIEM

addresses potential IAM-related threat propagation in cloud-to-cloud
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workload mobility and functional segregation models.

Reece et al. [9] conducted a risk and vulnerability analysis of
multi—cloud application deployments. They emphasized the need for
research on security and vulnerabilities specific to multi-cloud
environments, highlighting challenges in configuration, management, and
integration arising from inconsistencies in security functions across
CSPs. They applied the STRIDE and DREAD threat modeling
methodologies to analyze six attack vectors, including cloud architecture,
APIs, authentication processes, automation processes, and legal
regulations, and provided criteria for systematically identifying and
prioritizing threats in multi-cloud environments. This risk assessment
approach has laid the foundation for quantitatively evaluating inherent
risk factors in multi-cloud environments and formulating corresponding
response strategies. However, their work remained at an abstract level
of vulnerability assessment, lacking log management for detecting threat
transitions and risk assessment methods, and did not include verification

of the proposed methodology in commercial public clouds.



2. IAM Policy

IAM is a framework that defines security and management functions
for verifying user identities and granting appropriate access rights to
resources within the cloud environment. This framework enhances
security by verifying user identities and restricting access to necessary
resources. According to the Cloud Security Alliance report [10], insider
threats were identified as the primary driver of cloud security incidents
in 2019. However, since 2022, mismanagement, incorrect access rights
settings, and access control failures have become more impactful. In
particular, effective management of access rights for multiple users and
resources is crucial in multi-cloud environments where resources from
various CSPs are integrated. Moreover, incorrect IAM settings can
allow attackers to gain system privileges and access critical data.
Therefore, improper authentication and  authorization due to
over—privileged IAM roles have been identified as one of the TOP 10
cloud threats by the Open Worldwide Application Security Project [11].

To address this issue, research has been conducted to detect
misconfigurations and errors in IAM policies for cloud environments.
Van Ede et al. [12] developed a methodology for effectively detecting
configuration errors in IAM policies within a cloud environment. This
methodology specifically addresses security vulnerabilities in AWS.
Potential policy errors can be detected by modeling authorization
relationships as graphs and using nodeZvec embeddings to represent

policy contexts in a specialized form. This method has been shown to



identify at least 3.7 times more errors than existing methodologies
when evaluating IAM policy data in real corporate environments.
Furthermore, Shevrin et al. [13] proposed an approach using a Boolean
model to identify AWS IAM configuration errors and multi-stage
attacks. This model verifies potential errors, including privilege
escalation attacks, through formal verification and demonstrates the
ability to detect complex multi-stage attacks within one minute in an
AWS environment. However, the proposed methodology focuses only on
analyzing IAM policies presented by AWS, without evaluating security
issues related to IAM policies in multi-cloud environments, such as

their actual operation in AWS.



3. State-of-the-Art Commoditized Cloud Security

Solutions

As most enterprises adopt integrated cloud security management
systems, major public cloud providers such as Amazon AWS and
Microsoft Azure offer comprehensive security management solutions.
Notable commoditized cloud security solutions include AWS Security
Hub [14] and Azure Defender [15]. AWS Security Hub centralizes and
manages security data from various AWS services. It enables users to
consistently view security alerts and statuses and verify compliance
with security standards across the AWS environment. Azure Defender
1S an integrated security management tool designed to enhance the
security of the Azure cloud. Similarly, it provides cross-layer security
protection for Azure resources, including virtual machines, databases,
and containers.

However, in a multi-cloud setup, the security monitoring tools
provided by each vendor lack plugin extensions or security-related
settings for heterogeneous VPCs. Furthermore, they fail to immediately
detect when connections with Windows credential providers linking
AWS and Azure environments are severed. This study highlights these
limitations of existing cloud security solutions through IAM security

threat scenarios (see Section 3.2).



M. Motivation

1. Key Research Questions and Basic Assumptions

This section defines the vulnerabilities arising from the intrinsic
characteristics of multi-cloud environments, assuming heterogeneous
VPCs. A review of existing scenarios indicated insufficient tools for
conducting penetration testing targeting multi-cloud environments, nor
were there prior studies on threats transferable in such environments.
Although research exists on threat-modeling methodologies for
multi-cloud environments [9], no multi-cloud monitoring tools provide
real-time alerts based on system event logs. At the state-of-the-art
level, individual vendor-specific security tools represent the best efforts
in this regard;, however, these vendor-dependent approaches have
limitations in effectively addressing threats arising from vendor
heterogeneity.

To address these issues, I formulated the following research
questions:

RQ 1: What are the unique characteristics of IAM vulnerabilities in
multi—cloud environments compared to single-cloud environments?

RQ 2: What are the limitations of existing methodologies or security
solutions in detecting IAM vulnerabilities in multi-cloud environments?

RQ 3: Can the proposed model effectively respond to vulnerability

transfers detected in a multi-cloud environment?



In multi-cloud environments, the communication channel of the virtual
private network (VPN), which ensures connections, represents an
additional attack surface. A VPN guarantees secure data transmission
between two infrastructure environments based on network traffic
encryption. Thus, instead of targeting VPN vulnerabilities, attackers
often exploit weaknesses in the Windows Credential Provider or
network access permissions from hosts. Hence, this study focuses on
detecting and responding to IAM-based vulnerabilities in multi-cloud
environments. To perform penetration testing on these IAM-based
vulnerabilities, I used scenarios provided by CloudGoat [16] as a
baseline to identify potential IAM vulnerabilities and derive variants
specific to multi-cloud environments. CloudGoat, developed by Rhino
Security Labs, provides an environment for deploying and testing
scenarios that simulate vulnerable cloud environments, facilitating the
identification of and response to security threats in real-world cloud
environments. This enables a systematic evaluation of risks associated
with IAM configuration errors [17].

The multi-cloud environment configured in this study is as follows.
For simplicity, unless otherwise noted, this study assumes two VPCs
from different CSPs, Microsoft Azure and Amazon AWS, as shown in
Figure 2. Each environment consists of a VPC, subnets, and virtual
machines (e.g., EC2 instances) deployed within the subnets. These two
environments are connected through a site-to-site VPN [18]. The
site-to—-site VPN is configured to route AWS instances, enabling

communication with external networks (e.g., Azure instances). To



enable this, a customer gateway provides Azure’'s VPC information to
AWS, which generates a virtual private gateway to connect to the
VPC. Notably, linking different cloud platforms through a site-to-site
VPN is commonly used to support seamless and secure data transfers.
This facilitates the smooth migration of workloads and data between

CSPs, aiding companies in achieving more efficient operations and cost

management.
Azure — AWS
192.168.0.0/16 10.0.0.0/16
Subnet Subnet
192.168.0.0/24 10.0.0.0/24
= lju hnel 1 (mainz p’ﬁ?:’f-“‘
v |, > ) i
Tunnel 2 (sub) ‘ v 4
192.168.0.X 10.10.0.X

Figure 2. Strawman architecture for a multi-cloud environment



2. Threat Modeling of Multi—cloud Environment

This section presents STRIDE-LM threat modeling conducted based
on a real-world multi-cloud environment. As shown in Figure 3, users
can integrate additional cloud services such as Microsoft Defender for
Cloud, Security Hub, IAM, and Active Directory. Table 1 presents
various security threats that attackers can exploit according to the
STRIDE-LM standard, considering each entity. Among these threats,
misconfigurations in authentication links or privilege escalation through
IAM policies were identified as potential risks that could compromise
the multi-cloud system. Therefore, the research scope was defined as

Denial of Service and Elevation of Privilege threats.

Cloud A CloudB

192.168.0.0/16 10.0.0.0/16

. Subret ™ Subnet “‘\
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Figure 3. Threat modeling on the multi-cloud environment



Table 1. Security threats in a multi-cloud environment

STRIDE-LM Threat Description
e An attacker gains unauthorized access by
Spoofing impersonating IAM or Active Directory (AD)

credentials
¢ Unauthorized modifications to log data or VM
configurations

Tampering
e Tampering with data packets between EC2Z and Azure
VMs
¢ Deletion or modification of logs after privilege
changes

Repudiation
¢ Denial of authentication activities in Active Directory

(AD)

e Exposure of sensitive data stored in EC2Z instances or

Information VMs to unauthorized parties

Disclosure * Misconfigured network settings that allow access to
confidential data
¢ Disabling security monitoring solutions by removing
the authentication link between Security Hub and

Denial of Microsoft Defender for Cloud

Service e DDoS attacks that disable Security Hub or Microsoft

Defender for Cloud operations

Service disruptions caused by VM overload

Elevation of

Gaining administrative privileges via IAM policies

Compromising VM administrator privileges caused by

Privilege
misconfigured Active Directory (AD) permissions
e Expanding an attack from one CSP to another
Lateral
e An initial compromise in EC2 instances spreads to
Movement

Azure VMs




3. IAM Security Threat Scenarios

Penetration testing in cloud environments involves simulating
real-world attacks to identify and address vulnerabilities within cloud
systems. However, existing tools are insufficient for conducting
penetration  tests specifically  tailored to  typical multi-cloud
environments. To address this gap, existing cloud penetration testing
tools were leveraged to derive potential attack scenarios. Among
popular open-source tools for cloud penetration testing, CloudGoat [16]
was selected to evaluate IAM security elements in multi-cloud
environments. Table 2 provides a comparison of these open-source
tools.

Focusing on misconfigurations in authentication links and privilege
escalation through IAM policies, this study was based on three
scenarios provided by CloudGoat [23, 24, 25], all targeting IAM
permission—-based security threats: lam_privsec_by_attachment,

1am_privesc_by_rollback, and iam_privesc_by_key_rotation.



Table 2. Comparison of open source penetration testing tools

Tool Name Description Features Limitations
e An
open—source e Exclusively
tool by Rhino limited to AWS
* Focused on
Cloudgoat | Security Labs e Requires an
AWS-specific
[16] designed to AWS account
vulnerabilities
deploy with sufficient
vulnerable privileges
AWS
* Includes
OWASP Top
10 web
e A
application
deliberately
security risks
vulnerable
e Utilizes
Awsgoat- | AWS and *  Exclusively
Infrastructure
Azuregoat Azure designed for
as Code with
[19, 20] infrastructure AWS and Azure
Terraform
designed for
* Emulates
security
real-world
practitioners
AWS and
Azure
environments
Stratus | A tool e Supports e Potentially




designed to

test security

controls in limited
multiple cloud
cloud community
providers,
environments, support
[21] including
with a focus compared to
AWS, Azure,
on more established
and GCP
misconfiguratio tools
ns and
vulnerabilities
e A tool
e Simulates
developed by
various types
Netflix that
of faults in
randomly
Kubernetes
terminates e  Primarily
Chaos clusters
instances in designed for
Mesh [22] e Integrates

production
environments
to ensure
system

resilience

with CI/CD
pipelines for
automated

testing

Kubernetes




In the 1am_privsec_by_attachment scenario, an attacker with Ilimited
permissions uses the instance-profile-attachment permission to create a
new ECZ2 instance with full administrative privileges. This allows the
attacker to access the newly created EC2 instance and gain permissions
to perform all actions across all services and resources within the AWS
account.

The i1am_privesc_by_rollback scenario involves a privilege escalation
attack where an IAM user with limited permissions restores a previous
IAM policy version that grants full administrative rights, thereby
gaining unauthorized access.

Finally, in the iam_privesc_by_key_rotation scenario, the attacker
exploits an TAM user with weak security settings to expand access
permissions and steal sensitive data from secret managers. ‘This
scenario involves three IAM user accounts (admin, developer, and
manager), each with distinct permissions and policies.

However, these scenarios, which focus on privilege escalation and
unauthorized access, are mainly designed for conventional single-cloud
environments. This limitation underscores the need to proactively define
new scenarios that consider the complexities of multiple and

heterogeneous VPCs in multi-cloud environments.



IV. Ground Truth Derivation with Multi-cloud

Penetration Testing

This section outlines the detailed procedures for each customized
penetration testing scenario in multi—cloud environments. Each scenario
was conducted in a multi-cloud environment involving two CSPs: CSP
A and CSP B. Unless otherwise specified, the target multi-cloud
architecture consists of Amazon AWS and Microsoft Azure cloud
platforms, both of which provide mature security-related monitoring
logs through Security Hub and Microsoft Defender, respectively.

For demonstration purposes, CSP A was configured as AWS, and
CSP B as Azure to conduct scenario—based experiments in a real cloud
environment. Solid lines in the following figures indicate activities
performed within AWS, while dotted lines indicate activities performed
within Azure. Additionally, blue and red boxes indicate conventional
scenarios provided by CloudGoat and custom-defined steps derived from
identifying vulnerability propagation in a multi-cloud environment,
respectively. Table 3 summarizes the deployment information for each

customized scenario.



Table 3. Information on the deployment of customized scenarios

_ Additional
Scenario Deployment Information )
Settings
lam_privsec_by_atta 1 VPC with 1 x EC2 VM,
chment 1 IAM User 1 IAM
user
iam_privesc_by_rollb 1 IAM User, 5 policy (attacker),
ack versions Site—to-sit
; ; e VPN
1am_privesc_by_key 3 IAM Users, 1 IAM Role,
_rotation 1 Secret




1. Customized Scenario 1: iam_privsec_by_attachment scena

rio

csp A csp B

Start 3 E
("Kerrigan" IAM profile) : H
e . Check the full list of TAM ; Earn Arn from :
S S OIDC credential providers for > sts.windows.net/ linked to :
IAM instance-profile AWS accounts g[l( niD: A :
onnect 1
roviflerList H
; Arn '
" i 3 ) |
Identify TAM role with C':)py p.ernn:smns from i |Check !AM 0IDC Credentul :
fulbadita walicy-attachied ‘Kerrigan" profile to : Provider Information for :
PORCY "Attacker" profile : Azure External Access :
7 £ : 3. ;
i : Clientld :
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with that key pair policy to £an i connect-provider : |:] csp A

v 1 s T e

Attach full-admin IAM : Remove client(api) using Try 2 H cloidEont
instance-profile to > Access new EC2 with SSH i lient-id-fr pen-id- < H gt
new EC2 instance : connect-provider ted
* customize:

Figure 4. Customized IAM privilege escalation
by attachment scenario

Figure 4 illustrates the detailed workflow for Scenario 1. The
attacker, represented as a newly created IAM user named Kerrigan,
starts with limited permissions and explores existing instance profiles
and roles to identify exploitable resources. An instance profile is a
resource that assigns roles to an EC2 instance. The attacker discovers
a full administrator role (cg-ec2-mighty-policy) and modifies the
instance profile to assume it.

The attacker then creates a new EC2 instance and assigns it an



instance profile with full administrative privileges, thereby gaining
complete administrative rights. After accessing the ECZ instance, the
attacker creates and uses a new IAM user named Attacker, granting it
full administrative privileges. The attacker lists the IAM OpenlD
Connect (OIDC) credential providers associated with the AWS account
and deletes the providers and client IDs linked to Azure Defender
connections. This action ultimately disconnects Azure Defender, which
integrates the security environments of AWS and Azure, preventing it
from monitoring the security status of AWS resources in the
multi—cloud environment. This attack scenario highlights a mismatch
between two legacy security tools operating across different cloud
platforms. Scenario 1 involves an attack using an instance profile with
full administrative privileges; therefore, 1 reviewed the security
recommendations related to EC2. During this inspection, I observed a
potential mismatch 1n security recommendations between Microsoft
Azure Defender and AWS Security Hub. Specifically, AWS and Azure
assess whether the created IAM policy grants full administrative rights
for all actions on a resource or employs wildcards to allow unrestricted
actions on a specific service. This creates a security threat resulting
from improper authorization. In this scenario, the attacker escalates
privileges by replacing the EC2 instance’s role with one granting full
administrative rights through an instance profile. The results show that
AWS Security Hub classified the policy as FAILED, whereas Microsoft
Azure Defender for Cloud classified it as Healthy, highlighting a

mismatch.



Table 4. Cases of mismatch in customized scenario 1

Resource o IAM
Vendor Status Description _
Name policy
IAM policies should not
AWS FAILED | allow full “*” administrative
cg-ec2- ..
privileges
mighty—po TAM.1
licy IAM policies that allow full
AZURE Helathy | “*:*” administrative privileges
should not be created
IAM customer managed
policies that you create should
AWS FAILED
not allow wildcard actions for
cg-ecZ- service
mighty-po TAM.21
. IAM customer managed
licy
policies that you crate should
AZURE Healthy _ _
not allow wildcard actions for
services
Hardware MFA should be
AWS FAILED
enabled for the root user
Account TAM.6
Hardware MFA should be
AZURE Healthy

enabled for the “root” account




Table 4 presents the raw log data for the mismatch cases in Scenario
1. The cg-ecZ2-mighty-policy refers to an AWS policy exploited by an
attacker in this scenario, granting full administrative privileges. Rule
IAM.1 specifies that IAM policies should not use the wildcard character
* to grant full administrative privileges for all actions. Similarly, rule
TIAM.21 states that customer-managed IAM policies created by users
should not allow wildcard actions for services. Using * permits all
actions on all resources within the environment without specifying
particular resources or actions.

For these IAM rules, AWS evaluated the cg-ec2-mighty-policy as
FAILED, while Azure rated it as Healthy. The “Account” column refers
to a specific account, and rule IAM.6 checks whether hardware MFA is
enabled for the root user of this account. AWS also evaluated this rule
as FAILED, whereas Azure rated it as Healthy, highlighting differing

evaluation results for the same rule.



2. Customized Scenario 2: iam_privsec_by_rollback scenario

In Scenario 2, the attakcer attempts to gain administrative privileges
through a privilege escalation attack using an IAM user with limited
permissions to access sensitive data. Figure 5 illustrates the flowchart

of the iam_privsec_by_rollback scenario.
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Figure 5. Customized IAM privilege escalation
by rollback scenario

The scenario begins with a default IAM user account (Raynor). An
analysis of the account permissions reveals five policy versions,
including versions with IAM permissions and an administrator policy
version. The IAM permission allows the default version of the IAM
policy to be set using the AWS API, enabling the restoration of the

administrator policy version. With the obtained administrative privileges,



an arbitrary account can be created to perform malicious actions.

Figure 6 demonstrates the process of this privilege escalation attack.
Among the five policy versions shown, version vb is set as the default
version (IsDefaultVersion: True). By setting version v2, which grants
access permissions for all actions and resources, as the default, access
permissions can be easily compromised (indicated in red). After
acquiring full administrative privileges, additional attacks were simulated
to demonstrate attack transitions in a multi-vendor environment.

The Raynor IAM user, having obtained full administrative privileges,
creates a new IAM user (Attacker) and replicates their privileges. The
Attacker IAM user, with full administrative privileges, queries the entire
IAM OIDC Credential Provider list of the AWS account to identify
external access information and APIs linked to Azure. Using the
obtained API, the attacker deletes clients and credential providers,
thereby forcibly disconnecting the connection between the AWS and

Azure environments.
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Policy vi { IsDefaultVersion : False }
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Figure 6. Privilege escalation attack phase

As in Scenario 1, a mismatch occurs between the logs generated by
Azure Defender and AWS Security Hub due to differences in their
evaluation criteria. First, regarding access key rotation (IAM.17), AWS
recommends periodically rotating access keys, as these keys grant full
access rights to resources. Failure to rotate the access key periodically
prompts AWS to recommend additional security  measures.
Consequently, AWS Security Hub classified the status as FAILED
because the necessary actions were not performed. In contrast, Azure
classified the same scenario as Healthy, resulting in a mismatch.
Second, AWS mandates the use of multi-factor authentication (MFA)
for all IAM users utilizing console passwords (IAM.5). The absence of
MFA settings led AWS Security Hub to classify the status as FAILED,
whereas Azure classified it as Healthy, further highlighting the

inconsistency between the two platforms.



Table 5. Cases of mismatch in customized scenario 2

Resource o IAM
Vendor Status Description )
Name policy

Ensure IAM password policy

AWS raynor | pAIlLED expires passwords within 90

—lam_pri days or less

vesec_by TAM.17

_rollback,

Ensure access Kkeys are
AZURE | attakcer Helathy
rotated every 90 days or less

MFA should be enabled for
AWS FAILED all TAM wusers that have a

console password

user/

multicloud Do not setup access keys IAM.5

during initial user setup for all
AZURE Healthy
IAM  users that have a

console password




Table 5 summarizes additional mismatch cases from Scenario 2. AWS
recommends setting password rotation policies to expire passwords
within 90 days. For the scenario’s IAM users
“raynor—-iam_privesec_by_rollback” and “attacker”, the absence of
password expiration resulted in AWS evaluating the status as FAILED,
while Azure assessed it as Healthy. Furthermore, AWS flagged the
“user/multicloud” resource, used to connect AWS and Azure, as
FAILED due to the absence of MFA. Azure, however, evaluated this as
Healthy, further illustrating the divergent approaches of the two

platforms.



3. Customized Scenario 3: iam_privsec_by_key_rotation scen

ario

In Scenario 3, three types of IAM user profiles —manager, developer,

and admin—were considered, each with distinct policies.

The admin

profile, which has permissions to modify access Kkeys, replaced and

created access keys in the scenario. After enabling MFA for the newly

created keys, these keys were used to retrieve secret information from

AWS Secrets Manager. While this baseline scenario was performed

within AWS, the custom scenario introduced a new IAM profile called

Attacker (Figure 7).
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Figure 7. Customized IAM privilege escalation

by key rotation scenario
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Leveraging the AssumeRoles policy, the admin can delegate
permissions to other wusers, allowing tasks to be performed with
permissions from other accounts without direct resource access. The
attacker exploited this by copying the admin’s privileges, querying the
entire IJAM OIDC Credential Provider list, and disrupting multi-cloud
security monitoring by disconnecting the OIDC link between vendors.

During the analysis of this scenario, another mismatch in security
recommendations was identified. For the lambda—-data-policies resource,
AWS classified the policy as FAILED due to wildcard permissions,
which violate TAM.21, a rule against granting wildcard actions in
customer—-managed policies. In contrast, Azure classified the same policy
as Healthy, reflecting differences in their assessment criteria. Similarly,
AWS marked the admin_iam_privesc_by_key_rotation policy as FAILED
due to the absence of MFA (IAM.19), while Azure evaluated it as
Healthy. A similar trend was observed for the developer and manager
profiles, where AWS'’s stricter requirements for policy specificity clashed

with Azure’s more lenient approach.



Table 6. Cases of mismatch in customized scenario 3

Resource o IAM
Vendor Status Description _
Name policy
IAM customer managed
policies that you create should
AWS FAILED
not allow wildcard actions for
lambd .
services
a—data- TAM.21
.. IAM customer managed
policies
policies that you create should
AZURE Helathy
not allow wildcard actions for
services
MFA should be enabled for
AWS . FAILED
admin, all TAM users
developer
manager_
lam_privs IAM  policies should be | IAM.19
AZURE | ec_by_ke | Healthy | attached only to groups or
y_rotatio roles
n_cgidg7
eix4dmk&a




Table 6 highlights a specific mismatch from Scenario 3 involving the
lambda-data-policies resource. This policy governs data access and per
missions for AWS Lambda functions. AWS flagged the policy as FAIL
ED for non-compliance with IAM.21 due to wildcard permissions, while
Azure classified it as Healthy. This discrepancy underscores fundamenta
I differences in policy enforcement and compliance criteria between AW
S and Azure, reflecting the challenges in achieving consistent security a

ssessments across multi—cloud environments.



V. Interoperable Security Information and

Event Management Framework (iSIEM)

1. Components of iSIEM

To this end, I propose 1SIEM for efficient security management in
multi—cloud environments that provides consistent responses to security
threats across various cloud platforms. The proposed methodology
addresses the Ilimitation of manually reviewing a vast number of
unnecessary logs to identify threats arising from mismatches between
logs generated by monitoring tools in multi-vendor environments. This
was achieved using a ground-truth database derived from penetration
testing scenarios. An additional database is employed to analyze the
causes of security logs collected from different CSP monitoring tools
that fail to map to each other. An analysis of unmapped logs from
customized scenarios in multi-cloud is presented in Section 6.3. The

overall architecture of the system framework is presented in Figure 8.
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Figure 8. Framework of iSIEM

Based on the comprehensive attack surface analysis, 1 defined three
custom attack scenarios (see section 4), which are mutations of the
original CloudGoat scenarios, to project potential threats. Through
preliminary customized penetration testing scenarios (see section 4), I
confirmed that conventional security—monitoring tools generated different
alerts or missed security logs owing to the same security issue in a
multi—cloud environment. Therefore, I defined the mismatch cases of the
security logs collected from the monitoring tools of each CSP, as shown
in Table 7. Table 7 illustrates three cases: 'O’ for compliance with
security rules, ‘A’ for cases wherein the source identifies an issue but
the destination does not, and ‘X’ for non-compliance with security rules
in a multi-cloud environment.

In the conventional approach, it is unclear whether threats are indeed

propagated. This ambiguity arises because the security monitoring tools



on the propagation source platform can detect TAM security threats,

while those on the propagation destination platform may not recognize

these threats (e.g., “A” cases in Table 7). In contrast, iSIEM can

provide a unified assessment despite discrepancies between the AWS

and Azure logs as it is evaluated based on a ground-truth database

derived from the penetration test.

Table 7. Results of auditing security logs from AWS and Azure

Logs from Logs from ) )
Conventional approach 1SIEM
AWS Azure
FAILED Unhealthy X X
FAILED Healthy A X
PASSED Unbhealthy A X
PASSED Healthy O O




2. Workflow of iSIEM

The overall workflow of the iSIEM framework is presented in Figure
9. The 1SIEM workflow 1is broadly divided into regularization and

determination phases.

| Collect Logs |

Same
esource Name?

No

Additional Filtering . Regularization phase

| Store Logs |
=
og Stau No Determine log status
atch? based on Groud Truth DB
— Determination phase
| Yes !
| Evaluate Accuracy |‘—| Patch logs | |

Figure 9. Workflow of iSIEM

Before performing regularization, i1SIEM collects security logs from
each of CSP’s security monitoring tools, AWS Security Hub and Azure
Microsoft Defender, for the Cloud. These tools were intrinsically
configured to gather security logs only from resources within their
specific clouds. To accommodate workloads and support function
partitioning in a multi—cloud environment, iISIEM links accounts between
AWS and Azure through an identity provider (OpenID Connect). This

integration enables each security—monitoring tool to collect security logs



from resources distributed across multiple clouds via 1SIEM.

1ISIEM then preprocesses the logs by grouping them based on
resourceName. To handle cases in which multiple logs represent the
same resourceName, 1SIEM performs additional filtering. During this
process, the logs are mapped based on each CSP’s log description,
including Azure's description data and AWS’s TAM role. Logs that are
not mapped are stored in an additional database.

During the determination phase, 1SIEM identifies mismatched cases
based on the state information of the logs. The criteria for determining
these mismatces are derived from the ground-truth database, which is
discussed in Section 4 with three custom attack scenarios. These
criteria are used to patch incorrect states. Through these phases, iISIEM
demonstrates an improved accuracy, recall, and Fl-score compared to

conventional monitoring tools.



3. Database Schema of iSIEM

The database structure is categorized into three sections, SECURITY_
LOG, MISMATCH_LOG, and GROUND_TRUTH_DB, as shown in Figu

re 10.
SECURITY_LOG MISMATCH_LOG GROUND_TRUTH_DB
PK| loglD PK| mismatchiD PK| truthlD
—= F: s —_— references e
vendor identifies, Jeu gD i *FK] logID
resourceName resourceName resourceName
status correctLogStatus verifiedLogStatus
description
IAMPolicy

Figure 10. DB schema of iSIEM

The database schema for the ground truth was initially constructed th
rough customized experiments (Section 4) and served as a reference for
identifying mismatches in the logs generated thereafter. Each section is
designed to contain specific types of log data, thus facilitating the detec
tion and analysis of mismatches and ensuring the integrity and accurac
v of security assessments. Each log entry in the SECURITY_LOG table
1s uniquely identified by the log_id, which serves as a reference key in
the other tables. The MISMATCH_LOG and GROUND_TRUTH_DB tab
les contain the log_id field that acts as a foreign key, which links them
back to the original entries in the SECURITY_LOG table. This relationa
I structure ensures that all the log data are systematically organized an
d interconnected, thus facilitating a comprehensive analysis and an accu

rate risk assessment. If a mismatch occurs, iISIEM applies an OR condit



ion algorithm. It assesses the mismatched cases (FAILED-Healthy and
PASSED-Unhealthy) as non—-compliant with security rules in a multi—cl
oud environment and patches the correct state from the GROUND_TRU
TH_DB.

By organizing the logs into these categories and establishing clear
primary key (PK) and foreign key (FK) relationships, the iSIEM
framework ensures a structured approach to log management and
security assessment. This relational database schema enhances the
accuracy of security monitoring and significantly reduces the
false-negative rate in a multi-cloud environment. This underscores the
importance of maintaining a robust GROUND_TRUTH_DB for an

effective risk assessment in multi-cloud environment.



VI. Experiment Analysis

To build the architecture presented in Figure 2, I created an EC2
instance on AWS using the t2.micro instance type, with Ubuntu 20.04,
1 vCPU, and 1 GiB of RAM. Similarly, on Azure, I launched a VM
using the Standard Bls instance type with Ubuntu 20.04, 1 vCPU, and
1 GiB of RAM.

1. Ground Truth Database Construction

First, I analyzed the security logs collected using the proposed iSIEM
model. In Scenario 1, 47 and 100 logs were collected from AWS
Security Hub and Azure Defender, respectively. In Scenario 2, 28 and
41 logs were collected from AWS Security Hub and Azure Defender,
respectively. In Scenario 3, 90 and 74 logs were collected from AWS
Security Hub and Azure Defender, respectively. These discrepancies in
the number of logs collected for the same actions in a multi-cloud
environment highlight the limitations of using a single monitoring tool
for security assessments in such a setting. 1SIEM addresses these
limitations through regularization and mismatch determinations.

During the regularization stage, the collected security logs from each
scenario are consolidated, and log mapping 1is performed using
resourceName and Description as key values. In Scenario 1, 56 of the
147 collected logs (approximately 38%) were mapped. In Scenario 2, 26

(approximately 36%) of the 73 collected logs were mapped. In Scenario



3, 94 (approximately 57%) of the 164 collected logs were mapped. The
numbers of mapped logs are listed in Table 8. The colored section
indicates the sum of the patched logs and the existing True Positive
logs. All three scenarios exhibit a log-mapping rate of approximately
50%, indicating a lack of compatibility among the security tools of
different vendors. Next, during the mismatch determination stage, logs
with mismatched states were assessed using the ground-truth DB
based on the scenario. Conventional monitoring tools designed for each
CSP often lack a basis for determination in multi-cloud threat situations

and fail to warn users even when an attack occurs.



Table 8. Counts of mapped and patched logs

collected by each monitoring tool

AWS Azure Scenario 1 Scenario 2 Scenario 3
Conv | iSIEM | Conv | iSIEM | Conv | 1SIEM
Healthy
6 0 6 0 6 0
(FN)
FAILED
Unhealthy
18 24 8 14 2 8
(TP)
Healthy
32 32 12 12 39 39
PASSED (TN)
Unhealthy
0 0 0 0 0 0
(FP)

44 —




2. Mismatch Determination

Based on the OR condition algorithm, 1SIEM  classifies
FAILED-Unhealthy, FAILED-Healthy, and PASSED-Healthy as
vulnerable, propagated, and benign cases, respectively. Given that AWS
1s defined as the source platform and Azure as the destination platform
in customized penetration testing, this study constructed a ground-truth
database based on the log status from AWS. For each status, FAILED
and Unhealthy indicates non-compliant cases. Thus, FAILED-Unhealthy
is defined as a True Positive (TP). Other logs were categorized using
the indicators: True Positives (TPs), True Negatives (TNs), False
Positives (FPs), and False Negatives (FNs). Since the setting defines
AWS and Azure as the source and destination platforms, respectively,
there were no logs indicating PASSED-Unhealthy. Therefore, only
FAILED-Healthy was considered a propagated case. In propagated
cases, conventional methods fail to detect transferred IAM
vulnerabilities and classify them as Healthy, resulting in zero logs for
security responses. In contrast, the proposed iSIEM performs patches
based on a ground-truth database for mismatch cases, thereby enabling
security responses for logs with propagated vulnerabilities.

Figure 11 presents the comparison between the conventional and
proposed methods. Conventional (Conv) refers to the use of individual
monitoring tools within each VPC, while Proposed denotes the
suggested iSIEM model. In each custom scenario, the conventional

method achieves limited accuracy, recall, and Fl-score due to



mismatched logs. Conversely, the proposed model achieves 100% in
these metrics through an OR-condition-based patching process.
Consequently, each scenario demonstrated improvements in accuracy by
10.7196, 23.08%, and 12.77%, respectively. The recall improved by 25%,
42.86%, and 75%, while the Fl-score increased by 14.29%, 27.27%, and
60%, respectively. These improvements were achieved by revising False
Negative results through the patching process.

Among the collected logs, the accuracy, recall, and Fl-score were
calculated for logs that were successfully mapped between each control
tool. The lessons learned from this analysis are further discussed in

Section 7.

100%
80%
60%
40%
20%
0% M(Conv  MProposed

Accuracy Recall Fl-score Accuracy Recall Fl-score Accuracy Recall Fl-score

Scenario 1 Scenario 2 Scenario 3

Figure 11. Comparison of evaluation metrics’ performance
between the proposed and conventional methods



3. Analysis of Unmapped Logs

Owing to the differing security policies among vendors, the proportion
of mapped security logs in a multi-cloud environment for the same
event was approximately 50%. 1SIEM identifies the causes of unmapped
security logs by storing them in a separate database for additional
filtering. Although all three scenarios tested security threats in a
multi—cloud environment through IAM privilege escalation attacks, they
exhibited varying tendencies in terms of service usage and approaches
to security policies. This section identifies the unmapped logs for each
scenario and analyzes their causes based on the specific scenario.

In Scenario 1, Azure examines whether decryption operations for all
Key Management Service (KMS) keys are possible through IAM inline
policies for unique IAM identifiers (AGPA, AIDA, AROA), whereas
AWS evaluates these security items based on KMS rules. This
disparity complicates the analysis wusing IAM rules alone and
necessitates additional reference to KMS rules. AWS Security Hub
evaluates TIAM user passwords based on robust security policies,
whereas Azure Defender only verifies whether the IAM password policy
includes at least one uppercase letter. Furthermore, AWS configures
password policies through IAM, while Azure utilizes Azure Active
Directory (AD) to manage password policies. This difference
necessitates the application of additional filtering criteria beyond IAM
rules.

In Scenario 2, logs related to IAM Policy were not mapped. AWS



defines several policies for IAM, such as wildcard permissions, weak
password settings, and root user configurations. In contrast, Azure
Defender does not define detailed items for IAM Policy, leading to a
significant number of unmapped logs. Both AWS and Azure assign the
unique ID prefix ‘AROA’ to security logs concerning IAM Role types.
However, during log collection, AWS evaluates security using KMS
rules, while Azure Defender assesses security using IAM rules, further
contributing to the unmapped log discrepancies.

In Scenario 3, user/multi-cloud logs, IAM Role logs, and attacker logs
were not mapped. Logs related to the multi-cloud environment
connecting AWS and Azure were present in AWS but absent in Azure.
For example, 'AROA’ logs related to IAM roles involving key-related
operations were evaluated using KMS rules in AWS, making it
challenging to analyze these logs solely based on IAM rules.
Additionally, attacker-related logs were only available in AWS Security
Hub, as Azure did not recognize the process of creating and defining
the attacker. These unmapped logs highlight the challenges of assessing
and responding to attacks in a multi-vendor environment without a

ground-truth-based evaluation metric such as iSIEM.



VII. Discussion

Conventional security —monitoring services n a  multi-cloud
environment still face several challenges. First, configuration security
measures are often inadequate during the multi-cloud setup process.
The integration of wvarious cloud platforms can lead to inconsistent
security settings across platforms. For example, a specific setting might
be correctly configured in AWS but not in Azure, resulting in security
vulnerabilities. Additionally, differences in log aggregation methods
between AWS and Azure further complicate security monitoring in a
multi-cloud environment. For instance, AWS collects logs based on
system events, while Azure aggregates them around access—control
events. These differences make integrated log management and analysis
in a multi—cloud setting particularly challenging.

In this study’s scenario experiments, accuracy improved by at least
10.8% and up to 23.196, recall improved by at least 25% and up to 759,
and the Fl-score improved by at least 14.3% and up to 60%. These
improvements can be attributed to the need for standardization in a
heterogeneous environment, where an imbalance in the log quality
among foundational security tools used to derive the ground truth is
evident. This analysis highlights the necessity of minimizing
discrepancies between security solutions to adequately address a broader
range of threat scenarios. Moreover, the research reveals that

approximately 50% of security logs remain unmapped and were not



simply filtered out. These unmapped logs represent a significant
opportunity to enhance the ground-truth database, thereby facilitating
the detection of potential mismatches and security threats that might
otherwise go unnoticed. For example, specific unmapped logs related to
IAM vulnerabilities could be categorized and relabeled to increase their
utility in security analyses. Although further investigation is required to
determine the exact instances from which these unmapped logs
originate, the mismatch determination -capabilities of 1SIEM could
significantly improve accuracy.

This study also discusses the effectiveness of the OR condition
algorithm for managing security across multiple CSPs. While this
algorithm functions adequately under current conditions, its performance
in more complex multi-cloud environments, such as sky computing,
warrants further exploration. Consequently, future research should focus
on developing more suitable algorithms to better address the unique
challenges posed by multi—cloud environments.

Finally, protective measures for OIDC disconnection in a multi-cloud
environment remain insufficient. The use of a centralized authentication
management system through OIDC in a multi-cloud environment
facilitates the unified management of user credentials, making OIDC a
critical component in such settings. OIDC enables secure and efficient
user credential exchanges via token-based authentication. However,
inadequate protection of OIDC connections can lead to severe security
threats. In the aforementioned scenarios, if the wvalidity of an OIDC

token 1s not properly verified, unauthorized users may gain access,



leading to malicious attacks. This situation not only results in
vulnerabilities in authentication and access control within a multi-cloud
environment, but also hinders compatibility among cloud security
monitoring services. Consequently, it is imperative to enhance security
measures for OIDC in multi-cloud environments to both diminish the
attack surface and 1mprove compatibility across diverse security

monitoring services.



V. Conclusion

The demand for multi-cloud architectures is rising, as they offer
numerous technical and economic  benefits over conventional
single-cloud setups. Many organizations are adopting multi—cloud
strategies, and vendors are developing products tailored specifically for
these environments. However, multi-cloud systems integrate diverse
service resources, significantly expanding the potential attack surface
compared to single-cloud setups. Identifying this attack surface, which
serves as the primary gateway for attackers, is crucial for ensuring
robust security measures.

This study utilized CloudGoat as a benchmark tool for penetration
testing in a multi-cloud scenario that incorporates a site-to-site VPN.
The findings highlight the substantial impact of privilege escalation
attacks within real-world multi-cloud frameworks. To address the
limitations of conventional single-cloud monitoring, this study introduces
the 1SIEM system, which consolidates and evaluates security logs from
multiple CSPs (Cloud Service Providers). This novel approach enhances
security log monitoring by leveraging a verified ground-truth database,
reducing the false-negative rate and improving accuracy by 10.71% to
23.08% compared to conventional tools.

Future research will expand security log integration to include other
prominent CSPs, such as Google Cloud Platform (GCP), to enhance the
generalizability and applicability of this method. Additionally, this study

will explore security threats and countermeasures across various



multi-cloud service instances. Efforts will also focus on standardizing
security logs, which serve as critical input data, to improve the

accuracy of detecting and mitigating propagated attacks.
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