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2. AWS Architecture 774

AWS S3 oA KMS$ ACLS BotS #3tets ol Abgw A ur zhzte
T7F F53 Ao B AFAE FEeE 494 ACLY KMS7E
st Bl ARE vus] dA fAed 89S W zo]rp LAsHEXA

Al

H]

OH
Fl

El

3t AWS Architecture S3¢F EC22 FA 31, S3¢] HEds HA=
v 7 AR AAYT. AFEA7E A A URLS ARS8 @ Fol A 23 S39
Hete AR AFEAZE EC2 719 I E Tl (PHASRE Hshs
AEolth, WA Yol HH g S3 WAlH} EC2 d2'2E AL 1A
HE 743 S3o 838 BEule Wae= gt S3 HAd = ACL¥
KMSE 717 g2 A A& vHuaS d2=dr) sld AWS Architecture
o S3 Ay vl 2743 9 3909 Amazon S3 AlE EYAE Y A

AR xR 24 =29 FAS Faste] FdstA A s AT

Region S3 ¢ >Client

US East N Virginia(us-east-1)

-
100.0.016 ../7:

7 3 Bucket
Public subnet 7

S3 «——= VPC

/- -~
10.0.1.0/24 S -
=

—BE-Q—®—A

rrnn Route Table Infernet Internst Client

ECZ Instance Gateway
(Web Server)

a9 4 AWS Architecture 74 ([19]9] 1A #120E)

oS ACL A4 A3 off KMS AA A3 o g do ozt
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2 Ag Fo'E dYa] AA ACLS &A433th. KMS+ A4 d2= Al
AME S dhast AAoA ast 7] A, VR s WMIl AR A
‘AWS Key Management Service 7| & A}8€3F A = 4353 (SSE-KMS),
‘AWS KMS 7] FellA A8’ & afxde] KMSelA A4% 715 A9 o
338 A& Access WA F Client= S3 A URLS &3 Htshe
FEo]1, Cloude $4AH Fdlo] Ao Hs] ME FHS &3l S3 A&
Hol HdS g2 BS 4 e FEo|Y. Forensic Location® A Local
=

2 o) 2AAe AT Web A

o

218 Forensic Locationol] Az

Lol AWS ol 215 #Astes WA o= Xggit,

Q I
il
flo
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)
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e
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o>
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c
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.%
=
=
gh

Forensic

Scenario ACL KMS Access Location
Bucket | Object Client | Cloud | Local | Web

ACL1 O O O - O -
ACL2 O - B O - O -
ACL3 - - O - O -
ACL4 - - - O -
KMS1 O - O -
KMS?2 - - O - O O -
KMS3 - - - O -

3E 483 AF mlaa([19]9] E1NA4 AQAE)

wER FUZ HUPS A4 AEel sfolvtols AAT Abelo] Aol

27FA AES wudt, AWS S39] gE=% 3de 100MB =27]9
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HWPX o & 98 2o 9 veRse At ALE Hed7] 9

A HEQa HEE AT ddS IAsH  100KB/s, 200KB/s,

b1

>

300KB/s, 400KB/s, 500KB/s ¥ it A|7HE vlugch Y ES A S5 A g
S ¢el A NetLimiter#}s= & A~ T2 3#(53.19.0 W H)S AL&3HT}
i 3 dErE A AE §F5F oFE dotrRV] fEA HAE £
A5 AYsig, A3 EHSA A4S F3] 7)A], History, Top Sites,
Web Data 53 UEY = 3|A, Access Log® Error LogE ®43lt}l. DB
Browser for SQLite(3.13.1 H ), Wireshark(4.2.4 H ),

ChromeCacheView (251 W #)S A&ttt &9 CloudTrails S 23

A9 #4E =ES 14, FdZ 1d, goluto] 7|7 1H=Z offHom A

gy HFR H734GP
IEEE 802.11ac (Wi-Fi 5),

backward compatible with 802.11a/n
T3k 5GHz

mdr Samsung Galaxy S24 Plus

0S Android 14(One UI 6.1)

a4 k2 Wi-Fi(2.4GHz Hotspot, Galaxy S22 via 5G)
stk F3 2.4GHz

zdd Lenovo ThinkPad X1 Carbon Gen 11
CPU Intel Core 15-1335U

RAM 16GB

0S Windows 11 Home
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A oA dde FdE HddS 23 100KB/s, 500KB/s HXE=

100MB =Z7]9 #dS tpEzs W= A7FS =A 3t} NetLimiterE A&

Scenario 8 AlZF H] 31

ACL1 22+ 43% 60

ACL2 0% 2% 3 & =7
ACL3 0% 0x 92 HE BV
ACL4 2A1 7+ 304+

KMS1 0% 1% 20 & 7
KMS2 1A ZF 148 40%

KMS3 1A ZF 145 40% KMS2¢} &

3# 8 100KB/s A3 23

Scenario A28 A7F H| 1

ACL1 45 19% 6

ACL2 0% 0% 90 A4 &7
ACL3 0% 0x 22 HE BV}
ACL4 3% 19x% 12

KMS1 0 0% 7 Hq&E E7)
KMS?2 3% 21% 3

KMS3 3% 21% 3 KMS2¢} &<

# 9 500KB/s A3 #4

243 A HEol =7 BEdAE 12 olud S9S gta, Hd o
500KB/sell Al 3% 39% 27, 100KB/sell A& 1A17F 228 27%
% EelE ot 100KB/s A 3ol A ACL4, KMS2, KMS3¢ 23 A3} o

& A v 2 FelE BT HEE Y AR Avtew oA
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BAAZE deuA = Fe Aor F48 g AEE T dde 4
gt ZF Bep9-A9 flags AN ez ddd S w3
a vAl Aot o3 100KB/sol A Algke] FedhAl Ae¥ = A3t
et ol HE "ol 2t MEQ A HFE dAd H=

A AHA A5 Beps-Ae TCP A4 FAd d&Fo] vHS 7HeA ol

A Ao At mets o] F HFoA = stolmto] FAA s}
i, AF BHSAAR S5 ATS Ae WAoR WA

ol Ao = 100KB/s, 200KB/s, 300KB/s, 400KB/s, 500KB/s ¥ &
FZF 1084 100MB Z7]9] 39S == s}

N

KMS?2, | o4
Scenario | ACL1 |ACL2 |ACL3 |ACL4 |KMSI1
KMS3 | A7k
3 0+ 0 3+ 0+ 3 3
500KB/s
22% 86 |0% 29 |0% 36 |20% 46| 0% 35 |21% 39|20%
4% 0+ 0+ 4% 0+ 43 4%
400KB/s
14% 77 |0% 32 | 0% 42 |36% 86|0% 40 |11% 95|10%
54 03 0 54 0% 5 =
300KB/s
40% 11 | 0% 40 | 0% 37 |37% 67|0% 40 |37% 81 |34%
= 0% 0% 5 0% | w
200KB/s
31% 29| 0% 43 |0% 36 |29% 94|0% 39 |28% 88 |20%
17+ 0% 0% 175 0% 17% 16%
100KB/s
5% 61 |0% 46 |0x 44 |[1% 72 | 0% 46 | 1% 50 |40%
e e a5
=1
&7t &7} =7}t
¥ 10 &=l Hg A3
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Te e W 2A FEAAAM Aolrh uA &tk 53], KMS 2743} o
of wat 4~e Atel § ZYE Ao qFFort A Aol glAenw
S3¢l Objects F==g o B A3tE 93] KMSE &3 433t A&=

A3 g,

Al fA AES 3YS 925 A ACL B KMS @43 oo wet &

= o7t AA flE Aoz Folgornz oyl AHL 500KB/s Al A

KMS2,
ACL1 ACL2 ACL3 ACL4 KMS1
KMS3
3% 3B/x | 3{ 3Bbx | 3% 31x | 3T M4x | 3% 34z | 3% 33%
1
67 50 10 74 47 20
3% 30x | 3% 29% | 3% 31x | 3% 2% | 3% 33x% | 3% 31z
2
85 17 o3 36 1 78
3 36x |3 34z | 3% 31% | 3F 32x | 3% 33% | 3% 3%
3
31 58 16 99 33 22
3T 32% |3 30x | 3% Mx | 3% 37 | 3% 30x | 3E 2%
4
16 40 18 18 6 41
3 30x |3 31x | 3% 30x |3 39x | 3E 36x | 3% 2%
5}
30 12 98 38 28 70




3% 29% |3& 31x |3EF 31x% |3% 32x% |3F 30x% |3% 33x
6

97 66 10 92 88 54

3% 30x% |3& 30x% |3F 31x% |3% 33x% |3F 30x% |3% 32x%
7

63 &84 43 38 43 74

3% 31x% |38 31x% |3E 31% |3% 3Bx |3F 31x |3F HUx
8

64 86 69 21 34 67

3% 31% |3F 31x | 3% 44% |3E 3Hbx |3F 41x |3F 32%
9

32 23 27 23 21 66

3 31% |38 30x% |4% 10x% | 3% 32% |38 30% |3% 32%
10

52 14 95 1 ) 58
, 3% 32x% |3E 32x% | 3F 3PHx | 3FE 4x | 3F 3= 7 33x%
EO—EL

30 5 44 19 33 15

¥ 11 500KB/s == 23 23

A2 A= w7k x = ACL¥ KMS A3t of Fo F#35HA 9
A

$ AT FAE ARE BAT F AUk R gES A ACLY

A
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. . o6 = - -
28 723 YEYA 37, AWSY CloudTrial 21 55 &) g W
< shopgtt,
. 57 =) = = -
ChromeCacheView Z=271#S A}-83 Cache Datas A3 Az I
= — o = 0 3 = 2=
g, A< URL, 3 Atol=) AIZH &9 W&, IP 55 &0 = Ak
B Properties >
Filename: ACL1.hwpx
URL: https:itest-active.s3.us-west-2.amazonaws.com/ACL1.hw
Content Type: binaryloctet-stream |
|
File Size: 13125
Last Accessed: 2024-11-30 27 1:25:58
Record Created Time: 2024-11-30 27 1:25:58
Server Time: 2024-11-30 27 1:26:00 I
Server Last Modified: 2024-11-28 27 1:41:59 |
Expire Time: |
Server Name: Amazon$3
Server Response: HTTP/1.1 200 OK
Web Site: https:itest-active.s3.us-west-2.amazonaws.com
Frame: https:itest-active.s3.us-west-2.amazonaws.com
Content Encoding:
Cache Name: data_3 [139264]
Cache Control:
ETag: "d444c46019971075cbe8dbcai1286eb1”
Server IP Address: 3.5.78.103
URL Length: 56
Deleted File: No
ok
1% 6 Chrome Cache A X
ACL19 745, AWS S3 A A URLe] &Rl=a, AzHo=z Htgl7]
o 3 S 2= 3]
wol 200 OK &9+ &2 2s &9d & v 3d A A3 A
poaglar AEzE mpAlete . A E AZMAA o = A0
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AWS Test File

e

207 | 2
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Ov=vB- &

—

)

ﬂ

dof &

13 7 ChromeCacheView©l| 4]
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s

ACL2

A 537

A= A

HA)
- 27 -

o]

o

[€)

3] 403 Forbidden

9



66.240205.34 - - 04/Dec/2024:121839 +0000) "GhOstad" 400 226"

12411311 - - [04/Dec/20241222:12 +0000] "GET / HTTR/1.1" 200 606 ™ MOZ'\lla/S‘O (Windows NT 10.0; Winb ¥64) AppleWebit/537.36 (KHTML fike Gecko) Chrome/ 131000 Safai537.36"

124113411 - - [04/Dec/20241222:42 +0000] "GET favicondco HTTP/1.1" 404 196 "het /541664741337 ‘Mozill/50 (Windows NT 10.0; Winb: 164) AppleWebKit/537.36 (KHTML ke Gecko) Chrome/131.000 Safar/537.36"
24113:11 - - 04/Dec/20241222:18 +0000) "GET fest 53 pho?id=acl HTTP/11" 200 13125 it /54166.174138/" “Mozlll/50 (Windows NT 10.0; Winbd; x64) AppleWebt/537.36 (KHTML live Gecko) Chrome/131.00.0 Sefar/337.36"

a3 8 ACL4 Access Log

ACL4E Aujol A FAM2S A& Access Loge Error LogES &<l 3)t}.
g2z AdFdl 200 OK 93 IP, H< URLe]l 7I&Exo 919,
Access Log®t @ 9kal, Error Logvs A A &kt KMS3%E sd3k Ul

o2 FlH A

KMS12 H A, ‘Requests specifying Server Side Encryption with
AWS KMS managed keys require AWS Signature Version 4’ 2= WA
Ao} Eo] 400 Bad Request & 95 %%il, Error Logol®= 7] &% o] gl
2Tt ©]+= Signature Version 4 W2 o2 QAHstA Lo} HZo]l AR
U= oz o8 g Version 4 WAvk &3 7] uio] AF

Ao KA

N

il
lo

KMS2+= ¥ xyo} BX glx o2 Version 22 HLsH7] W&o &4 4
2o g ol AR dojupx ekqtr). Ak KMS 7] #Hdlo] =& 403

Forbidden©o. 2 #+to] E7}ait}.

&2

t} &2 WiresharkE AFgs] UEYA dgAS =43 EAFE MEYA
EAAE PP}
ACL1, ACL2, ACL3¢ KMS19] HES A Ao = S3 URL AR o] ¢
o] ttE ARE FAdd £ AUt ¥vrAE ACL4d A= 94 HTML 3=
3}

b S3 URL AX, &% 3Z=7F A, KMS29 KMS3lM = &3t

e AT F AT
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M Wireshark . TCP ~E 8l 217} 7] (tcp.stream eq 2) - ack_l.pcap

GET / HTTP/1.1

Host: 3.88.24.156

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.8.8.8 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif, inage/webp, image/apng,*/*;q=8.8,application/signed-excha
nge;v=b3;q=0.7

Accept-Encoding: gzip, deflate

Accept-Language: ke-KR,ko;q=8.9,en-US;q=2.8,en;q=8.7

HTTP/1.1 208 OK

Date: Wed, 14 May 2825 16:38:58 GMT

Server: Apache/2.4.62 (Amazon Linux)
Last-Modified: Wed, 14 May 2025 16:29:47 GMT
ETag: "434-6351h@eb72dbe™

Accept-Ranges: bytes

Content-Length: 1876

Keep-Alive: timeout=5, max=18@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>

<html>
<head>»
<meta charset="utf-8">
<title>AWS Test Server</title>
</head>
<body>
<hl style="text-align:center;">AWS Test Server</hl>
<table border="1" style="margin-left: auto; margin-right: auto;">
<h4 style="text-align:center;"> </ha>
<tr>
<td style="text-align:center;”><a href="/test_s5.php?id=acl4”>ACL-4</a></td>
</tr>
<tr>
<td style="text-align:center;"><a href="/test_s5.php?id=kms2_3">KMS-283</a></td>
| </tr>
| <trs>
| <td style="text-align:center;"><a href="/test_s2.php?id=ACL1.hwpx">ACL-1</a></td>
</tr>
<tr>
<td style="text-align:center;"><a href="/test s5.php?id=b acl4a™>B ACL-4</ax</ /td>
<ftre
| <tr>
<td style="text-align:center;"><a href="/test_s5.php?id=b_kms2_3">B_KM5-283</a></td>
</tr>
<trs
<td style="text-align:center;"><a href="/test_s4.php?id=6_ACL1.hwpx">B_ACL-1</a></td>
</tr>
</table>
<td>
</body>
</html>
| GET /favicon.ico HTTP/1.1
Host: 3.88.24.156

T T A WA 8 S 58
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7|

FEER R CHE 0lE22 HE s= 27| =

[

a9 9 MENA AN FAF AAH HTML =

AYstAard ¢ £#:A A3 Localdl A= FE Cache AEE Ea) 39U,

Hdk URL, ot Abol=, AL &9/ 515, IP 4 55 F03 5 A%
o ACL1®] 4§ wezrsd Jg e, sl Cache ol Arhw

2o wgd Sde] AAHAHAE Dol & ke FAM FE9 9

2
fass
2
>

o] 9ltf. 18] Weboll A+ Access Log$ Error Log7t 7] &5

F, " g, IP, URL < &g = o HEHNA A =

’



Localoll A &elsl+= ACL1, ACL2, ACL3, KMS19 A% A% #A oA S3
URL ARy selxgly $8 ARE Holx &gt ACL4, KMS2, KMS3
E WebolA siz1& 237 wjFo] S3 URL AKX 9 =7 ysgha

Eo] Algto 7= 1MH o] HTML ==7F Bt} shxg 248 183 9

npx g2 AWS W9 CloudTrailE %3 3 =& 4
CloudTraill2 338 Z 1% S3 ul Abde] WAgE W7 ofo] A gHr}
S3 &% Ao Y3 2as FHIeH F 2409 2
o Fels 2 A AARE S3 9 R d-E 2ae SR ¢
3= o

_30_



% 102 ACL1el| H&3
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ource IP 4, 8 A, eE=
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= o] 2t} accountID7} anonymous =, <
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o Ade=dl AWS Ao 2 g Aol ofyal oz
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rlr
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3lA 7+ Source IP7} 7] & 5| o
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rlr
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o
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rld
o
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oo
ol
k1
30,
v
rlr
p
o,
v

eventversion : 1.11
userIdentity

type : AWSAccount
principalld
accountId : anonymous

eventTime : 2025-06-08707:19:157
eventSource : s3.amazonaws.com
eventhame : Getobject
awsRegion @ us-west-2
sourceIPAddress @ 221.149.143.4
userAgent : [Mozilla/5.@ (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36]
requestParameters :
bucketName : test-active
Host : test-active.s3.us-west-2.amazonaws.com
key : B ACLL.hwpx

responseElements @ null
additionalEventData
aclRequired : Yes
CipherSuite : TLS_AFS 128 GCM_SHA256
bytesTransferredIn : @
x-amz-id-2 : R61J8X4WZ6115UmpKvrjoIZA2XRjoi9nC651zDD2tbdBNXIIYVEr/Z7Qvinx97/71]GpPUMEEEQ=
bytesTransferredout : 104857600

requestID : 2S8WBFX2EBIDP7YX

eventID : 45301998-1034-30a7-bob2-738454cb5846
readonly :[/]

resources

accountId : 654654346138
type : AWS::53::Bucket
ARN @ arn:aws:s3:::test-active

type : AWS::53::0bject
ARN : arn:aws:s3:::test-active/B _ACLL.hwpx

2% 10 ACL1 JSON =271 314
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a9 118 ACL29 W3 tpez= A

t:
a

Zolt}. Json A=+ ACL1¥}

FARERAl elst 4= i, S3 A A URLE H4 3 7] wiEol anonymous®
7155l v & AS A Aveert HE 57190 495= ACLICNA
= 999 errorCode$} errorMessagesS &<lst <= <t} Access Denied”}
71550 o] Hol AR HAow Fdd 4 vt aclRequired 4 =7}
Sl Zom Hol Bl e AA HEE HIo| LA Fdees 5T

.

eventVersion : 1.11
userIdentity :
type : AWSAccount
principalld
accountId : anonymous
2025-06-08T07:21:03Z
s3.amazonaws.com
GetObject
us-west-2
221.149.143.4

eventTime
eventSource
eventName
awsRegion
sourceIPAddress
userAgent
errorCode : AccessDenied
errorMessage : Access Denied
requestParameters
bucketName : test-active
Host : test-active.s3.us-west-2.amazonaws.com

key : B_ACL2.hwpx

responseElements : null
additionalEventData
CipherSuite : TLS_AFS_128 GCM_SHA256
bytesTransferredIn : 0
x-amz-1id-2
bytesTransferredOut : 255
requestID : DNTSQ3HVPWT2NIGK
eventID : a353b597-8248-3086-92af-175439e23980
readOnly
resources

accountId : 654654346138
type : AWS::53::Bucket
ARN : arn:aws:s3:::test-active

AWS::53::0bject
arn:aws:s3:::test-active/B_ACL2.hwpx

type
ARN

a9 11 ACL2 JSON =1 3t¢d

Aol §AFs ACL3E ACL29 H]

- :32 -

[Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36]

BGRGNGisfmoZ0iFAT25AR7IKIS1siJeqpqoSgLoUevPX3m35gDxD7yd38gGspWLOXWrkivMrpLIbml sWpo/ Sbuw==

ok



ACL4 =19 A

rlr

E-SA role o] & &0 5 AT IAM o]

Boxo] Jdu= AL HWASL Y= dFoltd, E3 Source IP7F AWS

EC29] IPo]7] uwjiol Wi g3yo=z WA oWlEDI
bytesTransferredOut= AWS 2] Ao A FElo]dER HAEH
718 e E ez gzeyr dEdo=z oIt AS

eventversion : 1,11
userIdentity : |
type : AssumedRole
principalld : AROAZQ3DQSONNWBQQVOXU:i-0@8c4@fa28aadccoeb
arn : arn:aws:sts::654654346138:assumed-role/test-s3zt-ec2tos3/i-08c40fa?8aadccheb
accountId : 654654346138
accessKeyId : ASTAZQ3DQSONOZ7CIDYB
v sessionContext : |
v sessionIssuer :
type : Role
principalld : AROAZQ3DQSONNWBQQVOXU
arn : arn:aws:iam: :654654346138:role/test-s3zt-ec2tos3
accountId : 654654346138
userName : test-s3zt-ec2tos3
I
v attributes : |
creationDate : 2025-06-08TP6:59:53Z
mfaAuthenticated @ false
!

ec2RoleDelivery : 2.0

eventTime : 2025-86-08707:25:077
eventsource : s3.amazonaws.com
eventiame : GetObject

awsRegion : us-east-1
sourceIPAddress @ 54.84.39.143

[e)
=

X
=

P
T

ATt

diolg e =

o}
=

PN
T

AT

userAgent : [aws-sdk-php/3.325.2 ua/2.@ 0S/Linux#6.1.112-122.189.amzn2023.x86 64 lang/php#8.3.10 GuzzleHttp/7]

requestParameters : |
bucketName : test-kms-passive
Host : test-kms-passive.s3.amazonaws.com
key : B ACL4.hwpx

responseElements : null
additionalEventData : |
Signatureversion : Sigv4
Ciphersuite : TLS_AES_128 GCM_SHA256
bytesTransferredIn : @
Authenticationmethod : AuthHeader

X-amz-id-2 : eyEo8R8eLFIQEKYDDsSqG19sQxL7woPd5H2zuhX/550Gn@708yKI10NfRpcwAmE03]0anRsA3Rc=

bytesTransferredout : 164857600

1% 12 ACL4 JSON 271 3¢
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KMS1e] #3 =21 ACL2 =219 ##7MA 2 errorCodeét
errorMessage 2 =7} =4 InvalidArgument® 7] &% o] Qdt}. o= &
nE QF=E Add] Hol AFFHUTYE AHoltl. errorMessageo] ‘AWS

Signature Version 4% FtdjoF st b= WA X7} Fold ). aclRequired

= Yesz HEY o] &5 Ut

SERLIEE

wekoheh 1% WA =@ 1w golgE AL F

eventVersion : 1,11
userIdentity
type : AWSAccount
principalld :
accountId : anonymous

eventTime
eventSource
eventiame
awsRegion
sourceIPAddress
userAgent
errorCode : InvalidArgument
errorMessage
requestParameters

bucketName : test-active

Host : test-active.s3.us-west-2.amazonaws.com

key : B_KMS1.hwpx

2025-06-08T07:27:04Z
s3.amazonaws.com

Getobject

us-west-2

221.149,143.4

responseElements : null
additionalEventData
aclRequired : Yes
CipherSuite : TLS_AES 128 GCM_SHA256
bytesTransferredIn : 0
X-amz-1d-2 : mdPNC/gxegrm/9WEa@gFQSNXI11R+tII6GZXp3sZ1TIh/697ROIWRBUMY7DV+yqF 7KOPh2zHoeI=
bytesTransterredout : 376

requestID : MIYDX1FT3E2EIDOF

eventID : 84c9des1-bads-3669-84ac-21bd779t79b6
readonly

resources

accountId : 654654346138
type : AWS::S3::Bucket
ARN @ arn:aws:s3::itest-active

: AWS::S3::0bject
arn:aws:s3::itest-active/B_KMSL. hupx

type
ARN

o))
=

% 13 KMSI JSON 271 3}

- :311 -

2 A} KMS A
AT

(e}
ps

[ai3
=

[Mozilla/5.0 (Windows NT 10.8; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.8.0.0 Safari/537.36]

Requests specifying Server Side Encryption with AWS KMS managed keys require AWS Signature version 4.
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fu

Yok e A 4B sold 5

-1 =

oleh,

eventWersion : 1.11
userIdentity : |
type AssumedRole
principalld : AROAZQ3IDQSONMWBQQVOXU: i-@8cd@fta2B8aadccleb
arn : arn:aws:sts: 1654654346138 ::assumed-role/test-s3zt-ec2tos3/1i-208c4@fa28aadccdeb
accountId : 654654346138
accessKeyId : ASTAZQ3DQSONFYRKWNI3
w sessionContext
w sessionlIssuer : |
type : Role
principalld : AROAZQ3DQSONNWBQQWVOXU
arn arn:aws:iam: : 654654346138 :role/test-s3zt-ec2tos3
accountId 654654346138
userName : test-s3zt-ec2tos3

- éttributes L
creationDate : 2025-@6-08T26:59:53Z
mfafuthenticated : false

écZRoleDelivery 2.8
invokedBy : AWS Internal

eventTime : 2825-86-@8TA7:29:917
eventSource kms . amazonaws . com
eventName : Decrypt
awsRegion @ us-east-1
sourceIPAddress @ AWS Internal
userAgent @ AWS Internal
requestParameters L
= encryptionContext
aws:s3:iarn arn:aws:s3:::test-kms-passive

éncryptionAlgorithm : SYMMETRIC_ DEFAULT

responseElements null
additionalEventData : |

keyMaterialld : 7ed&63629177b3b2lbbb7bR@8625d+62199178c549942ac2lbbb5734a06767034

requestID : beee86d2-e9f6-4670-acel-70671fBcaa56
eventID : e93a348fb-e5e2-A4Ff8d-bcl6-94Ffc7ef35231
readOnly :[~] true
resources : [
- o] B
accountId 654654346138
type AWS: :KMS: i Key
ARN : arn:aws:kms:us-east-1:654654346138: key/mrk-157b2964aa36499bad8abb27 caba38al

29 14 KMS2, KMS3 JSON =271 3¢
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ABSTRACT

Security and Performance Analysis of

AWS Storage Services

Young Sun Park

Department of Future Convergence
Technology Engineering

Graduate School of

Sungshin Women’s University

Cloud computing is one of the core foundational technologies
used across enterprises, public institutions, and individuals. It
allows for the flexible allocation of IT resources and a
pay-as-you-go cost model, making it convenient to use. However,
because resources are provisioned by cloud service providers, users
face limitations in controlling all aspects of the environment.
Moreover, security threats unique to cloud infrastructure—distinct
from those found in traditional on-premise systems—continue to
emerge. In particular, data breaches caused by misconfigured
access controls in storage services are occurring frequently.

Configuration errors such as enabling public access, failing to
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apply encryption, or granting excessive permissions can lead to
severe incidents, including information leakage. As such, it is
essential to establish appropriate security configurations tailored to
the cloud environment. This study investigates the security
settings of Amazon S3, AWS’s storage service. It analyzes the
functions and effectiveness of each setting and examines the
potential for data exposure through digital forensics. Based on the
findings, this study proposes configuration strategies for more

secure usage of Amazon S3.
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